L

‘l} interlogix

L& United Technologies

IFS NS3502-8P-2S User
Manual

P/N 1072687 « REV A « ISS 230CT13



Copyright

Trademarks and
patents

Manufacturer

Intended use

Certification

FCC compliance

ACMA compliance

Canada

European Union

directives

Contact Information

IFS NS3502-8P-2S User Manual

© 2013 United Technologies Corporation

Interlogix is part of UTC Climate Controls & Security, a unit of United
Technologies Corporation. All rights reserved.

The IFS NS3502-8P-2S name and logo are trademarks of United
Technologies.

Other trade names used in this document may be trademarks or registered
trademarks of the manufacturers or vendors of the respective products.

Interlogix
3211 Progress Drive, Lincolnton, NC 28092 USA

Authorized EU manufacturing representative:
UTC Climate Controls & Security B.V.,
Kelvinstraat 7, 6003 DH Weert, Netherlands

Use this product only for the purpose it was designed for; refer to the data
sheet and user documentation for details. For the latest product information,

contact your local supplier or visit us online at www.interlogix.com.

c € o N4131

This equipment has been tested and found to comply with the limits for a
Class A digital device, pursuant to part 15 of the FCC Rules. These limits
are designed to provide reasonable protection against harmful interference
when the equipment is operated in a commercial environment. This
equipment generates, uses, and can radiate radio frequency energy and, if
not installed and used in accordance with the instruction manual, may
cause harmful interference to radio communications.

You are cautioned that any changes or modifications not expressly
approved by the party responsible for compliance could void the user's
authority to operate the equipment.

Notice! This is a Class A product. In a domestic environment this product
may cause radio interference in which case the user may be required to
take adequate measures.

This Class A digital apparatus complies with Canadian ICES-003.

Cet appareil numérique de la classe A est conforme & la norme NMB-003du
Canada.

2004/108/EC (EMC Directive): Hereby, UTC Climate Controls & Security
Corporation, Inc. declares that this device is in compliance with the
essential requirements and other relevant provisions of Directive
2004/108/EC.

For contact information, see www.interlogix.com or
www. utcfssecurityproducts.eu.




IFS NS3502-8P-2S User Manual

TABLE OF CONTENTS
IFS NS3502-8P-2S USer ManuUal .......cccceuueeniiiiiiiiininnnnneiiiiiiiiimimeessssesiiimiesssssmssimesssssssssssssnnn
1. INTRODUTION ... cieuiiitieieniiineiciensiitnsieresssstnsssresssssnssessssssssssssssssssnssssssssssnssssssssssnssssenssssnsssssnssssnsssne 20
1.1 PACKEt CONEENLS ...ceiiiiiiiiiiiiiiiiiereeennnenessssseiesessessssessnesssaesessessnsssssssssssssssssssssssssssssssssssassssssssnsnssssssssssssssssssss 20
1.2 Product DeSCriPtioN ...cciiiiiiiiiiiiieiieieeneneseiiiiiiisisisieiiitinistseetesesssssssssssssssssssssssssssssssssssssessesssssssssssssssssssssssssss 20
1.3 HOW t0o Use This ManUAal......ccccueieeeeemenmniiiiiiiiiiiiiiiniiiiiiiiieieiemesssssssssssssssisiisisieimitiitsmssssssssssssssssssssssssssssss 23
1.4 Product FEAtUIES ....ccciiiiiiiiiiiiiiiieiiiennnenesesiiiissssisisinisiiinieiseeseresssssssssssssssssssssssssssssssssssseeseesesssssssssssssssssssssssss 24
B o o T L Lot R =T o T 1 ) 27
2. INSTALLATION ... cciiiiiiiiitiieiiieeiaieineissiattescracrssersetssssssssssessserssssssssssssssssssssssesssssssssssssssssssssnsssnsss 30
2.1 HardWare DeSCHIPtION......cucueeiiiiiiieniieiiriieeieeinernneseirernsssessrenssssssesenssssssssssnsssssssssnnsssssssssasssssssssnnsssssssannnnss 30
B 0 RSV ol o T e o A 2T V= PSR 30
b B A N Y b B 1o o [ o= Y o] o U UURRR 31
2.1.3 SWItCh REAI PAN@l ...ttt e e e s e e s s saare e e s sbaeeeenaes 32
2.2 INSTAll the SWILCR c..ceeeieicciccciiiiiiiiiieiiitnnceeererecees s ssssesssssesseessaeseaessssassnssssssssssssssssssssssssesssssssesesensnsnssnsss 34
2.2.1 Desktop INSTAllation ........cooeeiiiiiieee et e e e 34
2.2.2 RACK MOUNTING ..viiiiciiee ettt ettt e ertte e e e eatte e e e e bae e e s abaeeeseabaaeeeenraaeannns 35
2.2.3 Installing the SFP tranSCEIVET ....ccccuiiiiiieriii ettt sttt s 36
3. SWITCH MANAGEMENT .....ceuiiiuiiiiniiiinesiieniiinsiresssimnestrasssiesssrasssrsssssrsssssssssssasssrssssssssssssnssssassssans 40
20 0T UL T=T 44 V=T 40
3.2 ManagemeNnt ACCESS OVEIVIEW ...cciiiiiiirireereremesssssssssssssssssssssmsnissmmsmmesessssssssssssssssssssssssssssssssssssssssssessssssssssses 41
3.3 AdMINIStration CONSOIE .......ccvueiiiiiiiiiiiiiiiiiiiree e as e e ae s s s ar e se s asae e s s s aan e s essnnns 42
3.4 WeEb MaNagemMeENt.......cciciiiiiiiiiiiiiiiiiiititeetetemsmsmsmsmssssssssissssssssssssssesessssssssssssssssssssssssssssssssssssssssssssssssssnsssnsss 43
4. WEB CONFIGURATION .....iieeiiiieniiieniieeniiieniiimnsisiensisssssrsnssssssssssnsssssssssssssssssssssnsssssnssssnsssssnssssnsssssns 46
4.1 MAiN WED PR ....uiiiiiiiiiiiiiiiiiiiiieieiennesnsieseseisiiieissesesssttsestesssssssssnsssssssssssssssssssssssssssssssssssssssnssnssssssssssssssans 49
07 V£ =T 1 o N 51
4.2.1 System INFOrMAation ........oooi it e e et e e e e e e e e anraae s 52
4.2.2 1P CONFIGUIATION ..uveiiiiiiee ettt e ettt erttee e e et e e e e stteeeestbaeeeeanraeeessaaeananns 53
4.2.3 IPVE CONFIGUIAtION .uviiiiiiiiiiiiciee ettt ettt s st e e s ba e snee e e 54
4.2.4 Users CoNfIGUIAtioN ........ccii ittt e e e e e e et e e e e e e e e e anraae s 55
4.2.5 PrivilEEE LEVEIS ...ceiiiii ettt ettt ettt s et s be e sraeea 58



IFS NS3502-8P-2S User Manual

4.2.6 NTP CONTIGUIAtiON ...cccuiiiieeiiee ettt ettt eetee e e eette e e e sara e e e saraeeesanraeeesssaeananns 60
Ry A U = o SRS 61
4.2.8 DHCP REIAY...utiiiiiiiieiiititeecies s esitee sttt e st e s te e e s sbae e e s sabteeessbeeeessabeeesenaseaeesnssanessnnes 63
4.2.9 DHCP Rel@y STatiSTiCS vievveerrureiriieiiieiiiee ettt et e sttt sre e e e s steesbaessaeeesbee s saeeesbaesnaeeenas 65
O N @ U o - o [P PRPPPPRN 67
.2.11 SYSEEIM LOG cevveiiiiiiiiiiiiiiiieiiiiieeeeeeeeeeeeeeeeeeeeteeeeeeeeeeeeeeeeeaeetaeeeeeeeeeeteeeeeeesseeeseeeeeseeeeseeseees 68
Ny W LY - 11 <o B W - SRR 69
4.2.13 REMOLE SYSIOZ...uuiiiieiiieieetie ettt ettt ectte e e e ettee e e e tbe e e e e streeeeetreeeeetteeeeessaeasanns 70
4.2.14 SMTP CONfIGUIAtION ..eeeieiiii ettt e e e e e e et e e e e e e e e e anraaeeas 71
4.2.15 LED POWEI REAUCTION . ..ciiiiiii ettt ettt ettt et e e ssire e e sttt eessabaeeesabaeessabaeeesnsaeessans 72
4.2.16 EEE POWEI REAUCKION ..eeiiiiie ettt ettt e e e see e e et ae e e sntaeeesnraeaeenns 73
4.2.17 Thermal ProteCtiON ....uii ittt ettt st see e s saee e e ssavee e s sabeeaesasaeesenns 74
4.2.18 Web FIrmware UPZrade.......cccucuieeieciiieeeciiie ettt e s citeeeesiteeeessaeeeesasaeeessnsseeessnsnnaesnns 76
4.2.19 TFTP Firmware UPZrade .........uuviieiiiiieciiieee e eecttteee e e e e e eearee e e e e e e e enarae e e e e e e e e nnaaeeas 77
4.2.20 Configuration BaCKUP......cuueiieiriieieiiieecctte e eeitee e eette e e e ette e e e estteeeeeaseeeseasreeeeessaeaennns 77
4.2.21 Configuration UPload.........c..euuiiiieiiieeeeee ettt e e e e 80
4.2.22 FACLONY DEFAUI....eii ittt ettt e e re e e e ear e e e e eatteeeeesbaeaenes 81
4.2.23 SYStEM REDOOT ... e e e e e e e e et r e e e e e e e e nnraaeeas 82
4.3 Simple Network Management ProtoCol .......ccccciiieieiiiiiiiiiieeeeeeenemmesmnsssssessessssesesesenesssssssssssssssssssssssssssssssssss 83
4.3.1 SNIVIP OVEIVIEW ....eeiiiiiiieeeeeeiiettee e e ettt e e e e s sttt e e e e s s s s ineeeeeesesssnnraeaeeesssessnnseeneens 83
4.3.2 SNMP System Configuration ........cccooeoeeciiiiiee e e 84
4.3.3 SNMP System INfOrmation........cccveieeeiiii ettt rre e e e bae e e e ebaeeeeaes 87
4.3.4 SNIMPVY3 CONFIUIATION....eiiiiiiiiii ittt sttt ssaeeesbaeesaeee e 88
4.3.4.1 SNMPV3 COMMUNITIES ceeiiiiiiiiiiiieieee et ee e e s s e e e e e s s s sibbaaeeeeeees 88
4.3.4.2 SNIMPV3 USEIS..ccciiiiiiiiiiiiiiiiiiieiiieeteeeieeeteeeteeeteeeteesteesteesteesteeseeteseeeeeseeeseeeseesseesees 89
4.3.4.3 SNIMPVU3 GIrOUPS .eeeeeerieeeiirieeesiieeeessreeeessuteeesssseeeesssseeessseesssssseeesssssneesssseeessns 91
4.3.4.4 SNIMPVU3 VIBWS ...eeeiiiiiieee ettt e e e ettt e e s e sttt e e e s s sssanseeeeesesssssnreeneessnns 92
4.3.4.5 SNIMPV3 ACCESS .ceeeiriiiiiiiiiiiiiiiiteetietttettttetteeteeeteeeeeeeteeeteeeteteeeeateeaeeeeaeeeeeeeeeeaeaaes 93

4.4 POrt Man@gemMENT ......cveuiieneiiiiuiiieniiineiiiiesiiiesssireeseiessssisssssressssesssssrasssresssssssssssasssssssssssnssssasssssanssssassssasssne 95
4.4.1 POrt CONFIGUIAtION ..cccuvieieeiiee ettt rrre e e tre e e e st e e e eareeeesaraeeesnbaeaeenes 95
4.4.2 POrt StatiStiCS OVEIVIEW ..cciiiiieiiiiieie ettt e e et e e e e sbeee e e e e e s s sbaeee e e e e s e sssanseneeas 97
4.4.3 Port Thermal Protection StatUus .......ccccvvirieiiieeiiiee et esee e sves e sveeesaee e 98
4.4.4 Port Statistics Detail.......ccoccuiir e 98
Y ol 1] {e] 4 o - 1 o o LSRR 101
o G o o] A 1Y/ 1 o ] O PP P PPPPPPPPPPPPPPPPPN 102
4.5 LiNK ABEIregatioN....cccciiiiiiiiiiiiiiiiiirieressssnsissiiiiiiiiiiiiiiirireresrssssssssssssssssssssssssssssesentasmseereresssssssssssssssssssss 105
T ) - L [ol AY = {={ =T == (o ] o PP 108
4.5.2 LACP CONFIBUIAtION ..eeiiiiiiiiieeiiie ettt sttt ettt st st e s sae e sabeesaee e sataesbaeens 110
4.5.3 LACP System STatUs...coiiiiiiiiiiicccccie e s e e 111
4.5.4 LACP POIT STAtUS .oivviiiiiiiiiiiiiiiiiiiieiieeeieeeeeeeseeeeeeeeeeseeeeseessesssseseessseeseessessseseseseseesseeseeeees 112



IFS NS3502-8P-2S User Manual

4.5.5 LACP POIt StatiSTiCS ..uvvvieeeeeiiiiiiiiiieeee ettt e et e e e e e s eeee e s e s sannees 113
8.6 VLAN .....veevrreerrrentssesessesessesestssestssessssesessssesssssstsssssssessssssestssssssssssssasestesessssessssestesssessssessssessesessasessssessssasases 114
4.6.1 VLAN OVEIVIEW ...iiiiiiiii ettt et e e sttt e e e e s s ssateee e e e e e s s sssbaeaeeesessssbseeaaaesssssnssenens 114
4.6.2 |EEE 802.JQ VLAN ..ottt ettt ettt e et e sttt e e ssitaee s s sbae e e ssabaaessssbaeesssansaeesnnseeeas 115
4.6.3 VLAN Basic INfOrmation .........ueeieiiie ettt e e s e e 118
4.6.4 VLAN Port ConfigUuration.........cccccuieeieiiiie ettt e et e eeire e e vaee e e v e e e nneas 119
4.6.5 VLAN MEMDBEISNIP c.eveiiiiiiiiiciie ettt ettt ettt sabe e sbae e sataesbaeens 124
4.6.6 VLAN Membership STtatus .......c..uviiiiiiii ettt e e e e e e eneees 125
4.6.7 VLAN POIt STAtUS ..ccviiiiiiiiiiiiiiiiiiiiiiieeeieeeeeeereeeeeeeeeeeeeeeseeeeeesseessesssesseessesseeeeesssseeeseesseeees 127
4.6.8 Private VLAN ..ottt ettt itee e s st e e s e sata e e s eabae e s eabaeeenabaeeeeareee s 128
N B oo Yo = o o T PR RPPTRPSRPON 130
4.6.10 VLAN Setting @XamPIe:.cccc ittt e e e e eeetrre e e e e e e eeaaraeaeeeeeeeeennnens 131
4.6.10.1 Two separate 802.1Q VLAN ....cccvttiiiiiiiiiiieiitiereeereerereseeeeeeeseesseseseessseseeesaeesees 131
4.6.10.2 VLAN Trunking between two 802.1Q aware switCh.........cccoveeeeeieeeecnnnneen.. 134
o 0 2 o o o ET o] = PP 136
4.6.11 MAC-DASEA VLAN ... ..uvtiieieee ettt ettt e e e tae e e s et e e e e e taa e e esnsaeeeesanaeeeennaees 138
4.6.12 MAC-based VLAN StatUus .......eiieiiiiiiiiiiieeciiieeeesiiee s esiee e s siree e s svae e s esvaee s ssaveeesnnvaeas 139
4.6.13 ProtoCoI-Dased VLAN .....c.uuiiiieiie ettt ettt e ertee e e et e e eetre e e e eara e e s eeanaaeeeanaeas 140
4.6.14 Protocol-based VLAN Membership ..........uuveieeeiiicciiieeee ettt 141
4.7 SPANNING Tree ProtOCOL........ ittt nireneieserrenassssesesnnnssssssaansssssssanssssssssannssssssssnnssssssssannnssnns 143
O R I =Y o ] o U PTOUPPTPUPOTRO 143
4.7.2 STP System Configuration ...........uueeiiiiiicceeee e et e e e 150
4.7.3 BridgE STAtUS .oeeeiiiciiieieee e e e e e e e e e e e e e e anraaees 152
4.7.4 CIST Port Configuration.........ccuiiiiiiee et eearere e e e e e e ennens 153
A.7.5 MSTI PrIOMIEIES coeei ettt e e e e e s e e e s e e s sbre e e e e e e e e s sanrneees 157
4.7.6 MSTI CONFIBUIAtION ..eeiiuiiiiiieiiie ettt ettt sbe e s sae e st e sbte e sabeesbaeens 158
4.7.7 MISTI Ports Configuration...........uuviiiiii it e e e e eearare e e e e e e e eanrees 159
A.7.8 POrt STAtUS..ceiiiiiiiiiiiiiiiiiiietiiriireeeee ettt e et e e e e e e eeeeeeeeeeeeseeeeeeeeeeeeeeeeeeeesereeeaeeeaeeees 161
4.7.9 POt SEAtiSTICS ceeeiiieeiiiiiieiee ettt e e e e brre e e e e s e et e e e e e e e e nnraeees 162
301V 1T T S 164
T R (1Y, =] g Yo To] o] [ V=P PP PPPPPPPPPP 164
4.8.2 IGMP Snooping Configuration ...........coiceciiiiiiiee e e e e e e e e eanees 168
4.8.3 IGMP Snooping VLAN Configuration........ccccccveeieiiieieciieeee e 169
4.8.4 IGMP Snooping Port Group FilteriNg .........uuvviiiiei et 170
4.8.5 IGIMP SNOOPING STATUS eeiiiiiiiiiiiiiiiiiiiiiieeeieeerrerre et e e e e e e e e e e e e e e e e e e e e e e e e e e aaaaaaaeeeeas 171
4.8.6 IGMP Group INformation ..........uuiiiiiii it e e ree e e e e e e anees 173
4.8.7 IGMPV3 INfOrMAtioN .eocviiiieeiie sttt e s sre e sbe e e sbee e sre e sbaeesareesbaeens 174
4.8.8 MLD Snooping Configuration.......c..ceeecuieeeiiciiieccieee e eree e eree e et e e e aee e e 175
4.8.9 MLD Snooping VLAN Configuration ........ccccuuviieiiiiecciiiiieee et e e e e 176
4.8.10 MLD Snooping Port Group FIlteriNg.......ccccccveeeeciieie e e e e 178

5



IFS NS3502-8P-2S User Manual

4.8.11 MLD SNOOPING STATUS .cciiiiiiiiiiiiiiiiiieiiieeee e e e e e e e e e e e e e e e e e e e e e e e e e e 179
4.8.12 MLD Group INfOrmation ..........uuviiiiiii e et 180
4.8.13 MLDV2 INFOrmMation ....uuiiiiiciiie it s s sire e e e s tre e s e sbae e s e sabe e e enavaeeas 181
R |V Y OSSR 182
4.8.15 IMVR SEATUS...eeiteiiiieeiiee ettt eseesseeesteeste e e sate s steeesteeessteesseeesnteesntaeesseesssesensseesnsnnans 183
4.8.16 MVR Groups INfOrmation..........cccueeeiiiiieeeiciiee et ree e e e 184
4.9 QUANILY OF SEIVICE ...uciiiiiiiiiiiiiiiiiiiiieieietsesisiisisisisiiriititeereresrssssssssssssssssssssssssssssssennnsrseeseresssssssssssssssssssss 185
s R W T g T =T = s To [ @ 1 1 PP 185
A o A o] [ ol o T~ S 186
s B oo o A O 1Y 1 or- | 4 o o PP 187
4.9.3.1 QoS Ingress Port Tag Classification........cccccveeeeiiiieeeiciieie e 188
I o Yol =Y o U =T S 190
s RN oo ) Y a =T o1 = SRR 190
4.9.5.1 QoS Egress Port Schedule and Shapers ........cooeeeeecciiiiieeei e, 191
4.9.6 Port Tag REMAIKING.....ccviiiiiiieee e e e e e e e e e 193
4.9.6.1 QoS Egress Port Tag Remarking......ccccueveeciiiieciiiee et 194
e TR A o T o o 1Y O PSR 194
4.9.8 DSCP-BaS@d QOS ....cceeiviiieeitiiee ettt e ettt e e estte e e e ettae e e ssataee e essaeeesensaeeesansaeeeesnsseeeennseeens 196
e I D Y 2 I 10T - 1 [ o S 198
4.9.10 DSCP ClassifiCatioN ....ccuuiiecieiiiiiiiieiiiee et ses e steesee s e e sbee e sbeeessreesraeessreesnaeens 201
I B @ Lo N 0o Yo o oY I X1 RS 202
4.9.11.1 QoS Control Entry Configuration ..........ccccveeeiiiiieee e e 203
4.9.12 QOS STATUS .eevriiiiiiiiiiiiiiiieeiieeereeeee et e e e ettt eeeeeeeeeeeeeeeeseeesteeseeseeeereeeeeeeeeeeeeereeeeseeeeeeees 206
4.9.13 Storm Control Configuration ... e 207
4.9.14 QOS STATISTICS vevvrrrriiiiiiiiiiiiiiiiriiierireeree e e eeteeereeeeeeeeteeeeeeeeeeeeeeeeeeeeeeeeeeeeeseeseeeees 208
4.9.15 Voice VLAN Configuration...........ceeeeiiieciiiiiiiiee et e e eecttree e e e e e eavaaae e e e e e e eennees 209
4.9.16 V0ice VLAN OUI Tabl@...ccciiiiiiieiiiicie ettt este s s sete s svesssiae e svasssveeesanee s 211
4,10 ACCESS CONEIOI LiSTS...ciiiiiiiiiiiiiiiieieremnnnnnmsiiisiiisiisisisninniinieemesesssssssssssssssssssssssssssssssseassssssssssssssssssssssssssssssss 212
4.10.1 Access CoNtrol List SEAtUS .....eiieeciiiiiiiiieee ettt sre e e e s eare e e s saaes 213
4.10.2 Access Control List CoNfiguration ..........ecoecuveeiiiiieiiciieee et 214
4.10.3 ACE CONTIBUIAtiON ...uviiiiieii ettt e e e e e et e e e e e e e e erre e e e e e e e e e nnnees 216
4.10.4 ACL Ports Configuration.........cooccuieeieiiiie ettt ettee e e tre e e vre e e e eare e e e aneas 226
4.10.5 ACL Rate Limiter Configuration.........coocccuiiiiiie it e e e 227
L Ty T T oF 1o PP 229
4.11.1 Understanding IEEE 802.1X Port-Based Authentication..........cccccceeeeevveeeeciveecnnnen. 230
4.11.2 Authentication Configuration ...........cooccoiiieiii i 234
4.11.3 Network Access Server Configuration ........ccccceeccieieeiiiieee e 235
4.11.4 NetWOrk ACCESS OVEIVIEW ....eiiecuriieeeiiiieeeiiiteeeeiteeeestteeessttaeesssraeessssaessennsseesnnneees 247
4.11.5 Network ACCESS STAtISTICS .uvviiiiriiirieiiiee ettt crree e e sre e s e sbre e s s eaaee e enaaes 248
4.11.6 Authentication Server Configuration.........ccceeeecieiiciciee e 256

6



IFS NS3502-8P-2S User Manual

4.10.7 RADIUS OVEIVIEW ....eviiiiiieiiiiiiieteee e e eeeiiitteee e e e seirteeeee e e s s ssanreeeeeseesssnsreeaeeesssssnnnssees 259
4.11.8 RADIUS DELAIIS ..uvveeeeciiie ettt ettt e ettt sste e s s ette e e e s e e s e etae e s esnee e e e esnnaeeeennnnens 261
4.11.9 Windows Platform RADIUS Server Configuration .........ccccceeeeiiiieeiiiieccciiieee e, 268
4.11.10 802.1X Client Configuration.........cccccuieieeiciiie e eree e eree e e e e e e e 273
.12 SECUNITY vevuurerennnriisieriiisininieiiinireeeeresssssssssssssssssssssssssssssseneeresessssssssssssssssssssssssssssssssenssseseesesesssssssssssssssssssss 276
4.12.1 POrt LImit CONTIOL...ueiiiiiieieeiie ettt s st ste e s e s srae e sbe e s sbeeessbe e sbaeesareesneeens 276
4.12.2 ACCESS MaNaZEMENT...cciiiiiiiciiieieee ettt e e e e e s s e e e e s s e e e e e e e e e s nnneee 280
4.12.3 Access Management STatiStiCS ... e 281
A I SRS 282
1 T PSRRI 282
A SR oo T AN Y= T U 1 V] =) A [ 283
4.12.7 Port SECUIItY DELAII ..uveeeeeeiiieieeeee ettt e e e e e e e e err e e e e e e e e e annens 285
A B B ] o [ Y T Yo o 11 = 0P 287
4.12.9 DHCP SN0o0PIiNg STatiSTiCS .uuvuriiiiiiiiiiiiiiiiieeeeeeeeeeeeee et e e e e e e e e e e e e 288
4.12.10 IP Source Guard Configuration ..........ccccuuiiiiie i 289
4.12.11 IP Source Guard Static Table.........cccciieeeiciiie e e 291
A A N 24 o 1 1 1T o ] o ISP 291
4.12.13 ARP Inspection Static Table ....c..ueveeeieeeeee e 293
4.13 AdAress Table.....ccciiiiiiiiiiiiiiiiiiiieieienensnssiiiiiiiiiiiiirrerrsresssssssssssssssssssssssssessmentanmseereresssssssssssssssssssss 294
4.13.1 MAC Address Table Configuration.........cccuveiieei e 294
4.13.2 MAC Address Table Status........ccceeieiiiieeecieee e eree et e e 296
4.13.3 Dynamic ARP INSPection Table .......ooo it 297
4.13.4 Dynamic IP Source GUArd Table.......cocuieieiiiee et 299
BLALLDP ......cvvereretnreessesestesetssetssesessssessssessssestssestssessssssestssesssssssssssestesestssessesessesesessesessssensesessasessssessssasases 301
4.14.1 Link Layer DiSCoOVEry ProtoCol .......cuiii ittt e e e e e 301
4.14.2 LLDP CONFIGUIATION ...cvviiiiiiiee ettt ettt e e e e e e e e e tre e e eeatae e e e eareeeeeannee s 301
4.14.3 LLDPMED Configuration........cccuuviieeiiiicciiiieeee ettt eeeectrre e e e e e e eeararae e e e e e e eeannens 304
4.14.4 LLDP-MED NEIZHDOI .. .iiiiiiiiiieciee ettt site s st sese e s essbae s sve s ssbeeesanee s 310
T V=T T4 o o Yo Y SO UPUR 314
O O o o T Y - L 1 o [ oL PP PP P PPPPPPP 316
Sy A o o T N =) X 5 1 (oL PP PP PP PPPPPPPPPP 317
4.15 NetWOrK DIiagnoStiCS...cciiiiiiiiiiiiiiierememmmsmessisiiiiiisiiimminiiiiiiiieeeseesssssssssssssssssssssssssssssessmmmsessesesssssssssssssssssssss 320
5 T80 o T~ S PSP 320
T A VN T o V= SRS 321
4.15.3 REMOLE IP PING TEST ..ceiiiieiieeieeeeeeeeee ettt a e e e e e e 322
4.15.4 Cable DIagnOStiCS .uuiecuieieeecieieeeiieie ettt e et re e e e rae e e e s tre e e e e tre e e e enta e e e e s nreeeennnaeeas 323
4.16 Power over Ethernet (NS3502-8P-2S) ......ccccceeeererererereereeeeeeeeeeerensssnssssssssssssssssssssesssesssssessssssasssnnssnsssssssssnns 325
4.16.1 Power over Ethernet Powered DeViCe.......cccuiiiviieiiiiiieeeiniiee e ervee e esvee e 325
4.16.2 POWer CoNfiGUIatioN ......ccccuiiiieciiie ettt e e e e e tre e e e e e e e e raeas 326



IFS NS3502-8P-2S User Manual

TR 3 o T A @] o} =] =Y o o IO PSR 330
4.16.4 POE STATUS eeveeiiiiiiiiiiiiiiiiiiieeeeteteeeete ettt ettt ettt et e e et e e et e e s e e e e te et eeeeeeeeeeeeeeaaeaaeeeeeeeaaeaaeeees 332

I TR oo T Y o 1= To (1] L= UU PP 333
4.16.6 LLDP POE NEIGhDOIS ....eviiiiiiiiie ettt sttt s 335
4.16.7 PD ANVE-ChECK....uiii ittt s e esaae e e s abaee s 336

5. COMMAND LINE INTERFACE .....cccuuuiiiiiiiiiiinennenniiiiiiiiiiisesssssssisissiimsesssssssssssssssssssssssssssssssssssssssnns 338

5.1 ACCESSING the CLI .....ciieeeiiiiiiiieiiiiiireeiiitirenesisieteenesssestasensssesssesnsssssssennsssssssssssssssssssnnsssssssssnsssssssssnnssssssanne 338
LOZON 10 the CONSOIE c..eviiiiiiieiieerieeete ettt s esbae s sareesnee e 338
CoNFIGUIE [P addr@SS .....uuviiiiieeeiicciiieee ettt eectt e e e e e e e e et ta e e e e e e e eenbstaaeeeeeesennns 339

5.2 TEINET LOGIN...ciiiiiiiiiieiiieienenneeieisieieeiesisiseeiessiatseeeesansnsssssssssssssssssssssssssssessssssssssssssnsnsssssssssssssssssssssssssasssane 341

6. COMMANd LiNe IMOME ......ccoiiiiiiiinnnniiiiiiiiiiiiiessnniiiiiiiiiesesssmsisiiimesssssssssssseimmeesssssssssssssssssesns 342

6.1 SYSTEM COMMANG...cuuueiiiiiiiiiiiiiiiiiiieiiieiteeeetennnsnsmssssessssssssssssssssssssesessssssssasssssssssssssssssssssssssssssssssassssnsssssnse 342
Y L= 4 W@ g =TT =1 o [ o TSRS 342

System Log ConfigUration ........oooccciiiiiiie et e e e e 343

SYSTEM VBISION...ciiiiiiieeeeee ettt e et e e e e s s e et e e s s semnrreneeeeesseannns 344

SYStEM LOZ SEIVEI IMOUE .oeeeeieieeeeeee ettt e e e e e e e e e e e e aaareeeeeaeenas 344

SYSTEM NAMIE (i 345

)V (=] 4 H O] o = o1 SRR 345

SYStem LOg SErver AQAIESS ...ccciiieiiieiiee e e ettt et e e e e e sarr e e e e e s e s saeaaaeeeeaeenas 346

SYSTEM LOCATION cceeieiiieeeee e e et e e e e s s e e e e s e eanes 346

SYSEEM LOG LEVEN .ottt e e e e e et e e e e e e e eanes 347

SYSTEM TIMEZONE et ee s e e e e s e e e e e 347

SYSEEM LOZ LOOKUP ..ttt ee e e e e et re e e e e e e e e aabrae e e e e e e eennns 348

SYSTEM REDOOT ....eeiiiiieee e et tbe e e e bre e e e abaeeeeearaeeeeans 349

System RestOore DEfaUlt ......eeei i it a e 349

YA 1= 4 1 e T Yo PP PPPRNE 349

(38 20 L oo T 4T 4 =TT S 350
| @] oV 7= (VT 1 o] o NPT PUPRR 350

[P DHCP ettt ettt e s ittt s e e e st e e s s be e e e saba e e e e abbaeessaabteeeenabaaesenarees 350

LY=o U T T PPN 351

o o T~ SR SPTSP 352

[P DINS ettt ettt e et s e e e e e e s bt e e e e aree e e s abeeeesabeeeeseabraesenrees 352

[P DINS PrOXY ..uutteeiiiiteeeiiiteeessiteesesiteesssebeeesssveeeessaseeeessaseeeesssseeesessseeessnsseeeesssssessssssees 353

IPVE AUTOCINFIG ....etieeeiiee ettt ettt ettt erte e st e e st e e s sare e e s sseeeessanneeessanneeessnnnes 353

LY ST = {8 o PP 354

IPVB PiNG .uuuiiiiiiiiiiiiiiiiiiiiiiirieiriieerrereereeeeseeereesreeeseeerreeseeteeeeseeeeteseeeeeeeereeeeeeeeeseseeeeeeaeseeens 354

1 N S @] oY 7= (VT = 1 o] o F U PRPTR 355



IFS NS3502-8P-2S User Manual

[P INTP IMOAE ..ttt ettt ettt st s e e e s sba e e e s sabbe e e ssabaeeessabtaeesnnnees 356
[P NTP SEIVEE Add ...oeeeieieee ettt e e e et e e e st e e e s nee e e e snree e e ennes 356
[P NTP SErVEr IPVE Add ....ceiiiiieeiiiiee ettt etee sttt ettt e s s aae e s s svae e s e saaee e snaseeas 357
[P NTP SEIVEr DEIBTE .ottt et e e e st e e e e nrae e e e e 357
6.3 Port Management COMMAaNG......ccuiiiiiiiiiieieiemnmmmmieeiiiiiiiiiiiiiirerrersssssssssssssssssssssssssssssenessmsessesssssssssns 358
o o A @o) o} = {UT 1 4 o s LU 358
oo o 1Y/ oY SRR 358
POIt FIOW CONEIOL....eiiiiiiiee ettt et e e e s s bae e e e sabae e s enes 359
Lo T ] =) =T PP PP PP PPPPPPPPPPPPR 360
POrt Maximum Frame .....oooiiiiiieie ettt e st e e e e e e braeeee s 360
POIt POWET ..ttt ettt e e e st e e e s e s bbb et e e e e s e e s nnnreeeas 361
POt EXCESSIVE iiiiiiiiiieee ettt e et e e e e s s e e e e s e s s sabbeeeeeeesesssansreeeas 361
POt STatiSTICS 1oiieeiiiiiiee e e s e e s e e e e e e e e e nrae s 362
POIt VEIIPHY .ttt e e s s s s e e e e s e s s sbbbaeeeaeeeessanseneeas 362
o0 o Y o =R SPTSPR 363
6.4 MAC Address Table COMMANG .......cccovvvumieiiiiiiiiienserees s sssses s e s s s s asss e s e s s s s esssssssssssnsesnssssnns 364
Y VOl e o i T={UT = o] o ISP 364
X O [ PRSP 364
X O =] 1= RS 365
Y7 O oo U] o PSPPI 365
IMIAC A T ettt e e e et e e e s s s e e e e s e e s nnreeeeeeeseessnnnneeees 366
Y Y G =Y o o 1o V=P 366
Y1 Y G 11 o T« PP PPPPPPPPPPP 367
Y O] - | 1 ] o ol PP PPRP 367
Y Ol o 1T T o [PPSR 368
6.5 VLAN Configuration COmMMaANG ......ccciiiiiiieieienmmemememiiiiiiiiiiiimiiiiiiimiiisietesessssssssssssssmssmssmsimesmmsssessssssssnns 368
VLAN CoNFiUIAtioN........uiiiiiiiie ettt e e e e e e e e e e e nrraeeeeaeas 368
VLAV PVID ...ttt ettt sttt e st e e s st e e s sabte e e s sabae e s saabaeesnasbaeesnnsbaeesnnssenenn 369
RV N =Y =T N oY 370
VLAN INGFESS FILOI ceeeeeieeeeee et e e e e e e ra e e e e e 370
AV AN V1V o e 1R 371
VLAN LiNK TYPE citieiiciiieeisitee e esitee sttt e s sitee e e ssitee e s sataa e s s sabaeessntaaesessaeesssnsaeessnssenens 371
AV AN V@ T s T @ 3 1V, o Yo SR 372
VLAN Ethernet TYPE .ottt e e e e a e e e e e e e e anraaeeaaeas 372
VLAN A ..ottt ettt e e s sttt e e s st e e e s s bbaeessabbaeessabbeeesnsbaeesansranenn 373
VANV oo g o] o [ [T o 172 Lo H S 374
RV B LT =Y o PSR 374
VANV o g o o [0 [T o I =Y 1= YRR 374
VLAN Forbidden LOOKUP .....uuuviiiieeieciitieee ettt ettt e e e nrae e e e e e e e nnreneeeas 375
VLAN LOOKUD 1 etteeritte ettt ettt sttt s site e stee e sate e sate e s sateesabaessateessbaesaeeesabaesnnneesasaesnnes 375



IFS NS3502-8P-2S User Manual

VLAN NAmME Add....oiiiiiieiiiiee ettt sree e s s siae e s ssbae e s ssabae e s ssabaeessnraeeas 376
VLAN NAME DEIELE ettt e e e e e nae e s e enneee s 376
VLAN NAmME LOOKUP coeeeiitiiiiee ettt ettt e e e ettt e e e e e e e e aaa e e e e e e e e e nsaaaaeeaaas 377
VAN SEtUS..eeiiiiiiiiiiiiiiiiiieeiieeieeereee e e e eeeeeeeereeeeeeeeeeeeeeeeeeseeeseeeseseeeeeeeeeeeseeeeeeeeeeeeees 377
6.6 Private VLAN Configuration COmmaNnd...........ceeeeeeeiiiiiiiiiinininininiiiiiiineememesssssssssssssssmmmmmimmmsmsescsssssssss 378
AV L oY oY i F={ =Y (o] o EO U U 378
PVLAN AdG oottt e e e e e e etra e e e e e e ee e tabaeeeeeeeeensssbaeeeseeeeennnnsreees 379
PVLAN DEIBLE ... ettt e et e e e e e et e e e e e e e e asbaeaeeeaeeeenannreeeas 380
PVLAN LOOKUPD c..evtietiteitee ettt sttt st et e s ite s st esba e s sbe e sate s sasaesbaessabaessbneesaneenns 380
VI (N (Yo ] - | P UUPR 381
6.7 SECUItY COMMANG ...euereiiiiiiiiiiiiiiiiiiiiiietteeterensnsnsmssssssssssssessssssssssssassesssssssssssssssssssssssssssssssssssssssssssssssnssnnsnne 381
Security Switch User Configuration .........ooccveeiiicieee e 381
Security SWItCh USer Add......oooo et e e e e 382
Security SWItCh USEr DeIBLE...ccccuviee ettt e 382
Security Switch Privilege Level Configuration........ccccoeecciiiiiieeiiecciiiieeee e, 383
Security SWitch Privilege LEVEl GroUP........ccveeieiiiieieciee ettt 384
Security Switch Privilege Level CUrrent .........ccuvvieiee ettt 385
Security Switch Auth Configuration..........oooccciiiiii e 385
Security SWitch Auth Method .......coociiiiiiiiii e 385
Security Switch SSH Configuration..........coooeeciiiiie e 386
Security SWItCh SSH MOTE ....ooi ittt e e areee e 387
Security Switch HTTPs Configuration..........ccccouiiiiiei e 387
Security SWItch HTTPS MOGE ......uviiiiiiiiee ettt et e e e araee e 388
Security SWitch HTTPS REAIFECT ......uuviieieeeieeeeee et 388
Security Switch Access Configuration .........cceeeeeciieieeiiie e e 389
Security SWItCh ACCESS MOUE.......ciiiiiiiiiieieeciee et 389
Security Switch Access Configuration..........cccovviiiiei i 390
Security SWItCh ACCESS MOUE.......ciiiiiiiiiiiiieee e s 390
Security SWItcCh ACCeSS Add........c.euiiiiiiiee e e e e e e 391
Security SWitch Access IPVO Add...........eeiiiiiiiiiiciiee ettt e e 391
Security SWItch AcCesS DEIELE .......uuuviiiiieeeeeeeee e e e e e 392
Security SWItch AcCeSS LOOKUP .....eeiiiiiiiiiiiiee ettt e 393
Security SWItCh ACCESS ClEAN......... et e e e e e e e e e 393
Security Switch Access StatistiCS......uiiiiiiiiiiiiiie e 393
Security Switch SNMP Configuration.........cccveiieiiiiiiiiieinec e 394
Security SWItCh SNIMP MOAE ... e e e e e 394
Security SWItCh SNIMP VEISiON .....ccovciiiiiiiii ittt s 395
Security Switch SNMP Read COMMUNILY ....cccuuiiiiiieee et 395
Security Switch SNMP Write COMMUNITY .....oeviiiiiieeeciiiee e e 396
Security SWitch SNMP Trap MOE ......ceeiiiieeiieieeee ettt a e 396



IFS NS3502-8P-2S User Manual

Security SWitch SNMP Trap VEISION ......ceiiiciieieeiiee ettt vee e e aaeee s 397
Security Switch SNMP Trap COmMMUNILY ...ccoecciiiiiiiee e e e e 397
Security Switch SNMP Trap Destination ........cccvviiieii e 398
Security Switch SNMP Trap IPv6 Destination ........ccccovcveeriieinieeniieenieesiee e 398
Security Switch SNMP Trap Authentication Failure...........ccccceeeieeiiiiiieeeieececeeeeee, 399
Security SWitch SNMP Trap LINK-Up ....coccviriieiiiiieriienie et 399
Security Switch SNMP Trap Inform Mode ..........oeeeeeeeeiciiiieieee e 400
Security Switch SNMP Trap Inform TimeoUL .......c.eeeeiiiieeiiciiee e 401
Security Switch SNMP Trap Inform Retry TimMeS.......cooeccciiiiieeeeeeccciieeeee e, 401
Security Switch SNMP Trap Probe Security ENgine ID........cccoeeieviieeiecciee e, 402
Security Switch SNMP Trap Security ENgINE ID ...ccceevvieiriiiirieeeieerieeeiee e 402
Security Switch SNMP Trap Security Name ........oeeveeiiecciiiiiieeee et 403
Security SWitch SNMP ENGINE ID...cooiiiiiiiiiiiieie ettt 403
Security Switch SNMP Community Add.........ccuviiiiieieeeee e 403
Security Switch SNMP Community Delete........oocvveieeiiieiieciee e 404
Security Switch SNMP Community LOOKUP ....cuvvviiieiiieiiiieeeee ettt 404
Security SWItch SNMP USer Add .......ccvveiiiiiiiie ettt ettt e 405
Security SWitch SNIMP USEr DeIETE .....ccviie ettt a e 406
Security Switch SNMP User Changekey ... 406
Security SWitch SNMP USer LOOKUP ...ccocuitiriiieieeriee ettt ettt e s saeee s 407
Security SWitch SNMP Group Add ......cooeeei i e e 408
Security SWitch SNMP Group Delete .....uivvviieiiieniieeieeriee et 408
Security Switch SNMP Group LOOKUP ..ccceeeieeiiiiiieee ettt e e 409
Security SWItch SNMP VIeW Add.......ccuviiiiiieee ettt et 409
Security SWitch SNMP VIeW DEIELE .....ceviieeeeeeeee e 410
Security Switch SNMP VieW LOOKUP ....oveviiiiiiiicciee ettt e 410
Security SWitch SNMP AcCess Add........coeiiiiiieiiciie et 411
Security SWitch SNIMP AcCeSS DeIELE.....ooii i 412
Security Switch SNMP Access LOOKUP ....covviiiiiieiiiiiiiecre e 412
Security Network PSEC SWItCh.........uviiiiiiie e e 413
Security NETWOIK PSEC POt ..ccii ittt et e e arae e 413
Security Network Limit Configuration ..........ccccueeeieiiieiiiiiee e 414
Security Network LIMit MOGE .......cceiiuiiiiieiiee ettt et 415
Security Network Limit ABING ...ttt e e e e e e e 415
Security Network Limit AGEtIME .......uueiiiiii e e e 416
Security NEtWOrK LIMit POrt.......uiiii ettt e areee e 416
Security NetWOrk LIMit .....oeeeeieiiiiiiiie et e e e e aae e e e e e e 417
Security Network Limit ACLION ......eeiiiieee et e 418
Security Network Limit REOPEN .....uuveiiiiee ettt e e e 418
Security Network NAS Configuration.........ccceeeeeiieeeiciiee et 419
Security NetWOrk NAS MOGE .........uuviiiiiiie ettt e e e e e e e e 420



IFS NS3502-8P-2S User Manual

Security NETWOIrK NAS STate ....ccccvieeiiiiiee ettt e e e e e areee e 420
Security Network NAS Reauthentication.........c.ccceeveiieiiiiiiiiie e, 421
Security Network NAS ReauthPeriod..........ccccuiviiiiei et 421
Security Network NAS EapolTimeEOUL .......cccuveeiiiiiee e 422
Security Network NAS AgEtiMEe ........uuiiiiiiiecciieieee et e e e 422
Security Network NAS Holdtime .......ocviee i 423
Security Network NAS RADIUS QOS.....ooooo oottt et e e e e nrraeeea e 423
Security Network NAS RADIUS VLAN......coociiii ettt 424
Security Network NAS GUESt VLAN.......oooi ittt rrre e e e e 425
Security Network NAS AUtheNntiCate......cccoecveeeieiiee e 426
Security Network NAS StatiStiCs ......ccccieeeiicieei e 426
Security Network ACL Configuration ..........ccccouiiiiiei e 427
Security NetWOrk ACL ACLION ..cc.eeieei ettt e e e reee e 427
Security NEtWOrk ACL POICY ..cccoieiiiiiiee ettt e e e e e e e e 428
Security NETWOIrK ACL RAte ...uuiiiiiee ettt ettt e et eearre e e araee e 429
Security NEtWOrk ACL Add ......ccooeeeeeeee ettt e e e e e e e e e 429
Security NETWOIrK ACL DEIETE ........vee ettt et et raee e 431
Security NetWOrk ACL LOOKUP........uuiiiiiieeeeeccciieeee ettt e e e eetrre e e e e e e snraeeeaa e 431
Security NEtWOIK ACL ClEAr ...ccci ettt e e et e e e e e aa e e e e e e 432
Security NEtWOrk ACL SEAtUS ..occviee ettt e e e e e e aee s 432
Security Network DHCP Relay Configuration........cccoccccviiiiiiiiiieccciiieee e 433
Security Network DHCP Relay MOdE ......uiviiiiiiiieriieeiieeree et 433
Security Network DHCP RelAY SEIVEN ....ccoi ettt ettt e e e e 434
Security Network DHCP Relay Information Mode..........cccccveeeiviieeecccieeeecieee e, 434
Security Network DHCP Relay Information Policy........ccccouvveeeiiiicciiiieeeee e, 435
Security Network DHCP Relay StatistiCs ......ccceeeveiieeieiiiee et 435
Security Network DHCP Snooping Configuration ..........cceeceeriiiiniiiniiennneecniee e 436
Security Network DHCP Snooping MOde..........uuuiiieeiieciiiieeee et e e 436
Security Network DHCP Snooping Port Mode.........cccccvveeeiciieee e 437
Security Network DHCP Snooping Statistics.......cccceeieeciiiiiiieec e, 437
Security Network IP Source Guard Configuration ..........ccccecveeeieiieecccciee e, 438
Security Network IP Source Guard Mode............eeeeeeeeeciiiiiiieeeeecceeee e 438
Security Network IP Source Guard Port Mode ..........cccvveeeeciieeeiciiee e, 439
Security Network IP Source Guard Limit........ccouveeieieieiiiiiieeee e 440
Security Network IP Source Guard Entry.......cccuveveeei et 440
Security Network IP Source Guard STatus .........cccceeeeeieeeicciiee e 441
Security Network ARP Inspection Configuration..........ccccovvviieiiiiiiiiiiieee e, 441
Security Network ARP Inspection MOde.........ccevciieeieiiiie i 441
Security Network ARP Inspection Port Mode..........ccooeciiiieieeeieecciiieeeee e, 442
Security Network ARP INSpection ENtry......ccceeeiciieiieiiiee et 442
Security Network ARP Inspection Status ........ccceeeeeieiecciiiiiiieee e 443

12



IFS NS3502-8P-2S User Manual

Security AAA CONfIGUIatioN .....cccvieiiiiiiee et e e e arae e 443
Security AAA TIMEOUL ccccvi e, 445
Security AAA DEAGLIME.....ueiiii i e e e e e 446
SeCUrity AAA RADIUS ...ttt et e e e e e s e s sab e e e e e s s s sbbbeaeeeeeesenns 446
Security AAA ACCT_RADIUS ...ttt ettt et e s e s sve e e e sae e e s sabae e s saraee e s 447
SECUNILY AAA TACACSH ...ttt et e e e e e st e e e e s e e ssabraeeeeeessssnasrraeeeeeeeanas 447
Security AAA StatistiCs .oovvviiiiiiiieeeee 448
6.8 Spanning Tree Protocol COMMAN ........ccceuiiiiiieniiiiiieneieietieeeeistteennsseseteenessssssesnsssssssssansssssssssnsssssssssnnnes 449
STP CONFIUIATION...cutiiiiiiiiiie ettt sibe e sbe e s be e saae s saeees 449
STP VEISION ceeetiitiieeee ettt ettt ettt e e e e s s sttt e e e e e e s saabbtaaeeeesssasssbaaeeeesssnansns 449
Y S 0 5 o [ SRR 450
STP IMAXHOPS ..t e e e e e e e e et e e e e e e e e e aaa e e e eeeeeeeaannaneeaaaannns 450
STP MaXAGE i 451
STP FWADIAY ..ttt e e ettt e e e e e e e e e abraeeeaeeeeeenssbsaeeeaaeeennnns 451
STP CNQMIE cettiiiiiitee ettt sttt e ettt e sttt e e ettt e e s s bae e e ssabaeeesaabeeesaasaeeessseeeesssenessnssanessnns 452
YIS 215 B L 1 =Y SRS 452
STP BPDU GUANT...ceiiiiiiieiiiiieesiiitee ettt e esitte e s ssitee e ssvae e e ssbe e e ssabeeesssseeeesnsseeeessnseneesnn 453
STP RECOVEIY ..eeeieiee ettt ettt et e e e e s et e e e e e s s e nreneeeeesseannnneneeeesssannnes 453
ST P StatUS e 454
STP MSTI Priority cci i 455
STP MISTI VAP . ieieee ettt ettt e ettt e et e e et e e e et e e e ebte e e ennteeesansteeeenseneesnseneesnnseneesans 455
STP MISTEAAG .ttt sre e e sabbe e e ssabbe e e sabaeeessabaaeesnasaaeesans 455
STP Port CoNfiUIatioN......ciiiiiiieieie ettt st sare e sbee s saes 456
STP POME IMOOE ...veieiiiieee ettt ettt e e s e e et e e e esabae e e ssbaeeeenneaeeesans 456
Y 2 o o o F = SRR 457
STP POrt AULOEAGE ... ..ttt ettt e e e e e e e et r e e e e e e e eeabbtaaeeeaeeeennns 457
STP POME P2P .ttt ettt ettt e e st e e st e e sbbe e e sabae e e ssbbaeesnabaaeesans 458
STP Port ReStrictedROIE .. .eeieeeeceee e aeee e 459
STP POrt ReSTrCtEATCN .cciiiiiieieiiieee ettt s ssare e e s aaeee e 459
STP POrt BPAUGUANT .....uvriiiieeee ettt ettt e e e e e e ctrrr e e e e e e e e e aaraeeeeeeeeennns 460
STP POrt STAtiStiC .eeieiiieiiiiiiieeee e e e e e s e re e e e e e s seaaes 460
Y 2 o V=Y ol SRS 461
STP MSTI Port Configuration.........c..uueiiiiiii e 461
STP IMISTI POIt COSt . iiiiiiiiiee e ettt e s ettt e e e e et e e e e e e s essabbeaeeeeessesssbtaeeeeesssnnnns 461
STP MSTI POIt Priority .cccee e, 462
6.9 Link Aggregation COMMAN ........cccueiiiiiiieiiiiiiieiiieiierenieteeeesssistteanmssesstesnsssssssesnsssssssssansssssssssnsssssssssnnnes 462
Aggregation ConfigUration.......coccueiiiiiiiiiiie e s 462
Ji¥=f=J g T=F- 1 u o] o I Vo o IR 463
AGEregation DEIBTE ...ccuveei ettt e et eeaaea s 463
AZEregation LOOKUP ...ttt e ettt e e e e e e an e e e e e e e e e e nnrsaeeeaeas 463



IFS NS3502-8P-2S User Manual

ABEregation IMOUE ...cccoi e e e e e e e e e e areaaaa s 464
6.10 Link Aggregation Control Protocol COMMaNnd .......ccccciiiiiiiiiiniiiiininiiinieienessssssmssesimiessesssssssssns 464
AN @ ] oY 7= (VT o] o ISP PRPTRP 464
LACP MO .. uiiiiiiiiiie ettt ettt sttt e e s be e e e s s bb e e e ssabaeeesanbaeeessassaeesnnsees 465
LACP KBY . uttttitiiiiiiiiiiitte e e ettt e e s s st e et e e s s sttt e e e e s s s s bbb eeeeessessabbbeaaaeeeeesannreeeeas 466
LACP ROIE citieeiiee ettt eriiee ettt s e st ste s st e e st e e s e e s ssteesabes s steessbaessseeessseesssneesseeesnseesns 466
LACP STAtUS coeiiiiiiiiiiieeeee ettt e e e et e e e e e s e e e e e e s s b baeeeeesessannsbaeeeeaeeesssnnsrnens 467
LACP STatiSTiCS coviiiiiiiiiiees e ettt e e e s s s e e e s e s s sabbaeeeeeesessnnnrneeas 467
6.11 LLDP COMMANG ...ouuiiiiiiiiiniiiiiiiiiiiiiisansseessiesissssssssassses s e s s sesas s saassse s s et e sessasassssssnssesessssssssssssssssnsessennnans 469
LLDP CONFIBUIAtION ..eeiiiiiiiiiieiieeriee ettt sttt e st site e st e e sate e sbe e s sateesanaessataesaneeens 469
D 1V oo PSPPI 470
LLDP OPtioNal TLV c.ueeiiiiiieiiieeite ettt ettt ste e ste e s saee e sbe e site e sane e ssateesanaessneeesaneeens 470
D e [N T oV | RSP PR 471
DTS o o o PSPPSR 471
I =Y L SRS 472
LLDP REINIT ceetteeeiieiiiiitteee ettt e ettt e e e et e e e s s s bbbt e e e e s essanrbeeeeeessessnnnreeeas 472
D ) - | ] ol PP PPPP 473
I o 1 o1 o TP PPTUPR 474
6.12 LLDPIMED COMMAN ....uuuiiiiiiiiiiiniiiiiiiiineeeesennmsssssnssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssanannne 474
LLDPMED CoNnfigUration.......ccuuviiieeeiieciiieeee ettt e e e e e e e eirre e e e e e e e e e nranee s 474
LLDPIMED ClVIC .ieiiiieeeeeeeeeiiiitte e e e s ettt e e s e st e e e s s s s nbeeeeeeseesannnbeeeeeeesesssnnnnnenas 475
LLDPIMED ECS ... e ittt ettt e e e s st e e e e e s st e e e e e e e s s eansbaeaeaaeeeesnnssnnes 476
LLDPMED POliCY DEIELE ...ttt e e e e e e e e e e e areaee s 476
LLDPMED POlCY A ... ettt ettt tte e e st e e e s at e e e e s nrae e e ennes 476
LLDPIMED POIt POIICY.cciiiiiieeiiiiiee et s ettt ettt e s vee e s vee e s s ee s sate e e s sataeassnns 478
LLDPMED COOFAINGtES ...uveeeeiiiieeeiiiieeesiiiteeesitteessiteeessiieeessireeesssbeessssbaeessnsssneesnnsens 478
LLDPIMED DU ..ciiiiiiiieiiiieiciiiiiteeeesesiirieeeee e s s ssirareeeesssssabaeaeeesessssssseeeessessssssnsseenes 479
LLDPIMED FaSt ciiiiieeee ettt ettt ettt e e s s s e e e s e s s arba e e e e e e s e e s nnnreeeas 479
I AV [ o o RS 479
6.13 EEE COMMANM ...ooiiiinniiinnniieitiiiiiiiiiinnnetietetesiessisssssssssteteeetessesssssssssseeseeessssessssssssssseseeesssssssssssssssensnenaens 480
EEE CONfIGUIAtION....cciiiiiee ettt ettt et e e e e e are e e e eabee e e senbaeeeennes 480
o8 S|V o Yo RS 480
EEE Urgent QUEUES ...ttt e e e e e et es s e e e e e e aeaaa e e e s e e eeanesaanen 481
6.14 Power over Ethernet ComMmaNnd ...........ceeieiiiiiiiiiiiiiinnenieiiiiienssssssssseesssssssss s ssssssssessssssssssssssssssasesssssssas 482
oY O] oY i T={U T 1 d o] o IS PPUPRR 482
POE IMIOOE ...ttt ettt e e st e e e s ba e e e ssabae e s sabaeeessabsaessnnnees 482
AF/AT IMIOAE ..ottt ettt ettt et et et e e s te e s te e sabeebe e beesteesaneeaneebeenseesanesnnas 483
POE PriOrity..uuuuuuuueeuieuiiiuiiieiiiriieeiiereeeeeeeereeeererrrrrrrerrrerreerrrerrerrrrrrerereeereeereeeeeeereeeseeeseeaens 483
POE Management IMOTE ......coouiiviiiiiieeeiie ettt ettt sie e e ste e sbe e e sabe e sanae e 484



IFS NS3502-8P-2S User Manual

POE MaXimUIM POWET ...ccciiiiiiiiiiiiee e ettt e e et e e e e s e st ee e e e ssabreeeeeeessessnnnees 484
o] Y| oot 1 =T I a0 1V T oS 484
POE POWET SUPPIY «eetreiiiieie ettt ettt ettt e e e e e et re e e e e e e e abaee e e e e e e e e ennnsens 485
o] o =] (U [ PP P PP PPPPPPPPPPPR 485
6.15 Thermal COMMANG ......uuueeiieiiiiiiiiiierrere e s s s s s sa s s s s e s e s s s s s s sssasasennenesnes 486
Thermal Priority TEMPEIratUre......ccveeceeiiiee ettt ettt e e eree e e ba e e e arees 486
Thermal POrt Priority cooceeoceee ettt sttt ettt esnae s sataesnee e 486
THErMAl SEATUS .eeeiiiieee e st e e s s e e s sbeee e s saeeeeseaeaes 487
Thermal CoNfiUIratioN ......c.uiiviiiiiiiiiecce et sbe e 487
6.16 LED POWEr COMMAN ...uueerieiiiiiiiiiiiineeetteeeiiiiiiisissseseteesesssssssssssssssstesesssssssssssssssssnenssssssssssssssssssneenssssses 488
LED POWET TIMEIS «.eeiiiiieiieeeeiiitte ettt et s s ettt e e e s s st ree e e e s s s sasbrbeeaeeseessnnseeeas 488
LED POWET DEIETE TIMEN ..eeiiiiieee ettt ettt et e e e et e e ae e e e aae e e e e naa e e e ennneas 488
LED POWeEr MaintenanCe......cuuiiiiiiiiiiiiiieeeee ettt e et e e e e s s s sibree e e e e e s s s sasraeeee s 488
LED Power CoONfigUIatioN ......ccuueiiiiiiie ettt e et e e e et e e e 489
6.17 Quality of Service CoOmMMaNd.......cciiiiiiiiieieieneieenieiiiiiiiiiiiiieseetererssssssssssssismimmmitiettmstsesssssssssns 489
(O Lo Y o] o i T={UT5= 1 u o] o F U UPPPNE 489
QOS Port Classification Class .......c.ueeeiciieeiiiiiie e e e e e e araee e 490
QOS Port Classification DPL........cueeeiicieeeieiiee et et e e e e e svee e e e snree e e s neeee s 490
QOS Port Classification PCP........cuiiiieeiiiiiieesiesesteesiee st sreessere e e sbee s saresssaee s snees 491
QoS Port Classification DEL.........cuueeiiciierieciiee et e e e e e e e e e neee e 491
QOS POrt Classification Tag ....cecccieeeieiiieeeeiiiee et et ee et e e rre e e e e e e sbae e e e areeeeas 492
QoOS Port Classification Map.......ccuierieeiiiiiriienie et 492
QOS Port Classification DSCP.........ceiiiiiiiiiiiiiee st e s sbre e s aaeee s 493
(O o N o] ol oo 1ol =T a1V o Yo TS 493
QOS POIt POIICEE RAtB..uiiiiiiiieiiiiiieee ittt sttt e et e e e e e s e e e s s bvee e e saaeeeens 494
[0 To ) aZe T f oo 1ol =Y gl U T PP 494
(O Lo N o] o AT o T=Te (] 1= g 1Y/ o o 1S 495
QOS Port Scheduler Weight ..........eeei ittt e 495
QO0S Port QUEUEShAPEr IMOAE .......uuiiiiiieeee ettt e e e e e e e e e e 496
QOS Port QUEUEShAPEr RAte......cccuiiiiiiie ettt e e e e 496
QOS POrt QUEUESNAPET EXCESS.....vveiiiiiieeeeiiieeeeeieeeeecite e e e crteeeestreeeenseeeesraeeessasaeeeas 497
QOS POrt SHAaper MOME .....oeeeieeieceeeee ettt e e e et e e e e e e s raa e e e e e e eeaas 497
QOS POrt SHaper RAe ..oouiiiiiiieiiee ettt st e st e s e s aeas 498
QO0S Port TagRemMarking MOAE ........uuuiiiiiiieeeieee et e e e e 499
QOS Port TagREMAIrKING PCP ...ttt et et rae e 499
QOS Port TAagRemMaArking DEl..........cuuiiiiiieee ettt e e e e saarr e e e e e 500
QO0S Port TagRemMaArking Map.......uveiiiciiieeeieee ettt e e ere e e rre e e e earaee s 500
QOS POrt DSCP Translation........ccuueeiiciiie ettt e e e tre e e e e e e naeee e 501
QOS POrt DSCP Classification......cuueeiiiieeeiiiiieeseciieeeeiee s essvees s e e e sve e e s sbeee e saneee s 501
QOS POrt DSCP EGreSSREMArK .......ceiiiiiieeieciieeeeeieeeeectte e eecttee e rvre e e eeee e e e naee e e nraeeean 502



IFS NS3502-8P-2S User Manual

(0701 B 12 T o TSRS 502
(O o N B R @ o =Y ] 1= o o 503
QLOS DSCP TIUSE cuvvteeeiiieeeeiiiieeeeiiieeeesitteeessireeessstreeessbeeeessssbeeesasseeesssseeeesssseneessssenessnns 503
QO0S DSCP Classification MOde.......cccociiiiiiiiiie e raee s 504
QOS DSCP EZreSSREMAP ...t iiiiiiiiiiiiieieeeettttiiiiee s e ettt es s e s e eeeeaaanse s e e e eeeeaeananeeeeeeenanees 504
QOS STOIM UNICAST ...ttt et e e e s e e e e e s s e e e e e e e s e sanns 505
QOS StOrM MUIICAST ...eeeiiieee e e e e e ee e e saaeee e e 505
QOS QL AQd ...ttt ettt e e s sbre e e sttt e e sabbe e e ssbaeeessbaaeesnasaaeesans 506
QOS QCL DIBLE ...ueie ettt ettt eee e e e e e e e e s rte e e e rnbee e e eentaneeennraeeeeans 507
QOS QL LOOKUP ..ttteeeutteeeeeitiee e ettt e e ettt e eecttte e e eettee e s etteeeeeabaeesesbeeeensaeeesssseeesansaneesnns 507
QOS QCL STATUS oeiiiiiiiiii e 508
QOS QCL REFIESN ittt et e e s aae e e e baee e s sveeeeeans 508
(238 =301 LT T o s Ty T T T S 509
Mirror CoNfigUIAtioN ......ccii i e e e e e e e et re e e e e e e e e e annees 509
Y 1T g o] G oo o AP PP PP PPPPP RPN 509
Y o T a1/ oo TS 510
6.19 Configuration COMMANd.....c.cociiiiiiiiiiiiiinieiennimmniiiiiiiiiiiiiiiirirerrsrsrsrasssssssssssssssssssssssssensssesensessssssssnns 511
CoNFIGUIAtioON SAVE........uiiiiiieie et e e e e e e et r e e e e e e e s abbtaeeeeeeeeeanns 511
(@00] oY iT={U T To T T W Y- Yo 1SR 511
6.20 FIrmware COMMAN .......eeeeeeiiiiiiiiiiiieneieeeeiiiiiiiisseseree s ss s ssss st e e e s s s s s s s assss st e e e s s esssssssssssasanennssssses 512
FIrMWAre LOA ..coiiiiiieiiiiieee ittt ettt e st e e e s stre e e s s bae e e ssabaaeessantaeeseasnes 512
FIrmware IPV6 LOAd ........uveieieiiiee ettt ettt e e st e e et e e e e e nra e e e enes 512
Firmware INformation. ... e s 512
FIFMWAre SWap ..ottt e s e e e e s s e s e e e e e e e e e s snneeees 512
(2382 RV 1T 0o o T - T o S 513
UPNP CoNFiGUIatioN....cciiii ittt e e e e e e re e e e e e e e e nnrees 513
O 1 oY 1Y o To [ R 513
U 1Y I PRSP 514
UPNP AdVertising DUIation ........cceiiiiiiiiiiieieec ettt e irre e e e e e e e nranee s 514
6.22 IMVR COMMANA ....oviiniiiieieiieiiiiiiiiiiaesteee e st sssss s aass s e e s s se s s e s aa s b e e e e s e s e s s e s s b s s b e e e e s e s sesssssssssasnsennnensens 514
YAV S @] o 7= (VT = o] o PP 514
IMIVR GFOUP . ceiiiiiiiieette ettt e e ettt e e e e st e e s e s s et e e e e s eesnnrreeeeeeeeesnnnnneneens 515
IMIVR SEQTUS ..ttt ettt e et e e et ee e et e e e e e e e eeeeeeaaeeeeeeaaeeaaeeaes 515
IMVR IMIOOE ...ttt ettt sttt e e s be e e e s saba e e e seabaeeesnabaeeessassaeesnnnees 516
VLY o T 1Y/ o o RS 516
MVR MUIICAST VLAN L...ctiieiee ettt ettt s ste e s sere e ssbee e sate e saaessaseesanaessnseesnnneens 517
IMIVR POIt Ty PO ettt ettt e e s e re e e s e s e nr e e e e e e e e e e s snnneeees 517
MVR IMMEAIAte LEAVE .....eiiiiiieei ettt ssbae e s e saae e e enaveeas 518



IFS NS3502-8P-2S User Manual

6.23 V0ICE VLAN COMMAN ...ceuriiiiiiiiiiiiiiiunnnteiiiiiiisiissssssssessssssessssssssssssssssessssssssssssssssssssessssssssssssssssnsessssssnns 518
Voice VLAN ConfigUuration........ceeei oottt ee e e e e e e nraaee s 518
V0ICE VLAN IMOTE .oeiiiiiiiiicciiie ettt sttt e s sstee e s s sbte e s s sbae e s ssabae e s snnbaeesennreeeas 519
VOICE VLAN ID ettt ettt e et e e e et e e e et e e s e eata e e e sntaeeeentaeesentaeeeenraeens 520
V0ICE VLAN AZETIME cviiiiiiiiiiiiiiiiieeiietieeeeeeeeeeeereeeeeseeeeeeeseeseesesesseeeeseeerseereeeeesereesreeeeeeees 520
V0iCe VLAN Traffic Class.....cccuiie ittt e et e et e e e ae e e e 521
V0IiCE VLAN QUI A ...ttt tte e st e e st e s e e e nae e e e nnnene s 521
V0iCE VLAN QUI DEIETE ...vvveiiiiee ettt ste et s st sve e saa e e ssre e esnae s saneesnes 522
V0ICE VLAN QUI ClEAT ..uvviiieetiee ettt ettt ettt e ettt e e e see e e e s tte e e e etae e s e snnae e e s enaneeennneneas 522
V0ICE VLAN OUI LOOKUP ..eeeieteeeeeiieee ettt e eteee e ettt e e e et e e e seivae e e s eatae e e enbaee s ennareeeennaeas 523
V0ICE VLAN POIt IMOTE .oeeeiee ettt ettt e e et e e e e tae e e e enta e e e e nnaee e ennneas 523
VOICE VLAN SECUIIEY .evviiriiiiiiiiiiiiiieeiietreeeeeeeeeeeereeeeeeeeeeeesereseeseeeseeressessreeereesseerrreereeeeeeens 524

(30 2 3 11V Lol 0o 44T 4 =T 3T S 524
IPMC CoNfigUIAtioN ....ceeiei ittt e e et e e e e e e e re e e e e e e e e e nnneeas 524
1o 1 TG 1Y oY PP PP 525
IPIMIC FIOOTING c.eveeeniteeiiee ettt sttt ettt et s st s bte e sabe e sba e e sabeessbeeesanaeens 525
IPIMIC LBAVE PrOXY .. ittt iieiiiiiiiieie s s e eetettties s s e e e ettt es s e e e e e e e eabaae e e e e e eeaeaassaaseeeesnanessnnns 526
IPIMIC PFOXY c.ceeeeeeiiiieeeee et ettt e ettt e e e e e e e s e st e e e e s e s nnnre e e e e e e s e s nnnneeeas 526
o LI = o RS 527
1o 1Y (Ol O LU TT o =T TP PP PPPPP PRI 528
IPIMIC FaSTIEAVE...ccuetieeicieeee ettt et e e e et e e e st e e e s et e e e esnsaeeessnnneeeeennens 528
o0\ Lo I o Vo) i o [T Y- PR 529
IPIVIC FIEEIING ee ettt eiteeetee ettt ettt ettt ettt ste e sbe e s st e st e e sabaesbaessasaesbeeesaneenns 529
1241V TG Yo TU | = SO S PTUPT 530
o LRy = 1 LSRR 530
1241V TGN € o TU T o U RPTUPRR 531
1o Y [ ORYA=T e [o] o T PSPPSR PPPPPOPIN 531
g 1 LI RS 532
IPMC Parameter RV ..ottt e e e st e e e s e e 532
IPMC PArameter QU ........eeeeeeeeiiiieiiieiiieeeeee ettt ettt e eeeeeeeeeeeee et eeeeseeeeeeeeeeseeesseees 533
IPMC Parameter QR .......euee ittt e e e eeeese e e e e eeeeeereeeeeees 533
IPMC Parameter LLQU ... ..uuuueuiiiiiiiiiiiiiiiiieiiitiereeeeeeeeerreeeeeeeeeesreeseeeseseseseesessseseesesseessesees 534
IPMC Parameter URI .......e ettt ettt eer e e eeeeseeeeeeeeeeeneeaeeeens 534

6.25 VLAN Control List COMMAN ......cccccuummriiiiiiiiiiiiieneieeniisiesssssssssssssssssssssssssssssssssessssssssssssssssssasesssssssns 535
VCL MAC-based VLAN CoNnfigUration ........cceecueeriiiiniieeiiieenieesiteeseeesieessieee e e sieee e 535
VCL MAC-based VLAN Add.......ccoociiiiiiiiieiiiiiieeeeiieee s ssieee s ssire e s s siae e s esvae e s ssaaee s snvnens 535
VCL MAC-based VLAN DEIELE ....ccuveeeeeiiee ettt e e et 535
VCL STATUS ittt ettt ettt e e ettt et e e et e e et eeeeeeeeeeeteeeeeaaeeaeeeeeeaaeeeaeeaeaeeeeeaaeeees 536
VCL Protocol-based VLAN Add Ethernet ll......ccoccvevvieeioiesiieieiiee e siee s 536
VCL Protocol-based VLAN Add SNAP .......ooo ettt eree e seee e e e e 536

17



IFS NS3502-8P-2S User Manual

VCL Protocol-based VLAN A LLC .....ouveviiiiiiiiiiiiiieeieeeeieeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeens 537
VCL Protocol-based VLAN Delete Ethernet H.......cceevveeeiieeeeeeeeiieeeeeiiieeee e 537
VCL Protocol-based VLAN Delete SNAP ...ttt 537
VCL Protocol-based VLAN DEIETE LLC .......evvveiieeiiiiiiiiiiiieeieeeeeeeeeeeeeee e e e e e e e e e e eeeeee e 538
VCL Protocol-based VLAN Add........ooouuuiiiiiiiiieeiiieeeeeeeeeeeeteee et s e e e e e eaaaaa s 538
VCL Protocol-based VLAN DeIETE........uueiiiiiieeiiieeeeeeeeeeeeeeeeeeeeeeeeeeeeee et 538
VCL Protocol-based VLAN Configuration ...........cccoueeeeeeiicciciiiieee e 538
7. SWITCH OPERATION..ccutttutteeireeirerereeersesrsesrassrsssrsserssesssssssssssssssssssssssssssssssssssssssssasssssssssesssssssssasssas 539
8 - Ve L (=Y T3 1= <] =R 539
787 2 =T T o 13V 539
7.3 FOrwarding & FIlteriNg.......ccceiiiiiiiiiiiiiiinniitiiiiiisieesses s assse s e e s s s s saaass e s e s s s s e ss s s ssssnnsesansssans 539
3 e T =t 14 o B T oY= T o N 539
7.5 AULO-NEEOLIAtION ..ceevueiiiiiiiiiiiiiiiiiiiiiiiiiriiir st sssrrsassssstrrassssssstesnssssssnrrassssssssesnssssssnesnssssssnsnsssns 540
8. POWER OVER ETHERNET OVERVIEW. .....cuctuiitiiieitniencteieteieteeteneenseenssensesssesssssnsssnsssnssensesssssnsssnne 541
WAt S POE? ... ieeeiiieeiiieeiiireeieteenertessiereeserenssssnsssensesesssssessssssnssssssssssssssssnssssansssssssssssssssessssessssesnssesnnssssnnsssans 541
THE POE PrOViSION PrOCESS ..c..civeeiirueiitenereeeiereaseeieasesesesereesssrsssssssssesssssssssssessssssssssssssssessnsssssssssssnsssssassssnnsesanns 543
Stages of powering UpP @ POE lNK.......ooouiiiiiiieee e 543
LTSl DI=] o <Tox dTo] o [P 544
(O] T 1 or=] 1T ] o TR 544
= [ L U o T PP PP PP PP PP PP PPPPPPPPPPPPPPPN 544
OPEIAtION e ——————— 544
PoWer DiSCONNECTION SCENAIIOS....ccuvueiiiiiiiieiiiiii ettt et e rrreeesetaeeereabeeersnaeesrannnnas 545
9. TROUBLE SHOOTING ....ceueteieiieereereeerneranereserseerssssnssensssasesssesssssssssssssssssssesssssssssssssnsssnssansesssesnsssnns 546

@ifs 8-port Gigabit Ethernet
0E+ Managed Switch

NS3502-8pP.25

547

Y o L0 ) G 548



IFS NS3502-8P-2S User Manual

A.1 SWitch's RJ-45 Pin ASSISNMENTS ....ccceeeeeeueueniiiiiiiiiieiinininieiiiieseeeesessssnsssssssssssssssssssssssssssssssssssssssssssssssssssssssnss 548
A.2 10/100MbpS, 10/100BASE-TX ....ceeereeerrerreeereeeseesseeeessessseessssssssessessssesssssssssssssssssessesssssssssssassssssssnsesssssnseses 548
APPENDEX B: GLOSSARY .....ituiiiieeiieneiiineisieaiiiessrsssisisessssssisrasssssssssrssssssssssmsssssssssssssssssssssssnssssnssssans 550

19



IFS NS3502-8P-2S User Manual

1. INTRODUTION

The IFS 8-Port 10/100/1000Mbps PoE Plus + 2 100/1000X SFP Managed Ethernet Switch
NS3502-8P-2S is multiple ports Gigabit Ethernet Switched with SFP fiber optical connective ability
and robust layer 2 features; the description of these models as below:

WP B2 Y. 8-Port 10/100/1000Mbps PoE Plus + 2 100/1000X SFP Managed Ethernet
Switch

Terms of “Managed Switch” means the Switch mentioned titled in the cover page of this User’s
manual, i.e. NS3502-8P-2S.

1.1 Packet Contents
Open the box of the Managed Switch and carefully unpack it. The box should contain the following
items:

Check the contents of your package for following parts:

M The Managed Switch x1
M User’s Manual CD x1
M Quick Installation Guide x1
M Rack Mount Accessory Kit  x1
“ Power Cord x1
M Rubber Feet X4
IRS-232 DB9 Male Console x1
Cable
VI SFP Dust Caps X2

If any of these are missing or damaged, please contact your dealer immediately, if possible, retain
the carton including the original packing material, and use them against to repack the product in
case there is a need to return it to us for repair.

1.2 Product Description

Cost-effective IPv6 Managed Gigabit Switch solution for SMB

Nowadays, lots of electronic products or mobile devices can browse the Internet, which means
the need of IP Address increases. However, the current IPv4 network infrastructure is not capable
enough to provide IP Address to each single users/Clients. The situation forces the ISP to build up
the IPv6 (Internet Protocol version 6) network infrastructure speedily. To fulfill the demand, IFS
releases the IPv6 management Gigabit Ethernet Switch, NS3502-8P-2S. It supports both IPv4 and
IPv6 management functions. It can work with original network structure (IPv4) and also support
the new network structure (IPv6) in the future. With easy and friendly management interfaces
and plenty of management functions included, the NS3502-8P-2S is the best choice for ISP to

build the IPv6 FTTx edge service and for SMB to connect with IPv6 network.
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High-Performance, Cost-effective Gigabit solution for backbone of SMB

The IFS NS3502-8P-2S is the Layer 2 Managed Gigabit Switch which can handle extremely large
amounts of data in a secure topology linking to an Enterprise backbone or high capacity network
server with 20Gbps switching fabric. The powerful features of QoS and network security make
NS3502-8P-2S to offer effective data traffic control for ISPs and Enterprises, such as VolP, video
streaming and multicast applications. It is ideal for the core layer of campus, enterprise networks

and the aggregation layer of IP metropolitan networks.

High Performance

The NS3502-8P-2S provides 8 10/100/1000Mbps Gigabit Ethernet ports + 2 100/1000X SFP slots.
It boasts high performance architecture of switch that is capable for providing the non-blocking
switch fabric and wire-speed throughput as high as 20Gbps, which greatly simplifies the tasks of
upgrading the LAN for catering to increasing bandwidth demands.

Robust Layer 2 Features

The NS3502-8P-2S can be programmed for advanced switch management functions such as
dynamic Port link aggregation, Q-in-Q VLAN, private VLAN, Rapid Spanning Tree protocol, Layer 2
to Layer 4 QoS, bandwidth control and IGMP / MLD Snooping. The NS3502-8P-2S provides 802.1Q
Tagged VLAN, and the VLAN groups allowed will be maximally up to 255. Via aggregation of
supporting ports, the NS3502-8P-2S allows the operation of a high-speed trunk combining
multiple ports. It enables maximum up to 5 groups of 10 ports for trunking, and supports fail-over

as well.

Excellent Traffic Control

The NS3502-8P-2S is loaded with powerful traffic management and QoS features to enhance
services offered by telecoms. The functionality includes QoS features such as wire-speed Layer 4
traffic classifiers and bandwidth limiting that are particular useful for multi-tenant unit, multi
business unit, Telcom, or Network Service Provide applications. It also empowers the enterprises
to take full advantages of the limited network resources and guarantees the best performance in

VolP and Video conferencing transmission.

Efficient Management

For efficient management, the NS3502-8P-2S Managed Ethernet Switch is equipped with console,
WEB and SNMP management interfaces. With the built-in Web-based management interface, the
IFS NS3502-8P-2S offers an easy-to-use, platform-independent management and configuration
facility. The NS3502-8P-2S supports standard Simple Network Management Protocol (SNMP) and
can be managed via any standard-based management software. For text-based management, the
NS3502-8P-2S can be accessed via Telnet and the console port. Moreover, the NS3502-8P-2S
offers secure remote management by supporting SSH, SSL and SNMPv3 connection which

encrypt the packet content at each session.
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Powerful Security

IFS NS3502-8P-2S offers comprehensive Layer 2 to Layer 4 Access Control List (ACL) for enforcing
security to the edge. It can be used to restrict network access by denying packets based on source
and destination IP address, TCP/UDP ports or defined typical network applications. Its protection
mechanism also comprises of 802.1x port-based and MAC-based user and device authentication.
With the private VLAN function, communication between edge ports can be prevented to ensure
user privacy. The network administrators can now construct highly secured corporate networks
with considerably less time and effort than before. The NS3502-8P-2S net Security also provides
DHCP Snooping, IP Source Guard and Dynamic ARP Inspection functions to prevent IP snooping
from attack and discard ARP packets with invalid MAC address. The network administrators can
now construct highly secured corporate networks with considerably less time and effort than
before.

Flexibility and Extension Solution

The two mini-GBIC slots built in the NS3502-8P-2S support Dual-Speed, 100Base-FX and
1000Base-SX/LX SFP (Small Form-factor Pluggable) fiber-optic modules, that means, the
administrator now can flexibly choose the suitable SFP transceiver according to not only the
transmission distance but also the transmission speed required. The distance can be extended
from 550 meters (Multi-Mode fiber) up to above 10/50/70/120 kilometers (Single-Mode fiber or
WDM fiber). They are well suited for applications within the enterprise data centers and

distributions.

Centralized Power Management for Gigabit Ethernet PoE Networking

To fulfill the needs of higher power required PoE network applications with Gigabit speed
transmission, IFS introduces new member — NS3502-8P-2S, the 8-Port Gigabit High Power over
Ethernet Managed Switch which features high performance Gigabit IEEE 802.3af PoE (Up to
15.4W) and IEEE 802.3at High-Power PoE (Up to 30.8W) on all ports. By supporting reliable
stacking technology and advanced networking features which optimize the installation and power
management of network devices such as wireless access points (AP), Voice over IP (VolP) phones,
and security video cameras. The PoE capabilities also help to reduce deployment costs for
network devices like the wireless AP as a result of freeing from restrictions of power outlet
locations. Power and data switching are integrated into one unit and delivered over a single cable.
It thus eliminates cost for additional AC wiring and reduces installation time.
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1.3 How to Use This Manual

This User Manual is structured as follows:
Section 2, INSTALLATION
The section explains the functions of the Switch and how to physically install the Managed
Switch.
Section 3, SWITCH MANAGEMENT
The section contains the information about the software function of the Managed Switch.
Section 4, WEB CONFIGURATION
The section explains how to manage the Managed Switch by Web interface.
Section 5, COMMAND LINE INTERFACE
The section describes how to use the Command Line interface (CLI).
Section 6, CLI CONFIGURATION
The section explains how to manage the Managed Switch by Command Line interface.
Section 7, SWITCH OPERATION
The chapter explains how to does the switch operation of the Managed Switch.
Section 8, POWER OVER ETHERNET OVERVIEW
The chapter introduce the IEEE 802.3af PoE standard and PoE provision of the Managed
Switch.
Section 9, TROUBSHOOTING
The chapter explains how to trouble shooting of the Managed Switch.
Appendix A

The section contains cable information of the Managed Switch.
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1.4 Product Features
» Physical Port

H  8-Port 10/100/1000Base-T Gigabit Ethernet RJ-45 with IEEE 802.3af / 802.3at PoE Injector
B 2100/1000Base-X SFP slots
B RS-232 DB9 console interface for Switch basic management and setup

> Layer 2 Features
B Prevents packet loss with back pressure (Half-Duplex) and IEEE 802.3x PAUSE frame flow

control (Full-Duplex)
B High performance of Store-and-Forward architecture and runt/CRC filtering eliminates
erroneous packets to optimize the network bandwidth

Il Storm Control support:

— Broadcast / Multicast / Unknown-Unicast
B Support VLAN

— |EEE 802.1Q Tagged VLAN
Up to 255 VLANSs groups, out of 4094 VLAN IDs
— Provider Bridging (VLAN Q-in-Q) support (IEEE 802.1ad)
Private VLAN Edge (PVE)
Protocol-based VLAN
MAC-based VLAN
Voice VLAN
H Support Spanning Tree Protocol
STP, IEEE 802.1D Spanning Tree Protocol
RSTP, IEEE 802.1w Rapid Spanning Tree Protocol
MSTP, IEEE 802.1s Multiple Spanning Tree Protocol, spanning tree by VLAN
BPDU Guard
B Support Link Aggregation

— 802.3ad Link Aggregation Control Protocol (LACP)

— Cisco ether-channel (Static Trunk)

— Maximum 5 trunk groups, up to 10 ports per trunk group
— Up to 20Gbps bandwidth(Duplex Mode)
B Provide Port Mirror (many-to-1)
B Port Mirroring to monitor the incoming or outgoing traffic on a particular port

» Quality of Service
B Ingress Shaper and Egress Rate Limit per port bandwidth control

B 8 priority queues on all switch ports
B Traffic classification:
- |EEE 802.1p CoS
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- TOS/ DSCP / IP Precedence of IPv4/IPv6 packets

- IP TCP/UDP port number

- Typical network application
B Strict priority and Weighted Round Robin (WRR) CoS policies
B Supports QoS and In/Out bandwidth control on each port
B Traffic-policing policies on the switch port
Il DSCP remarking

» Multicast
B Supports IGMP Snooping v1, v2 and v3
B Supports MLD Snooping v1 and v2
B Querier mode support
B IGMP Snooping port filtering
B MLD Snooping port filtering
B Multicast VLAN Registration (MVR) support

> Security
I |EEE 802.1x Port-Based / MAC-Based network access authentication
B Built-in RADIUS client to co-operate with the RADIUS servers
I TACACS+ login users access authentication
Il RADIUS / TACACS+ users access authentication
B IP-Based Access Control List (ACL)
I MAC-Based Access Control List
B Source MAC/ IP address binding
I DHCP Snooping to filter un-trusted DHCP messages
I Dynamic ARP Inspection discards ARP packets with invalid MAC address to IP address
binding
B IP Source Guard prevents IP spoofing attacks
B Auto DoS rule to defend DoS attack
B IP address access management to prevent unauthorized intruder

» Management
B Switch Management Interfaces

Console / Telnet Command Line Interface

Web switch management
- SNMP v1, v2c, and v3 switch management

SSH / SSL secure access

B Four RMON groups (history, statistics, alarms, and events)
Il IPv6 IP Address / NTP / DNS management

B Built-in Trivial File Transfer Protocol (TFTP) client

Il BOOTP and DHCP for IP address assignment
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B Firmware upload/download via HTTP / TFTP

Il DHCP Relay

Il DHCP Option82

B User Privilege levels control

Bl NTP (Network Time Protocol)

B Link Layer Discovery Protocol (LLDP) Protocol

B Cable Diagnostic technology provides the mechanism to detect and report potential cabling
issues

B Reset button for system reboot or reset to factory default

B IFS Smart Discovery Utility for deploy management

B ICMPv6

» Power over Ethernet
B Complies with IEEE 802.3af Power over Ethernet End-Span PSE
B Complies with IEEE 802.3at high-power Power over Ethernet End-Span PSE
Il Up to 8 ports for IEEE 802.3af / at devices powered
B Support PoE Power up to 30.8 watts for each PoE ports
B Auto detect powered device (PD)
B Circuit protection prevent power interference between ports
B Remote power feeding up to 100m
B PoE Management
B Total PoE power budget control
B Pert port PoE function enable/disable
B PoE Port Power feeding priority
B Per PoE port power limit
Il PD classification detection
B PD Alive-check
Il PoE schedule

26



IFS NS3502-8P-2S User Manual

1.5 Product Specification

Product NS3502-8P-2S
Hardware Specification
Copper Ports 8 10/ 100/1000Base-T RJ-45 Auto-MDI/MDI-X ports

2 1000Base-SX/LX/BX SFP interfaces (Port-9 and Port-10)

SFP/mini-GBIC Slots ) )
Compatible with 100Base-FX SFP

Console Port 1 x RS-232 DB9 serial port (115200, 8, N, 1)
Switch Architecture Store-and-Forward
Switch Fabric 20Gbps / non-blocking
Address Table 8K entries, automatic source address learning and ageing
Share data Buffer 1392 kilobytes
CT— IEEE 802.3x Pause Frame for Full-Duplex
Back pressure for Half-Duplex
Jumbo Frame 9Kbytes

< 5 seconds: System reboot
Reset Button
> 10 seconds: Factory Default

Dimension (W x D x H) 330 x 155 x 43.5 mm, 1U high
Weight 1.8kg

Power, FAN Alert,
LED Link/Act per Gigabit port,

PoE In-Use for port-1~ 8
Max. 172.9 watts /

Power Consumption

589.6 BTU
Power Requirement— AC | AC 100~240V, 50/60Hz
Operating Temperature 0to 50°C (32to 122°F)
Limited Warranty 3 Years
PoE Standard IEEE 802.3af / at PoE / PSE

PoE Power Supply Type End-Span
Per Port 56V DC.

PoE Power Output Max. 30.8 watts
Power Pin Assighment 1/2(+), 3/6(-)
PoE Power Budget 150 Watts

Number of PD 3

@ 7Watts

- Number of PD

PoE Ability @ 15.4Watts 8

Number of PD 4

@ 30.8Watts

Layer 2 Function
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Basic Management
Interfaces

Console, Telnet, Web Browser, SNMPv1, v2c

Secure Management
Interface

SSH, SSL, SNMP v3

Port configuration

Port disable/enable.

Auto-negotiation 10/100/1000Mbps full and half duplex mode
selection.

Flow Control disable / enable.

Bandwidth control on each port.

Power saving mode control

Port Status

Display each port’s speed duplex mode, link status, Flow control
status.

Auto negotiation status, trunk status.

Port Mirroring

TX/ RX/ Both
Many to 1 monitor

VLAN

802.1Q Tagged Based VLAN ,up to 256 VLAN groups
Q-in-Q tunneling

Private VLAN Edge (PVE)

MAC-based VLAN

Protocol-based VLAN

Voice VLAN

MVR (Multicast VLAN Registration)

Up to 256 VLAN groups, out of 4096 VLAN IDs

Link Aggregation

IEEE 802.3ad LACP / Static Trunk
Support 5 groups of 10-Port trunk support

QoS

Traffic classification based, Strict priority and WRR
8-level priority for switching

- Port Number

- 802.1p priority

-802.1Q VLAN tag

- DSCP/TOS field in IP Packet

IGMP Snooping

IGMP (v1/v2/v3) Snooping, up to 255 multicast Groups
IGMP Querier mode support

MLD Snooping

MLD (v1/v2) Snooping, up to 255 multicast Groups
MLD Querier mode support

Access Control List

IP-Based ACL / MAC-Based ACL
Up to 123 entries

Bandwidth Control

Per port bandwidth control
Ingress: 500Kb~80Mbps
Egress: 64Kb~80Mbps
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RFC-1213 MIB-II

IF-MIB

RFC-1493 Bridge MIB
RFC-1643 Ethernet MIB
RFC-2863 Interface MIB
RFC-2665 Ether-Like MIB
SNMP MiIBs RFC-2737 Entity MIB
RFC-2618 RADIUS Client MIB
RFC-2933 IGMP-STD-MIB
RFC3411 SNMP-Frameworks-MIB
IEEE 802.1X PAE

LLDP
MAU-MIB
Standards Conformance
Regulation Compliance FCC Part 15 Class A, CE

IEEE 802.3 10Base-T

IEEE 802.3u 100Base-TX/100Base-FX

IEEE 802.3z Gigabit SX/LX

IEEE 802.3ab Gigabit 1000T

IEEE 802.3x Flow Control and Back pressure
IEEE 802.3ad Port trunk with LACP

IEEE 802.1d Spanning tree protocol

IEEE 802.1w Rapid spanning tree protocol
IEEE 802.1s Multiple spanning tree protocol
IEEE 802.1p Class of service

IEEE 802.1Q VLAN Tagging

IEEE 802.1x Port Authentication Network Control
Standards Compliance IEEE 802.1ab LLDP

IEEE 802.3af Power over Ethernet

IEEE 802.3at Power over Ethernet PLUS
RFC 768 UDP

RFC 793 TFTP

RFC791 1P

RFC 792 ICMP

RFC 2068 HTTP

RFC 1112 IGMP version 1

RFC 2236 IGMP version 2

RFC 3376 IGMP version 3

RFC 2710 MLD version 1

FRC 3810 MLD version 2
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2. INSTALLATION

This section describes the hardware features and installation of the Managed Switch on the desktop
or rack mount. For easier management and control of the Managed Switch, familiarize yourself with
its display indicators, and ports. Front panel illustrations in this chapter display the unit LED
indicators. Before connecting any network device to the Managed Switch, please read this chapter

completely.

2.1 Hardware Description

2.1.1 Switch Front Panel

The unit front panel provides a simple interface monitoring the switch. Figure 2-1 shows the front
panel of the Managed Switch.

NS3502-8P-2S Front Panel
]

ifs 8-port Gigabit Ethernet
PoE+ Managed Switch

NS3502.8p.25

Figure 2-1: NS3502-8P-2S front panel.

B Gigabit TP interface
10/100/1000Base-T Copper, RJ-45 Twist-Pair: Up to 100 meters.

Il SFP slots
100/1000Base-X mini-GBIC slot, SFP (Small Factor Pluggable) transceiver module: From 550
meters (Multi-mode fiber), up to 10/30/50/70/120 kilometers (Single-mode fiber).

Il Reset button

At the left of front panel, the reset button is designed for reboot the Managed Switch without
turn off and on the power. The following is the summary table of Reset button functions:
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Reset Button Pressed and
Released

Function

< 5 sec: System reboot Reboot the Managed Switch

Reset the Managed Switch to Factory Default
configuration. The Managed Switch will then
reboot and load the default settings as below:

> 10 sec: Factory Default ° Default Username: admin
° Default Password: admin
° Default IP address: 192.168.0.100
° Subnet mask: 255.255.255.0
° Default Gateway: 192.168.0.254

2.1.2 LED Indications

The front panel LEDs indicates instant status of port links, data activity and system power; helps
monitor and troubleshoot when needed. Figure 2-2 shows the LED indications of these Managed

Switches.

NS3502-8P-2S LED indication

PoE In-Use

Alort )

A

PWR t “j__-___‘:_:mn!—GB'C i
. v ; i : ‘ | = —

L e e - | J

A1000 o LNK #acT vmr:uas sz ‘AC?" RESET ; _jl 1000

100 I

Figure 2-2: NS3502-8P-2S LED panel

System

LED Color Function

FAN Alert | Green [Lights to indicate that the fan is fail.

PWR Green [Lights to indicate that the Switch has power.

31



IFS NS3502-8P-2S User Manual

Per 10/100/1000Mbps port

LED Color Function
POE Lights to indicate the port is providing 52VDC in-line power
In-Use Orange Off: indicate the connected device is not a PoE Powered Device (PD)
Lights to indicate the port is running in 1000Mbps speed and
1000 Green successfully established.
LNK/ACT Blink: indicate that the switch is actively sending or receiving data

over that port.
Lights to indicate the port is running in 10/100Mbps speed and

10/100 Green successfully established.
LNK/ACT Blink: indicate that the switch is actively sending or receiving data over
that port.

Per 100/1000Base-X SFP interfaces

LED Color Function

Lights to indicate the link through that port is successfully established.

1000 Green | Blink: indicate that the switch is actively sending or receiving data over
that port.
Lights to indicate the link through that port is successfully established.
100 Green Blink: indicate that the switch is actively sending or receiving data over
that port.

2.1.3 Switch Rear Panel

The rear panel of the Managed Switch indicates an AC inlet power socket, which accepts input

power from 100 to 240V AC, 50-60Hz. Figure 2-3 shows the rear panel of these Managed Switches

NS3502-8P-2S Rear Panel

Figure 2-3: Rear panel of NS3502-8P-2S

I AC Power Receptacle
For compatibility with electric service in most areas of the world, the Managed Switch’s power
supply automatically adjusts to line power in the range 100-240VAC and 50/60 Hz.

Plug the female end of the power cord firmly into the receptacle on the rear panel of the
Managed Switch. Plug the other end of the power cord into an electric service outlet then the

power will be ready.
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The device is a power-required device, it means, it will not work till it is powered. If
your networks should active all the time, please consider using UPS (Uninterrupted

Power Supply) for your device. It will prevent you from network data loss or

Power Notice: network downtime.

In some area, installing a surge suppression device may also help to protect your
Managed Switch from being damaged by unregulated surge or current to the
Switch or the power adapter.

Il Console Port
The console port is a DB9, RS-232 male serial port connector. It is an interface for connecting a
terminal directly. Through the console port, it provides rich diagnostic information includes IP
Address setting, factory reset, port management, link status and system setting. Users can use
the attached RS-232 cable in the package and connect to the console port on the device. After
the connection, users can run any terminal emulation program (Hyper Terminal, ProComm
Plus, Telex, Winterm and so on) to enter the startup screen of the device.
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2.2 Install the Switch

This section describes how to install your Managed Switch and make connections to the Managed
Switch. Please read the following topics and perform the procedures in the order being presented.

To install your Managed Switch on a desktop or shelf, simply complete the following steps.

2.2.1 Desktop Installation

To install the Managed Switch on desktop or shelf, please follows these steps:

Stepl: Attach the rubber feet to the recessed areas on the bottom of the Managed Switch.

Step2: Place the Managed Switch on the desktop or the shelf near an AC power source, as shown in
Figure 2-4.

E‘ifs &port Gigabit Etherne;
PoE+ Manageq Switch

Figure 2-4: Place the Managed Switch on the desktop

Step3: Keep enough ventilation space between the Managed Switch and the surrounding objects.

When choosing a location, please keep in mind the environmental restrictions
discussed in Chapter 1, Section 4, and Specification.

Step4: Connect the Managed Switch to network devices.
Connect one end of a standard network cable to the 10/100/1000 RJ-45 ports on the front of
the Managed Switch
Connect the other end of the cable to the network devices such as printer servers,
workstations or routers...etc.

Connection to the Managed Switch requires UTP Category 5 network cabling with
RJ-45 tips. For more information, please see the Cabling Specification in Appendix
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Step5: Supply power to the Managed Switch.
Connect one end of the power cable to the Managed Switch.
Connect the power plug of the power cable to a standard wall outlet.
When the Managed Switch receives power, the Power LED should remain solid Green.

2.2.2 Rack Mounting

To install the Managed Switch in a 19-inch standard rack, please follows the instructions described
below.

Step1l: Place the Managed Switch on a hard flat surface, with the front panel positioned towards the
front side.

Step2: Attach the rack-mount bracket to each side of the Managed Switch with supplied screws
attached to the package.

Figure 2-5 shows how to attach brackets to one side of the Managed Switch.

E’ife. 8-port Gigabit Ethernet

PoE+ Managed Switch

NS3592.8p.25

Figure 2-5: Attach brackets to the Managed Switch.

You must use the screws supplied with the mounting brackets. Damage

caused to the parts by using incorrect screws would invalidate the warranty.

Step3: Secure the brackets tightly.
Step4: Follow the same steps to attach the second bracket to the opposite side.
Stepb5: After the brackets are attached to the Managed Switch, use suitable screws to securely

attach the brackets to the rack, as shown in Figure 2-6.
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Figure 2-6: Mounting NS3502-8P-2S in a Rack

Step6: Proceeds with the steps 4 and steps 5 of session 2.2.1 Desktop Installation to connect the

network cabling and supply power to the Managed Switch.

2.2.3 Installing the SFP transceiver

The sections describe how to insert an SFP transceiver into an SFP slot.

The SFP transceivers are hot-pluggable and hot-swappable. You can plug-in and out the transceiver
to/from any SFP port without having to power down the Managed Switch. As the Figure 2-7

appears.

%ifs 8-port Gigabit Ethernet
PoE+ Managed Switch

N53502-8p.25

SFP Transceiver

1000Base-SX/LX ¢
LC Fiber & /

Figure 2-7: Plug-in the SFP transceiver
B Approved IFS SFP Transceivers

IFS Managed Switch supports both Single mode and Multi-mode SFP transceiver. The following list

of approved IFS SFP transceivers is correct at the time of publication:
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Gigabit SFP Transceiver modules

IFS Model

SFP Description

S30-1SLC/A-10

SFP, LC Connector, Single Mode, Gigabit, 1 fiber, 1310nm/1550nm, 10km , A
End

S30-1SLC/A-20

SFP, LC Connector, Single Mode, Gigabit, 1 fiber, 1310nm/1550nm, 20km, A
End

S30-1SLC/A-60

SFP, LC Connector, Single Mode, Gigabit, 1 fiber, 1310nm/1550nm, 60km, A
End

S30-1SLC/B-10

SFP, LC Connector, Single Mode, Gigabit, 1 fiber, 1550nm/1310nm, 10km , B
End

S30-1SLC/B-20

SFP, LC Connector, Single Mode, Gigabit, 1 fiber, 1550nm/1310nm, 20km, B
End

S30-1SLC/B-60

SFP, LC Connector, Single Mode, Gigabit, 1 fiber, 1550nm/1310nm, 60km, B
End

S30-2MLC SFP, LC Connector, Multi-Mode, Gigabit, 2 fiber,850nm/850nm, 550m
S30-2MLC-2 SFP, LC Connector, Multi-Mode, Gigabit, 2 fiber,1310nm/1310nm, 2km
S30-2SLC-10 SFP, LC Connector, Single Mode, Gigabit, 2 fiber,1310nm/1310nm, 10km
S30-2SLC-30 SFP, LC Connector, Single Mode, Gigabit, 2 fiber,1310nm/1310nm, 30km
S30-2SLC-70 SFP, LC Connector, Single Mode, Gigabit, 2 fiber,1550nm/1550nm, 70km
S30-RJ SFP, RJ-45, Gigabit, 100m

Fast Ethernet SFP Transceiver modules

S20-1SLC/A-20

SFP, LC Connector, Single Mode, 10/100 Fast Ethernet, 1 fiber, 1310nm/15¢
20km , A End

S20-1SLC/B-20

SFP, LC Connector, Single Mode, 10/100 Fast Ethernet, 1 fiber, 1310nm/15¢
20km , B End

S20-2MLC-2 SFP, LC Connector, Multi-Mode, 10/100 Fast Ethernet, 2 fiber,1310nm/1310i
SFP, LC Connector, Single Mode, 10/100 Fast Ethernet, 2 fiber,1310nm/131
S20-2SLC-20 20km
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It recommends using IFS SFPs on the Managed Switch. If you insert a SFP

transceiver that is not supported, the Managed Switch will not recognize

Before connect the other Managed Switches, workstation or Media Converter.

1.

Make sure both side of the SFP transceiver are with the same media type, for example:

1000Base-SX to 1000Base-SX, 1000Bas-LX to 1000Base-LX.

Check the fiber-optic cable type match the SFP transceiver model.

> To connect to 1000Base-SX SFP transceiver, use the Multi-mode fiber cable- with one side
must be male duplex LC connector type.

» To connect to 1000Base-LX SFP transceiver, use the Single-mode fiber cable-with one side
must be male duplex LC connector type.

Connect the fiber cable

Attach the duplex LC connector on the network cable into the SFP transceiver.

Connect the other end of the cable to a device — switches with SFP installed, fiber NIC on a

workstation or a Media Converter...

Check the LNK/ACT LED of the SFP slot on the front of the Managed Switch. Ensure that the SFP

transceiver is operating correctly.

Check the Link mode of the SFP port if the link failed. Co works with some fiber-NICs or Media

Converters, set the Link mode to “1000 Force” or “100 Force” is needed.

Remove the transceiver module

Make sure there is no network activity by consult or check with the network administrator. Or

through the management interface of the switch/converter (if available) to disable the port in

advance.

Remove the Fiber Optic Cable gently.

Turn the handle of the SFP module to horizontal.

Pull out the module gently through the handle.
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%ih 8-port Gigabit Ethernet
PoE+ Managed Switeh

NS3024P.25

Figure 2-8: Pull out the SFP transceiver

Never pull out the module without pull the handle or the push bolts on
the module. Direct pull out the module with violent could damage the

module and SFP module slot of the Managed Switch.
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3. SWITCH MANAGEMENT

This chapter explains the methods that you can use to configure management access to the

Managed Switch. It describes the types of management applications and the communication and

management protocols that deliver data between your management device (workstation or

personal computer) and the system. It also contains information about port connection options.

This chapter covers the following topics:

Requirements

Management Access Overview
Administration Console Access

Web Management Access

SNMP Access

Standards, Protocols, and Related Reading

3.1 Requirements

Workstations of subscribers running Windows 2000/XP, 2003, Vista/7, 2008, MAC OS9 or
later, Linux, UNIX or other platform compatible with TCP/IP protocols.

Workstation installed with Ethernet NIC (Network Interface Card)

Serial Port connect (Terminal)

e Above PC with COM Port (DB9 / RS-232) or USB-to-RS-232 converter

Ethernet Port connect

e Network cables - Use standard network (UTP) cables with RJ45 connectors.

Above Workstation installed with WEB Browser and JAVA runtime environment Plug-in

%{‘D It is recommended to use Internet Explorer 7.0 or above to access Managed
—

Note Switch.
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3.2 Management Access Overview
The Managed Switch gives you the flexibility to access and manage it using any or all of the
following methods:

B An administration console

B Web browser interface

B An external SNMP-based network management application

The administration console and Web browser interface support are embedded in the Managed

Switch software and are available for immediate use. Each of these management methods has their

own advantages. Table 3-1 compares the three management methods.

Method Advantages Disadvantages

Console No IP address or subnet needed Must be near switch or use dial-up
Text-based connection
Telnet functionality and Not convenient for remote users
HyperTerminal built into Modem connection may prove to be
Windows unreliable or slow
95/98/NT/2000/ME/XP
operating systems
Secure

Web Ideal for configuring the switch Security can be compromised

Browser remotely (hackers need only know the IP
Compatible with all popular address and subnet mask)
browsers May encounter lag times on poor
Can be accessed from any connections
location
Most visually appealing

SNMP Communicates with switch Requires SNMP manager software

Agent functions at the MIB level Least visually appealing of all three

Based on open standards

methods

Some settings require calculations
Security can be compromised
(hackers need only know the

community name)

Table 3-1: Management Methods Comparison
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3.3 Administration Console

The administration console is an internal, character-oriented, and command line user interface for
performing system administration such as displaying statistics or changing option settings. Using this
method, you can view the administration console from a terminal, personal computer, Apple
Macintosh, or workstation connected to the switch's console (serial) port.

There are two ways to use this management method: via direct access or modem port access. The
following sections describe these methods. For more information about using the console, refer to
Chapter 5 Command Line Interface Console Management.

PC / Workstation Managed Switch
with
Terminal emulation software

3
Tt BP0t Bigablt Etherng;

Er Managed Swiich

X
N "‘L
V) 25 Serial Port
RS-232  15200,8.n.1
Serial Port 5 SN,

Figure 3-1: Console management

Direct Access

Direct access to the administration console is achieved by directly connecting a terminal or a PC
equipped with a terminal-emulation program (such as HyperTerminal) to the Managed Switch
console (serial) port.
When using this management method, a straight DB9 RS-232 cable is required to connect the
switch to the PC. After making this connection, configure the terminal-emulation program to use
the following parameters:
The default parameters are:

W 115200 bps

B 8 data bits

B No parity

W 1 stop bit
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COM1 Properties E 1
Port Settings |
Bits per second: | Rk

Drata bite: | & [v]
Parity: | Mone [v]
Stop bits: |1 [v]
Flon contral: | Mone [v]

I QK l [ Cancel ] [ Apply l

Figure 3-2: Terminal parameter settings

You can change these settings, if desired, after you log on. This management method is often
preferred because you can remain connected and monitor the system during system reboots. Also,
certain error messages are sent to the serial port, regardless of the interface through which the
associated action was initiated. A Macintosh or PC attachment can use any terminal-emulation
program for connecting to the terminal serial port. A workstation attachment under UNIX can use

an emulator such as TIP.

3.4 Web Management

The Managed Switch offers management features that allow users to manage the Managed Switch
from anywhere on the network through a standard browser such as Microsoft Internet Explorer.
After you set up your IP address for the switch, you can access the Managed Switch's Web interface
applications directly in your Web browser by entering the IP address of the Managed Switch.

Managed Switch

PC / Workstation
with
IE Browser

IP Address:

Q’ RJ-45/UTP-Cable 192.168.0.100
IP Adress:
192.168.0.x

Figure 3-3: Web management
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You can then use your Web browser to list and manage the Managed Switch configuration
parameters from one central location, just as if you were directly connected to the Managed
Switch's console port. Web Management requires either Microsoft Internet Explorer 7.0 or later,
Safari or Mozilla Firefox 1.5 or later.

N53502-8P-25

R o Bce

NS3502-8P-25

[+ System
[ SNMP

[x] Port Management
(# Link Aggregation
[# VLANS

[# Spanning Tree

[# Multicast

Welcome to IFS Transmission

QoS NS3502-8P-2S

[# Access Control List

= Authentication 8-Port 10/100/1000Mbps + 2 100/1000X SFP
[+ Security

[+ MAC Address Table 802.3at PoE Management Switch

[+ LLDP

[+ Diagnostics
[+ PoE

& Interlogix, A UTC Fire & Sacurity Company. All rights reserved.

Figure 3-4: Web main screen of Managed Switch

3.5 SNMP-Based Network Management

You can use an external SNMP-based application to configure and manage the Managed Switch,
such as SNMP Network Manager, HP Openview Network Node Management (NNM) or What’s Up
Gold. This management method requires the SNMP agent on the switch and the SNMP Network
Management Station to use the same community string. This management method, in fact, uses
two community strings: the get community string and the set community string. If the SNMP
Net-work management Station only knows the set community string, it can read and write to the
MIBs. However, if it only knows the get community string, it can only read MIBs. The default gets
and sets community strings for the Managed Switch are public.
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PC / Workstation
with
SNMP application

‘ IP Address :
192.168.0.100

IP Address :
192.168.0.x

Figure 3-5: SNMP management
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4. WEB CONFIGURATION

This section introduces the configuration and functions of the Web-Based management.

About Web-based Management
The Managed Switch offers management features that allow users to manage the Managed Switch
from anywhere on the network through a standard browser such as Microsoft Internet Explorer.

The Web-Based Management supports Internet Explorer 7.0. It is based on Java Applets with an aim
to reduce network bandwidth consumption, enhance access speed and present an easy viewing

screen.

By default, IE7.0 or later version does not allow Java Applets to open sockets.

The user has to explicitly modify the browser setting to enable Java Applets to

use network ports.

The Managed Switch can be configured through an Ethernet connection, make sure the manager PC
must be set on same the IP subnet address with the Managed Switch.

For example, the default IP address of the IFS Managed Switch is 192.168.0.100, then the manager
PC should be set at 192.168.0.x (where x is a number between 1 and 254, except 100), and the
default subnet mask is 255.255.255.0.

If you have changed the default IP address of the Managed Switch to 192.168.1.1 with subnet mask
255.255.255.0 via console, then the manager PC should be set at 192.168.1.x (where x is a number
between 2 and 254) to do the relative configuration on manager PC.

Managed Switch

PC / Workstation
with
IE Browser

IP Address:
192.168.0.100

' //‘ RJ-45/UTP-Cable

IP Adress:
192.168.0.x

Figure 4-1-1: Web Management
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B Logging on the switch
1. Use Internet Explorer 7.0 or above Web browser. Enter the factory-default IP address to access
the Web interface. The factory-default IP Address as following:

http://192.168.0.100

2. When the following login screen appears, please enter the default username "admin" with
password “admin” (or the username/password you have changed via console) to login the main
screen of Managed Switch. The login screen in Figure 4-1-2 appears.

Connect to 192.168.0.100

@,

The server 192,168.0.100 at Web Management requires a
username and password,

\Warning: This server is requesting that your username and
password be sent in an insecure manner (hasic authentication
without & secure conneckion).

Iser name: | € admin w |

Passward: | ssenel |

[ 1remember my passward

[ (=] ] [ Cancel

Figure 4-1-2: Login screen

Default User name: admin
Default Password: admin

After entering the username and password, the main screen appears as Figure 4-1-3.
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%]ifs

N53502-8P-25

[+ System
[ SNMP

[z} Port Management
[# Link Aggregation

[+ VLANS = -

B g e Welcome to IFS Transmission

[+ Multicast

QoS NS3502-8P-2S

[+ Access Control List

[ Authentication 8-Port 10/100/1000Mbps + 2 100/1000X SFP
[+ Security

[+ MAC Address Table 802.3at PoE Management Switch

[ LLDP

(H Di‘agno‘?'tim @ Interlogix, A UTC Fire & Security Company. All rights reserved.

+ PoE

Figure 4-1-3: Default main page

Now, you can use the Web management interface to continue the switch management or manage the
Managed Switch by Web interface. The Switch Menu on the left of the web page let you access all the
commands and statistics the Managed Switch provides.

1. Itis recommended to use Internet Explorer 7.0 or above to access
Managed Switch.

The changed IP address take effect immediately after click on the Save
button, you need to use the new IP address to access the Web interface.

For security reason, please change and memorize the new password after
this first setup.
4. Only accept command in lowercase letter under web interface.
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4.1 Main Web Page

The IFS Managed Switch provides a Web-based browser interface for configuring and managing it. This
interface allows you to access the Managed Switch using the Web browser of your choice. This chapter
describes how to use the Managed Switch’s Web browser interface to configure and manage it.

Main Functions
Copper Port Link SFP Port Link Status

——-
N53502-8P-25

N53502-8P-28

[+ System

[ SNMP

[ Port Management
[# Link Aggregation

[ VLANS = .
i Tree Welcome to IFS Transmission
[ Multicast
QoS NS3502-8P-2S
[ Access Control List
[ Authentication 8-Port 10/100/1000Mbps + 2 100/1000X SFP
[+ Security
[ MAC Address Table 802.3at PoE Management Switch
[+ LLDP
[+ Diagnostics ® Interlogix, A UTC Fire & Sacurity Company. Al ights resarved.
[+ POE
[ HeL
Figure 4-1-4: Main Page
Panel Display

The web agent displays an image of the Managed Switch’s ports. The Mode can be set to display
different information for the ports, including Link up or Link down. Clicking on the image of a port
opens the Port Statistics page.

The port states are illustrated as follows:

State Disabled Down Link
RJ-45 Ports [ ] [ ] =]
SFP Ports | || 3

Main Menu
Using the onboard web agent, you can define system parameters, manage and control the Managed
Switch, and all its ports, or monitor network conditions. Via the Web-Management, the administrator
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can setup the Managed Switch by select the functions those listed in the Main Function. The screen in
Figure 4-1-5 appears.

+H o+

Figure 4-1-5: Managed Switch Main Functions Menu
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Use the System menu items to display and configure basic administrative details of the Managed

Switch. Under System the following topics are provided to configure and view the system information:

This section has the following items:

B System Information
B P Configuration

I IPv6 Configuration
I Users Configuration

B Privilege Levels

I NTP Configuration
Il UPhP

Il DHCP Relay

I DHCP Relay Statistics
Il CPU Load

B System Log

Il Detailed Log

I Remote Syslog

Il LED Power Reduction
I EEE Power Reduction

Il Thermal Protection

Il Web Firmware
Upgrade

B TFTP Firmware
Upgrade

The switch system information is provided here.

Configure the switch-managed IP information on this page.
Configure the switch-managed IPv6 information on this page.
This page provides an overview of the current users. Currently
the only way to login as another user on the web server is to
close and reopen the browser.

This page provides an overview of the privilege levels.
Configure NTP on this page.

Configure UPnP on this page.

Configure DHCP Relay on this page.

This page provides statistics for DHCP relay.

This page displays the CPU load, using a SVG graph.

The switch system log information is provided here.

The switch system detailed log information is provided here.
Configure remote syslog on this page.

Configuration LED power reduction on this page.

Configuration energy efficient ethernet power reduction on
this page

Configure thermal protection on this page.

This page facilitates an update of the firmware controlling the
switch.

Upgrade the firmware via TFTP server

B Configuration Backup You can save the switch configuration. The configuration file

B Configuration Upload

B Image Select
B Factory Default

I System Reboot

is in XML format with a hierarchy of tags.

You can load the switch configuration. The configuration file
is in XML format with a hierarchy of tags.

Configuration active or alternate firmware on this page.

You can reset the configuration of the stack switch on this
page. Only the IP configuration is retained.

You can restart the stack switch on this page. After restart,
the stack switch will boot normally.
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4.2.1 System Information

The System Info page provides information for the current device information. System Info page helps
a switch administrator to identify the hardware MAC address, software version and system uptime. The

screen in Figure 4-2-1 appears.

System Information

System
Contact
Name NS3502-8P-25
Location
Hardware
MAC Address  Sc-f£&-1la-03-18-&84
Time

System Date 1970-01-07 Wed 22:22:36+01:00
System Uptime  6d 21:22:38

Software

Software Version 1.5b130913
Software Date  2013-09-23T11:39:57+08:00

Auto-refresh [

Figure 4-2-1: System Information page screenshot

The page includes | Description
the following

fields: Object

e Contact The system contact configured in Configuration | System | Information
| System Contact.

e Name The system name configured in Configuration | System | Information |
System Name.

e Location The system location configured in Configuration | System | Information

| System Location.
e MAC Address The MAC Address of this switch.

e System Date The current (GMT) system time and date. The system time is obtained
through the configured SNTP Server, if any.

e System Uptime | The period of time the device has been operational.

e Software The software version of the switch.
Version

e Software Date The date when the switch software was produced.
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Buttons

Auto-refresh i.. : Check this box to enable an automatic refresh of the page at regular intervals.
: Click to refresh the page; any changes made locally will be undone.

4.2.2 IP Configuration

The IP Configuration includes the IP Address, Subnet Mask and Gateway. The Configured column is
used to view or change the IP configuration. Fill up the IP Address, Subnet Mask and Gateway for the

device. The screen in Figure 4-2-2 appears.

IP Configuration

Configured | Current

DHCP Client ]

IP Address | 192.163.0.100 192.168.0.100
IP Mask 2552552550 2052552550
IP Router 192.168.0.1 192.168.0.1
VLAN 1D 1 1

DNS Server | |0.0.0.0 0000

IP DNS Proxy Configuration

| DNS Pruxj-,r| O |

Figure 4-2-2: IP Configuration page screenshot

The Current column is used to show the active IP configuration.

Object Description

e DHCP Client Enable the DHCP client by checking this box. If DHCP fails and the
configured IP address is zero, DHCP will retry. If DHCP fails and the
configured IP address is non-zero, DHCP will stop and the configured IP

settings will be used. The DHCP client will announce the configured
System Name as hostname to provide DNS lookup.

o |P Address Provide the IP address of this switch in dotted decimal notation.

o IP Mask Provide the IP mask of this switch dotted decimal notation.

¢ |IP Router Provide the IP address of the router in dotted decimal notation.

e VLANID Provide the managed VLAN ID. The allowed range is 1 through 4095.
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o DNS Server

Provide the IP address of the DNS Server in dotted decimal notation.

e DNS Proxy When DNS proxy is enabled, DUT will relay DNS requests to the current
configured DNS server on DUT, and reply as a DNS resolver to the client
device on the network.

Buttons

: Click to save changes.

: Click to undo any changes made locally and revert to previously saved values.

I EIEV_. Click to undo any changes made locally and revert to previously saved values.

4.2.3 IPv6 Configuration

Configure the switch-managed IPv6 information on this page.

The Configured column is used to view or change the IPv6 configuration. The Current column is used to

show the active IPv6 configuration. The screen in Figure 4-2-3 appears.

Figure 4-2-3: IPv6 Configuration page screenshot

The page includes the following fields:

Object

Description

e Auto
e Configuration

Enable IPv6 auto-configuration by checking this box. If it fails, the

configured IPv6 address will be zero.

IPv6 Configuration

Configured Current
Auto Configuration O
N - 192.168.0.100
Address ©192.168.0.100 Link-Local Address: Ff20::031:6ffe:hea3;346¢c
Prefix 36 96
Router

The router may delay responding to a router solicitation for a few seconds,
the total time needed to complete auto-configuration can be significantly

longer.
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e Address

Provide the IPv6 address of this switch. IPv6 address is in 128-bit records
represented as eight fields of up to four hexadecimal digits with a colon
separate each field (:). For example, ‘fae0::013:4fefe:dead:34d4’

. The symbol '::' is a special syntax that can be used as a shorthand way of
representing multiple 16-bit groups of contiguous zeros; but it can only
appear once. It also used a following legally IPv4 address. For example, '::
192.1.2.34".

e Prefix

Provide the IPv6 Prefix of this switch. The allowed range is 1 through 128.

e Router

Provide the IPv6 gateway address of this switch. IPv6 address is in 128-bit
records represented as eight fields of up to four hexadecimal digits with a
colon separate each field (:). For example, ‘fae0::013:4fefe:deas:34d4’. The
symbol '::' is a special syntax that can be used as a shorthand way of
representing multiple 16-bit groups of contiguous zeros; but it can only
appear once. It also used a following legally IPv4 address. For example,
'1:192.1.2.34".

Provide the IPv6 SNTP Server address of this switch. IPv6 address is in
128-bit records represented as eight fields of up to four hexadecimal digits
with a colon separate each field (:). For example,
'fae0::013:4fefe:dead:34d4’. The symbol '::' is a special syntax that can be
used as a shorthand way of representing multiple 16-bit groups of
contiguous zeros; but it can only appear once. It also used a following
legally IPv4 address. For example, '::192.1.2.34".

e VLANID

Provide the managed VLAN ID. The allowed range is 1 through 4095

Buttons

: Click to save changes.

: Click to undo any changes made locally and revert to previously saved values.

4.2.4 Users Configuration

This page provides an overview of the current users. Currently the only way to login as another user on
the web server is to close and reopen the browser. After setup completed, please press “Save” button
to take effect. Please login web interface with new user name and password, the screen in Figure 4-2-4

appears.
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Users Configuration

User Mame | Privilege Level
admin 15

£ new vser

Figure 4-2-4: Users Configuration page screenshot

The page includes the following fields:

Object Description
e Username The name identifying the user. This is also a link to Add/Edit User.
o Privilege Level The privilege level for the user.
Buttons
A3d new user

: Click to add a new user.

Add / Edit User

This page configures a user — add, edit or delete user.

Add User

User Settings

Username Test
Password [ 1 1 ] ]
Password (again) (@@ ® 8|

Privilige Level 1 b

(S ) (Rt ) (G

Figure 4-2-5: Add / Edit User Configuration page screenshot

The page includes the following fields:

Object Description

e Username The name identifying the user.

e Password The password of the user.

e Privilege Level The privilege level for the user.
Buttons

: Click to save changes.
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: Click to undo any changes made locally and revert to previously saved values.
[Cual ], o
: Click to undo any changes made locally and return to the Users.

Delete User | pelete the current user. This button is not available for new configurations (Add new user)

Once the new user is added, the new user entry is shown in the Users Configuration page.

Users Configuration

Username | Privilige Level
admin 15
guest ]

I Test 1 I
20d new user

Figure 4-2-6: User Configuration page screenshot

After change the default password, if you forget the password. Please press
the “Reset” button in the front panel of the Managed Switch over 10 seconds
and then release, the current setting includes VLAN, will be lost and the
Managed Switch will restore to the default mode.
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4.2.5 Privilege Levels

This page provides an overview of the privilege levels. After setup completed, please press “Save”
button to take effect. Please login web interface with new user name and password, the screen in

Figure 4-2-7 appears.

Privilege Level Configuration

Privilege Levels
Group Name Configuration | Configuration /Execute | Status fStatistics | Status fStatistics
Read-only Read/write Read-only Read/write
Aagosation oo 0w o o
Diagnostics
EEE 10 v 10 v
IP 10 v 10 v
Lace
LLoF
LLDP_MED 10w 10 v
MAC_Table 10 v 10 v
MR
Maintenance
Mlirraring 10 10w
Multicast 10 v 10
Pon_Security
Ports 10 v 10
Frivate WLAMNs 10w 10w
Frotocol_based LAMN
oS
SNMP 10 v 10
Security 10w 10w
Spanning_Tree
UPnP 10 v 10 v
WLANS 10 v 10 v
Yoice WLAN 5w 10 % 5 v 10w

Figure 4-2-7: Privilege Levels Configuration page screenshot
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The page includes the following fields:

Object

Description

e Group Name

The name identifying the privilege group. In most cases, a
privilege level group consists of a single module (e.g. LACP, RSTP
or QoS), but a few of them contains more than one. The following
description defines these privilege level groups in details:
System: Contact, Name, Location, Timezone, Log.

Security: Authentication, System Access Management, Port
(contains Dot1x port, MAC based and the MAC Address Limit),
ACL, HTTPS, SSH, ARP Inspection and IP source guard.

IP: Everything except 'ping'.

Port: Everything except 'VeriPHY'.

Diagnostics: 'ping' and 'VeriPHY'.

Maintenance: CLI- System Reboot, System Restore Default,
System Password, Configuration Save, Configuration Load and
Firmware Load. Web- Users, Privilege Levels and everything in
Maintenance.

Debug: Only present in CLI.

e Privilege Level

Every privilege level group has an authorization level for the
following sub groups: configuration read-only,
configuration/execute read-write, status/statistics read-only, and
status/statistics read-write (e.g. for clearing of statistics).

Buttons

: Click to save changes.

: Click to undo any changes made locally and revert to previously saved values.
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4.2.6 NTP Configuration

Configure NTP on this page.

NTP is an acronym for Network Time Protocol, a network protocol for synchronizing the clocks of
computer systems. NTP uses UDP (data grams) as transport layer. You can specify NTP Servers and set
GMT Time zone. The NTP Configuration screen in Figure 4-2-8 appears.

NTP Configuration

Mode Dizakle w
Timezone | | (SMTHOCasablancs Monrovia, Dablin Edinborgh Lishon, London w
Server 1 reolntpeng
Semver 2 | ewrcpepoolnipaorg
Server 3 | [nodh-amedcspoclntpecg

Server 4 | [asinpoolntpors

Serverd | |cossniapoolntporg

Figure 4-2-8: NTP Configuration page screenshot

The page includes the following fields:

Object Description

e Mode Indicates the NTP mode operation. Possible modes are:
Enabled: Enable NTP mode operation. When enable NTP mode
operation, the agent forward and to transfer NTP messages
between the clients and the server when they are not on the
same subnet domain.

Disabled: Disable NTP mode operation.

e Timezone Allow select the time zone according to current location of
switch.
e Server # Provide the NTP IPv4 or IPv6 address of this switch. IPv6 address

is in 128-bit records represented as eight fields of up to four
hexadecimal digits with a colon separate each field (:). For
example, ‘fae0::013:4fefe:dead:34d4’. The symbol '::' is a special
syntax that can be used as a shorthand way of representing
multiple 16-bit groups of contiguous zeros; but it can only appear
once. It also used a following legally IPv4 address. For example,
'::192.1.2.34".
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Buttons

: Click to save changes.

: Click to undo any changes made locally and revert to previously saved values.

4.2.7 UPnP

Configure UPnP on this page.

UPnP is an acronym for Universal Plug and Play. The goals of UPnP are to allow devices to connect
seamlessly and to simplify the implementation of networks in the home (data sharing,
communications, and entertainment) and in corporate environments for simplified installation of
computer components. The UPnP Configuration screen in Figure 4-2-9 appears.

UPNP Configuration
Mode Disahle
TTL 4

Advertising Duration | 100

Figure 4-2-9: UPnP Configuration page screenshot
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The page includes the following fields:

Object Description

e Mode Indicates the UPnP operation mode. Possible modes are:
Enabled: Enable UPnP mode operation.
Disabled: Disable UPnP mode operation.
When the mode is enabled, two ACEs are added automatically to
trap UPNP related packets to CPU. The ACEs are automatically
removed when the mode is disabled.

o TTL The TTL value is used by UPnP to send SSDP advertisement

messages. Valid values are in the range 1 to 255.

e Advertising
Duration

The duration, carried in SSDP packets, is used to inform a control
point or control points how often it or they should receive a SSDP
advertisement message from this switch. If a control point does
not receive any message within the duration, it will think that the
switch no longer exists. Due to the unreliable nature of UDP, in
the standard it is recommended that such refreshing of
advertisements to be done at less than one-half of the
advertising duration. In the implementation, the switch sends
SSDP messages periodically at the interval one-half of the
advertising duration minus 30 seconds. Valid values are in the
range 100 to 86400.
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Buttons

: Click to save changes.

: Click to undo any changes made locally and revert to previously saved values.

- N |€'ﬁ b Metwork » v.| 4 || Search Network P
e
File Edit View Tools Help
Organize « Metwork and Sharing Center Add a printer Add a wireless device o £l .;__ﬁ.
- .0 Favorites 4 Computer (2) o
: :
I | Libraries B IF5-COE
b 18 Computer - |
DEMO-PC
e |
vi‘ﬁ MNetwork 5 2 =
4 Other Devices (4)
W ns3so2-sp2s I
—_—
W nsass2-gp-2s
— |
W nsasso-a78s
—

W 5 items
@

Figure 4-2-10: UPnP devices shows on Windows My Network Places

4.2.8 DHCP Relay
Configure DHCP Relay on this page. DHCP Relay is used to forward and to transfer DHCP messages

between the clients and the server when they are not on the same subnet domain.

The DHCP option 82 enables a DHCP relay agent to insert specific information into a DHCP request
packets when forwarding client DHCP packets to a DHCP server and remove the specific information
from a DHCP reply packets when forwarding server DHCP packets to a DHCP client. The DHCP server
can use this information to implement IP address or other assignment policies. Specifically the option
works by setting two sub-options:

M Circuit ID (option 1)

B Remote ID (option2).
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The Circuit ID sub-option is supposed to include information specific to which circuit the request came
inon.

The Remote ID sub-option was designed to carry information relating to the remote host end of the
circuit.

The definition of Circuit ID in the switch is 4 bytes in length and the format is "vlan_id" "module_id"
"port_no". The parameter of "vlan_id" is the first two bytes represent the VLAN ID. The parameter of
"module_id" is the third byte for the module ID (in standalone switch it always equal 0, in stackable
switch it means switch ID). The parameter of "port_no" is the fourth byte and it means the port

number.

The Remote ID is 6 bytes in length, and the value is equal the DHCP relay agent’s MAC address. The
DHCP Relay Configuration screen in Figure 4-2-11 appears.

DHCP Relay Configuration

Relay Mode Dizakle w
Relay Server 0000
Relay Information Mode | | Disable w
Relay Information Policy | | Feplace v

Figure 4-2-11: DHCP Relay Configuration page screenshot

The page includes the following fields:

Object Description

e Relay Mode Indicates the DHCP relay mode operation. Possible modes are:
Enabled: Enable DHCP relay mode operation. When enable DHCP
relay mode operation, the agent forward and to transfer DHCP
messages between the clients and the server when they are not
on the same subnet domain. And the DHCP broadcast message
won't flood for security considered.

Disabled: Disable DHCP relay mode operation.

e Relay Server Indicates the DHCP relay server IP address. A DHCP relay agent is
used to forward and to transfer DHCP messages between the
clients and the server when they are not on the same subnet

domain.

e Relay Information Indicates the DHCP relay information mode option operation.
Mode Possible modes are:
Enabled: Enable DHCP relay information mode operation. When

enable DHCP relay information mode operation, the agent insert
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specific information (option82) into a DHCP message when
forwarding to DHCP server and remove it from a DHCP message
when transferring to DHCP client. It only works under DHCP relay
operation mode enabled.

Disabled: Disable DHCP relay information mode operation.

e Relay Information
Policy

Indicates the DHCP relay information option policy. When enable
DHCP relay information mode operation, if agent receives a DHCP
message that already contains relay agent information. It will
enforce the policy. And it only works under DHCP relay
information operation mode enabled. Possible policies are:
Replace: Replace the original relay information when receive a
DHCP message that already contains it.

Keep: Keep the original relay information when receive a DHCP
message that already contains it.

Drop: Drop the package when receive a DHCP message that

already contains relay information.

Buttons

: Click to save changes.

: Click to undo any changes made locally and revert to previously saved values.

4.2.9 DHCP Relay Statistics
This page provides statistics for DHCP relay. The DHCP Relay Statistics screen in Figure 4-2-12 appears.

DHCP Relay Statistics

Server Statistics

Transmit to
Server

Transmit
Error

Receive from

Receive Missing Agent Receive Missing Receive Missing Receive Bad Receive Bad
Option Circuit ID Remote ID Circuit ID Remote ID

0

i 0 0 0 0 i

Client Statistics

ransmit to Client | Transmit Error | Receive from Client | Receive Agent Option | Replace Agent Option | Keep Agent Option | Drop Agent Option
i it to Client | T itE R ive fi Client | R ive A t Opti Repl a t Opti K a t Opti D a t Opti
1] 0

i

Auto Refresh [J

Figure 4-2-12: DHCP Relay Statistics page screenshot

The page includes the following fields:

Server Statistics

Object

Description
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Transmit to Server

The packets number that relayed from client to server.

Transmit Error

The packets number has errors sending packets to clients.

Receive form
Server

The packets number that received packets from server.

Receive Missing
Agent Option

The packets number that received packets without agent
information options.

Receive Missing
Circuit ID

The packets number that received packets which the Circuit ID
option was missing.

Receive Missing
Remote ID

The packets number that received packets which Remote ID
option was missing.

Receive Bad Circuit
ID

The packets number that the Circuit ID option did not match

known circuit ID.

Receive Bad
Remote ID

The packets number that the Remote ID option did not match

known Remote ID.

Client Statistics

Object

Description

Transmit to Client

The packets number that relayed packets from server to client.

Transmit Error

The packets number that error sending packets to servers.

Receive form Client

The packets number that received packets from server.

Receive Agent
Option

The packets number that received packets with relay agent

information option.

Replace Agent
Option

The packets number that replaced received packets with relay

agent information option.

Keep Agent Option

The packets number that keep received packets with relay agent

information option.

Drop Agent Option

The packets number that dropped received packets with relay

agent information option.

Buttons

Auto-refresh

Eefiesh

: Clear all statistics.

: Check this box to enable an automatic refresh of the page at regular intervals.

: Click to refresh the page; any changes made locally will be undone.
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4.2.10 CPU Load
This page displays the CPU load, using a SVG graph.

The load is measured as averaged over the last 100ms, 1sec and 10 seconds intervals. The last 120
samples are graphed, and the last numbers are displayed as text as well.

In order to display the SVG graph, your browser must support the SVG format. Consult the SVG Wiki for
more information on browser support. Specifically, at the time of writing, Microsoft Internet Explorer
will need to have a plugin installed to support SVG. The CPU Load screen in Figure 4-2-13 appears.

CPU Load Auto-refresh
100ms 3% [ | 1sec 1% 10sec 1% (all numbers running average)
5%
ﬂ‘ 50%
||
|
I L
N
| | I| II ‘

Pv«;\A:

Figure 4-2-13: CPU Load page screenshot

Buttons

Auto-refresh 1. : Check this box to enable an automatic refresh of the page at regular intervals.

If your browser cannot display anything in this page, please download Adobe
SVG tool and install it in your computer.
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4.2.11 System Log
The switch system log information is provided here. The System Log screen in Figure 4-2-14 appears.

System Log Information

Refresh || Clear | [Hide | | Download || |<< | E] [i] ﬁ]

Level All
Clear Level || All

The total number of entries is & for the given level

Start from 1D |1 with |20 entries per page

ID | Level | Time Message

Info  1970-01-01 Thu 00:17:24+00:00  Link up on port 10
Info  1870-01-01 Thu 00:23:44+400:00 Link down on port 9
Info  1970-01-01 Thu 00:23:58+00:00 Link up on port 9
Info  1870-01-01 Thu 00:23:59+00:00 Link down on port 9
Info  1970-01-01 Thu 00:23:59+00:00 Link up on port 9

I e i [P —

Figure 4-2-14: System Log page screenshot

The page includes the following fields:

Object Description

o ID The ID (>= 1) of the system log entry.

o Level The level of the system log entry. The following level types are
supported:

Info: Information level of the system log.
Warning: Warning level of the system log.
Error: Error level of the system log.

All: All levels.
e Time The time of the system log entry.
o Message The message of the system log entry.
Buttons
Auto-refresh ! : Check this box to enable an automatic refresh of the page at regular intervals.

: Click to refresh the page; any changes made locally will be undone.

:lEEI: Clear all statistics.

: Updates the system log entries, starting from the first available entry ID.
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: Updates the system log entries, ending at the last entry currently displayed.
: Updates the system log entries, starting from the last entry currently displayed.

: Updates the system log entries, ending at the last available entry ID.

4.2.12 Detailed Log

The switch system detailed log information is provided here. The Detailed Log screen in Figure 4-2-15

appears.

Detailed System Log Information

[ Download ] [ Refresh ] [ [== ]

ID 1
Message

Level Info

Time 1970-01-01 Thu 00:17-24+00-00

Message Link up on port 10

Figure 4-2-15: Detailed Log page screenshot

The page includes the following fields:

Object Description
e ID The ID (>= 1) of the system log entry.
e Message The message of the system log entry.
Buttons
Refresh

: Click to refresh the page; any changes made locally will be undone.

: Updates the system log entries, starting from the first available entry ID.

: Updates the system log entries, ending at the last entry currently displayed.
: Updates the system log entries, starting from the last entry currently displayed.
: Updates the system log entries, ending at the last available entry ID.
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4.2.13 Remote Syslog
Configure remote syslog on this page. The Remote Syslog screen in Figure 4-2-16 appeatrs.

System Log Configuration

Server Mode Disabled |»
Server Address

Syslog Level Info b

Save | | Reset

Figure 4-2-16: Remote Syslog page screenshot

The page includes the following fields:

Object Description

e Mode Indicates the server mode operation. When the mode operation
is enabled, the syslog message will send out to syslog server. The
syslog protocol is based on UDP communication and received on
UDP port 514 and the syslog server will not send
acknowledgments back sender since UDP is a connectionless
protocol and it does not provide acknowledgments. The syslog
packet will always send out even if the syslog server does not
exist. Possible modes are:

Enabled: Enable remote syslog mode operation.

Disabled: Disable remote syslog mode operation.

e Syslog Server IP Indicates the IPv4 host address of syslog server. If the switch
provide DNS feature, it also can be a host name.

e Syslog Level Indicates what kind of message will send to syslog server.
Possible modes are:
Info: Send information, warnings and errors.

Warning: Send warnings and errors.

Error: Send errors.

Buttons

: Click to save changes.

: Click to undo any changes made locally and revert to previously saved values.
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4.2.14 SMTP Configuration
Configure SMTP Configuration on this page. The SMTP Configuration screen in Figure 4-2-17 appears.

SMTP Configuration

SMTP Mode (] Enable
SMTP Server www.interlogix.com (=128 Digits)
SMTP Port (1 ~ B5535)
SMTP Authentication Enable
Authentication User Name (= 64 Digits)
Authentication Password (< 21 Digits)
E-mail From www.interlogix.com (= 128 Digits)
E-mail Subject (= 64 Digits)
E-mail 1 To www.interlogix.com (= 128 Digits)
E-mail 2 To www.interlogix.com {= 128 Digits)

Figure 4-2-17: SMTP Configuration Page Screenshot
The page includes the following fields:

Object Description

e SMTP Mode Enabled

It is for you to enable SMTP mode function. This mode offers you
to configure SMTP server and SMTP account information, system
will refer it to send an E-mail for alarm noticing

* SMTP Server It is for you to set up a specify SMTP server DNS name or IP

address. If it is inputted a DNS name, please remember to input
DNS server IP address at IP configuration page.

e SMTP Port It is for you to input the SMTP server port number. As default is
ll25|I-
e SMTP Enabled
Authentication As usual SMTP server is denied to relay a mail from a different

domain, so you have to enable this option and input your mail
account and password for SMTP sever authorizing to forward a
mail from different domain. For example, you want a SMTP
server which located on mail.123.com send a mail to
mail.456.net.com.

If you want to send the mail to a SMTP server which located on
the same domain or the same SMTP server, you don't have to
enable SMTP authentication.

e Authentication

User Name It is for you to input your mail account name.
e Authentication . _ .
Password It is for you to input your mail account password.
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e E-mail From It is for you to input who send this mail.
e E-mail Subject It is for you to input mail subject.
e E-mail 1 To

It is for you to input recipient mail address.
E-mail 2 To It is for you to input secondary recipient mail address.

Buttons

: Click to test SMTP server address.
: Click to save changes.

: Click to undo any changes made locally and revert to previously saved values.

4.2.15 LED Power Reduction

The LEDs power consumption can be reduced by lowering the LEDs intensity. LEDs intensity could for
example be lowered during night time, or they could be turn completely off. It is possible to configure
24 different hours of the day, at where the LEDs intensity should be set. The LED Power Reduction

screen in Figure 4-2-18 appears.

LED Power Reduction Configuration
LED Intensity Timers

Delete| Time |Inten5it',r
] OO0 s | |20 | 5

Add Tirne

Maintenance

On time at link change | On at errors
10 Sec. ]

Figure 4-2-18: LED Power Reduction page screenshot
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The page includes the following fields:

Object Description
e Time The time at which the LEDs intensity shall be set.
e Intensity The LEDs intensity (100% = Full power, 0% = LED off).

e Maintenance Time | When a network administrator does maintenance of the switch
(e.g. adding or moving users) he might want to have full LED
intensity during the maintenance period. Therefore it is possible
to specify that the LEDs shall use full intensity a specific period of
time. Maintenance Time is the number of seconds that the LEDs
will have full intensity after either a port has changed link state,

or the LED pushbutton has been pushed.

Buttons

AAATIOE |, Click to add time.
: Click to save changes.

: Click to undo any changes made locally and revert to previously saved values.

4.2.16 EEE Power Reduction

This page allows the user to inspect and configure the current EEE port settings.

EEE is a power saving option that reduces the power usage when there is very low traffic utilization (or
no traffic).

EEE works by powering down circuits when there is no traffic. When a port gets data to be transmitted
all circuits are powered up. The time it takes to power up the circuits is named wakeup time. The
default wakeup time is 17 us for 1Gbit links and 30 us for other link speeds. EEE devices must agree
upon the value of the wakeup time in order to make sure that both the receiving and transmitting
device has all circuits powered up when traffic is transmitted. The devices can exchange information
about the devices wakeup time using the LLDP protocol.

For maximizing the power saving, the circuit isn't started at once transmit data are ready for a port, but
is instead queued until 3000 bytes of data are ready to be transmitted. For not introducing a large
delay in case that data less than 3000 bytes shall be transmitted, data are always transmitted after 48
us, giving a maximum latency of 48 us + the wakeup time.

If desired it is possible to minimize the latency for specific frames, by mapping the frames to a specific
queue (done with QOS), and then mark the queue as an urgent queue. When an urgent queue gets
data to be transmitted, the circuits will be powered up at once and the latency will be reduced to the

wakeup time.
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The EEE Power Reduction screen in Figure 4-2-19 appears.

EEE Configuration

EEE Urgent Queues
Purt|EEEEnaI:|Iel:| 1|2|3|4|5|E|?|B
1 . A d R i iy Y d
2 ] OOoOdoogdmn
3 . OO0OO0OoOon
4 [l dddddd4 4
5 . A dY iy iy a4
B O dddddd44
7 . O0OO0OoOon
B A ddddd 444

Figure 4-2-19: EEE Configuration page screenshot

The page includes the following fields:

Object Description
e Port The switch port number of the logical EEE port.
e EEE Enable Controls whether EEE is enabled for this switch port.

e EEE Urgent Queues | Queues set will activate transmission of frames as soon as any
data is available. Otherwise the queue will postpone the
transmission until 3000 bytes are ready to be transmitted.

Buttons

: Click to save changes.

: Click to undo any changes made locally and revert to previously saved values.

4.2.17 Thermal Protection

This page allows the user to inspect and configure the current setting for controlling thermal
protection. Thermal protection is used to protect the chip from getting overheated.

When the temperature exceeds the configured thermal protection temperature, ports will be turned
off in order to decrease the power consumption. It is possible to arrange the ports with different
priorities. Each priority can be given a temperature at which the corresponding ports shall be turned

off. The Thermal Protection screen in Figure 4-2-20 appears.
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Temperature settings for priority groups

Priority |Temperature

o |255 C
1 |255 °C
2 |25 C
3 |25 °C

Port priorities

Port | Priority
1 0w
2 ]
3 0w
4 0w
5 0«
5] 0=
7 0w
5] 0w
g 0w
10 0w

&

&
E

i
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Figure 4-2-20: Thermal Protection Configuration page screenshot

The page includes the following fields:

Object

Description

e Temperature

settings for priority

groups

are supported.

The temperature at which the ports with the corresponding

priority will be turned off. Temperatures between 0 and 255 C

e Port priorities

The priority the port belongs to. 4 priorities are supported.

Buttons

: Click to save changes.

: Click to undo any changes made locally and revert to previously saved values.
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4.2.18 Web Firmware Upgrade

This page facilitates an update of the firmware controlling the switch. The Web Firmware Upgrade

screen in Figure 4-2-21 appears.

Firmware Upgrade

| Browse | | Upload |

Figure 4-2-21: Web Firmware Upgrade page screenshot

To open Firmware Upgrade screen perform the folling:

1.

2.

Click System -> Web Firmware Upgrade.

The Firmware Upgrade screen is displayed as in Figure 4-2-21.

Click the ”

choose firmware.

“button of the main page, the system would pop up the file selection menu to

Upload
Select on the firmware then click the Software Upload Progress would show the file

upload status.

Once the software is loaded to the system successfully. The following screen appears. The system

will load the new software after reboot.

Firmware Upgrade in progess

The uploaded firmware image is being transferred to flash.

The system will reboot after the Upgrade.
Until then, do not reset or power off the devicel

v
Completed!

Figure 4-2-22: Software successfully loaded notice screen

DO NOT Power OFF the Managed Switch until the update progress is
complete.

Do not quit the Firmware Upgrade page without press the “OK” button -
after the image is loaded. Or the system won’t apply the new firmware.

User has to repeat the firmware upgrade processes again.
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4.2.19 TFTP Firmware Upgrade

The Firmware Upgrade page provides the functions to allow a user to update the Managed Switch
firmware from the TFTP server in the network. Before updating, make sure you have your TFTP server
ready and the firmware image is on the TFTP server. The TFTP Firmware Upgrade screen in Figure
4-2-23 appears.

TFTP Firmware Upgrade

TFTP Server IP

Firmware File Hame

Figure 4-2-23: TFTP Firmware Update page screenshot

The page includes the following fields:

Object Description
e TFTP Server IP Fill in your TFTP server IP address.
e Firmware File The name of firmware image.
Name (Maximum length : 24 characters)
Buttons
Upload

: Click to upgrade firmware.

DO NOT Power OFF the Managed Switch until the update progress is
complete.

Do not quit the Firmware Upgrade page without press the “OK” button -
after the image is loaded. Or the system won’t apply the new firmware.

User has to repeat the firmware upgrade processes again.

4.2.20 Configuration Backup

This function allows backup and reload the current configuration of the Managed Switch to the local
management station. The Configuration Backup screen in Figure 4-2-24 appears.
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Configuration Save

[ Save configuration ]

Figure 4-2-24: Configuration Save page screenshot

You can save/view or load the switch configuration. The configuration file is in XML format with a

hierarchy of tags:

Header tags: <?xml version="1.0"?> and <configuration>. These tags are mandatory and must be present

at the beginning of the file.

Section tags: <platform>, <global> and <switch>. The platform section must be the first section tag and this
section must include the correct platform ID and version. The global section is optional and
includes configuration which is not related to specific switch ports. The switch section is

optional and includes configuration which is related to specific switch ports.

Module tags: <ip>, <mac>, <port> etc. These tags identify a module controlling specific parts of the
configuration.

Group tags: <port_table>, <vlan_table> etc. These tags identify a group of parameters, typically a table.

Parameter tags: <mode>, <entry> etc. These tags identify parameters for the specific section, module and

group. The <entry> tag is used for table entries.

Configuration parameters are represented as attribute values. When saving the configuration from the
switch, the entire configuration including syntax descriptions is included in the file. The file may then

be modified using an editor and loaded to a switch.

The examples below shows a small configuration file only including configuration of the MAC address
age time and the learning mode per port. When loading this file, only the included parameters will be

changed. This means that the age time will be set to 200 and the learn mode will be set to automatic.

B Save Configuration
1. Press the “Save Configuration” button to save the current configuration in manager workstation.
The following screens in Figure 4-2-25 & 4-2-26 appear
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File Download x|

Do you want to open or save thiz file?

Mame: ...ntent-length_180585erver _Web_Server
Type: ¥ML Document, 17.6KE

Fram: 192.168.0.100

[ Dpen ][ Save ]E Cancel i

harm wour computer. If wou do not trust the source, do not open or

|@ While files fram the Internet can be useful, some files can potentially
L
= zave this file. What's the risk?

Figure 4-2-25: File Download screen

2. Chose the file save path in management workstation.

Save As

Save jn; |E} Config Backup v| @ ? 1 v

D

hy Recent
Documents

hy Documents

8

by Camputer
g File narne: | e | [ Save ]
ke Metwark Save as lype: |.-’-'-.I| Filez " | [ Cancel ]

Figure 4-2-26: File save screen
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4.2.21 Configuration Upload

This function allows backup and reload the current configuration of the Managed Switch to the local
management station. The Configuration Upload screen in Figure 4-2-27 appears.

Configuration Upload

| Browse | | Upload |

Figure 4-2-27: Configuration Upload page screenshot

B Configuration Upload

Browse
1. Click the ”” button of the main page, the system would pop up the file selection menu to

choose saved configuration.

Choose file @

Laak, i |l.f}Eu:unfig Backup ﬂ - s g
E =l config. xml
My Recent
Documentz
€
Desktop

My Metwork.  File name: |u:u:unfig.:-:ml ﬂ Open |
Places
Filez of type: |l Files %) | Cancel

Figure 4-2-28: Windows file selection menu popup

Upload
2. Select on the configuration file then click ”", the bottom of the browser shows the upload

status.

3. After down, the main screen appears “Transfer Completed”.
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4.2.22 Factory Default

You can reset the configuration of the stack switch on this page. Only the IP configuration is retained.
The new configuration is available immediately, which means that no restart is necessary. The Factory

Default screen in Figure 4-2-29 appears.

Factory Default

Are you sure you want to reset the configuration to Factory Default?

Figure 4-2-29: Factory Default page screenshot

Buttons

: Click to reset the configuration to Factory Defaults.

: Click to return to the Port State page without resetting the configuration.

After the “Factory” button be pressed and rebooted, the system will load the default IP settings as
following:

o Default IP address: 192.168.0.100

o Subnet mask: 255.255.255.0

o Default Gateway: 192.168.0.254

o The other setting value is back to disable or none.

To reset the Managed Switch to the Factory default setting, you can also press the
hardware reset button at the front panel about 10 seconds. After the device be
rebooted. You can login the management WEB interface within the same subnet of
192.168.0.xx.

. ,‘Pi)E In-Use

PWR

A

v

2 3 4 5 5y
I 7 8 RESE
Y10/100 s LNK -« aCT 3

1
A1000 o LNK = aCT

Hardware Reset
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4.2.23 System Reboot

The Reboot page enables the device to be rebooted from a remote location. Once the Reboot button is
pressed, user have to re-login the WEB interface about 60 seconds later, the System Reboot screen in
Figure 4-2-30 appears.

System Reboot

Are you sure you want to perform a System Reboot?

Figure 4-2-30: System Reboot page screenshot

Buttons

: Click to reboot the system.

: Click to return to the Port State page without reboot the system.
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4.3 Simple Network Management Protocol

4.3.1 SNMP Overview

The Simple Network Management Protocol (SNMP) is an application layer protocol that facilitates the
exchange of management information between network devices. It is part of the Transmission Control
Protocol/Internet Protocol (TCP/IP) protocol suite. SNMP enables network administrators to manage
network performance, find and solve network problems, and plan for network growth.

An SNMP-managed network consists of three key components: Network management stations (NMSs),

SNMP agents, Management information base (MIB) and network-management protocol :

> Network management stations (NMSs) : Sometimes called consoles, these devices execute
management applications that monitor and control network elements. Physically, NMSs are
usually engineering workstation-caliber computers with fast CPUs, megapixel color displays,
substantial memory, and abundant disk space. At least one NMS must be present in each
managed environment.

o Agents: Are software modules that reside in network elements. They collect and store
management information such as the number of error packets received by a network element.

> Management information base (MIB) : A MIB is a collection of managed objects residing in a
virtual information store. Collections of related managed objects are defined in specific MIB
modules.

o network-management protocol : A management protocol is used to convey management
information between agents and NMSs. SNMP is the Internet community's de facto standard

management protocol.

SNMP Operations
SNMP itself is a simple request/response protocol. NMSs can send multiple requests without receiving
a response.
o Get -- Allows the NMS to retrieve an object instance from the agent.
o Set -- Allows the NMS to set values for object instances within an agent.
o Trap -- Used by the agent to asynchronously inform the NMS of some event. The SNMPv2 trap
message is designed to replace the SNMPv1 trap message.

SNMP community
An SNMP community is the group that devices and management stations running SNMP belong to. It
helps define where information is sent. The community name is used to identify the group. A SNMP
device or agent may belong to more than one SNMP community. It will not respond to requests from
management stations that do not belong to one of its communities. SNMP default communities are:
o Write = private
> Read = public
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Use the SNMP Menu to display or configure the Managed Switch's SNMP function. This section has the
following items:

B System Configuration  Configure SNMP on this page.

B System Information The system information is provides here.

. Configure SNMPv3 communities table on
B SNMPv3 Communities

this page.
B SNMPv3 Users Configure SNMPv3 users table on this page.

Configure SNMPv3 groups table on this
B SNMPv3 Groups

page.

. Configure SNMPv3 views table on this

B SNMPv3 Views

page.

Configure SNMPv3 accesses table on this
B SNMPv3 Accesses

page.

4.3.2 SNMP System Configuration
Configure SNMP on this page. The SNMP System Configuration screen in Figure 4-3-1 appears.

SNMP System Configuration

Mode Enabled |
Version SMNMP vic R
Read Community | |public

Write Community | |private

Engine ID 800027&3016000301

Figure 4-3-1: SNMP System Configuration page screenshot

The page includes the following fields:

Object Description

e Mode Indicates the SNMP mode operation. Possible modes are:
Enabled: Enable SNMP mode operation.
Disabled: Disable SNMP mode operation.

e Version Indicates the SNMP supported version. Possible versions are:
SNMP v1: Set SNMP supported version 1.

SNMP v2c: Set SNMP supported version 2c.

SNMP v3: Set SNMP supported version 3.

e Read Community Indicates the community read access string to permit access to
SNMP agent. The allowed string length is 0 to 255, and the
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allowed content is the ASCII characters from 33 to 126. The field
only suits to SNMPv1 and SNMPv2c. SNMPv3 is using USM for
authentication and privacy and the community string will
associated with SNMPv3 communities table.

o Write Community

Indicates the community write access string to permit access to
SNMP agent. The allowed string length is 0 to 255, and the
allowed content is the ASCII characters from 33 to 126. The field
only suits to SNMPv1 and SNMPv2c. SNMPv3 is using USM for
authentication and privacy and the community string will

associated with SNMPv3 communities table.

e Engine ID

Indicates the SNMPv3 engine ID. The string must contain an even
number between 10 and 64 hexadecimal digits, but all-zeros and
all-'F's are not allowed. Change of the Engine ID will clear all
original local users.

Configure SNMP trap on this page. The SNMP Trap Configuration screen in Figure 4-3-2 appears.

SNMP Trap Configuration

Trap Mode Dizahle v
Trap VYersion SHME vl v
Trap Community public

Trap Destination Address

Trap Destination IPvG Address

Trap Authentication Failure Enakle v

Trap Link-up and Link-down Enakble w

Trap Inform Mode

Trap Inform Timeout (seconds)

Trap Inform Retry Times

Figure 4-3-2: SNMP Trap Configuration page screenshot

The page includes the following fields:

Object

Description

e Trap Mode

Indicates the SNMP trap mode operation. Possible modes are:
Enabled: Enable SNMP trap mode operation.
Disabled: Disable SNMP trap mode operation.

e Trap Version

Indicates the SNMP trap supported version. Possible versions are:
SNMP v1: Set SNMP trap supported version 1.
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SNMP v2c: Set SNMP trap supported version 2c.
SNMP v3: Set SNMP trap supported version 3.

Trap Community

Indicates the community access string when send SNMP trap
packet. The allowed string length is 0 to 255, and the allowed
content is the ASCII characters from 33 to 126.

Trap Destination
Address

Indicates the SNMP trap destination address.

Trap Destination
IPv6 Address

Provide the trap destination IPv6 address of this switch. IPv6
address is in 128-bit records represented as eight fields of up to
four hexadecimal digits with a colon separate each field (:). For
example, ‘fae0::013:4fefe:dead:34d4’. The symbol '::" is a special
syntax that can be used as a shorthand way of representing
multiple 16-bit groups of contiguous zeros; but it can only appear
once. It also used a following legally IPv4 address. For example,
'::192.1.2.34".

Trap
Authentication
Failure

Indicates the SNMP entity is permitted to generate
authentication failure traps. Possible modes are:
Enabled: Enable SNMP trap authentication failure.
Disabled: Disable SNMP trap authentication failure.

Trap Link-up and
Link-down

Indicates the SNMP trap link-up and link-down mode operation.
Possible modes are:

Enabled: Enable SNMP trap link-up and link-down mode
operation.

Disabled: Disable SNMP trap link-up and link-down mode
operation.

Trap Inform Mode

Indicates the SNMP trap inform mode operation. Possible modes
are:

Enabled: Enable SNMP trap inform mode operation.

Disabled: Disable SNMP trap inform mode operation.

Trap Inform
Timeout (seconds)

Indicates the SNMP trap inform timeout. The allowed range is 0
to 2147.

Trap Inform Retry

Times

Indicates the SNMP trap informs retry times. The allowed range is
0to 255.

Buttons

: Click to save changes.

: Click to undo any changes made locally and revert to previously saved values.
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4.3.3 SNMP System Information
The switch system information is provided here. The SNMP System Information screen in Figure 4-3-3

appears.
System Information Configuration

System Contact
System Name MS3602-5P-25

System Location

Save || Reset

Figure 4-3-3: System Information Configuration page screenshot

The page includes the following fields:

Object Description

e System Contact The textual identification of the contact person for this managed
node, together with information on how to contact this person.

The allowed string length is 0 to 255, and the allowed content is
the ASCII characters from 32 to 126.

e System Name An administratively assigned name for this managed node. By

convention, this is the node's fully-qualified domain name. A
domain name is a text string drawn from the alphabet (A-Za-z),
digits (0-9), minus sign (-). No space characters are permitted as
part of a name. The first character must be an alpha character.
And the first or last character must not be a minus sign. The
allowed string length is 0 to 255.

e System Location The physical location of this node (e.g., telephone closet, 3rd
floor). The allowed string length is 0 to 255, and the allowed
content is the ASCII characters from 32 to 126.

Buttons

: Click to save changes.

: Click to undo any changes made locally and revert to previously saved values.
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4.3.4 SNMPv3 Configuration

4.3.4.1 SNMPv3 Communities

Configure SNMPv3 communities table on this page. The entry index key is Community. The SNMPv3
Communities screen in Figure 4-3-4 appears.

SNMPv3 Communities Configuration

Delete | Cummunit',r| Source IP | Source Mask
O public 0,000 0.0.00
] private 0,000 0.0.00

[Mdnﬁwoornmunit_&f] [SE‘JE”RESE:t]

Figure 4-3-4: SNMPv3 Communities Configuration page screenshot

The page includes the following fields:

Object Description
e Delete Check to delete the entry. It will be deleted during the next save.
o Community Indicates the community access string to permit access to

SNMPv3 agent. The allowed string length is 1 to 32, and the
allowed content is the ASCII characters from 33 to 126.

e Source IP Indicates the SNMP access source address.

e Source Mask Indicates the SNMP access source address mask.
Buttons
[ Add new comroomity

: Click to add a new community entry.

: Click to save changes.

: Click to undo any changes made locally and revert to previously saved values.
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4.3.4.2 SNMPv3 Users

Configure SNMPv3 users table on this page. The entry index keys are Engine ID and User Name. The
SNMPv3 Users screen in Figure 4-3-5 appears.

SNMPv3 Users Configuration

. User Security Authentication | Authentication | Privacy | Privacy

Delete S MName Level Protocol Password Protocol | Password

] =0002722018f000204 default_user  Modwuth, MoPriv MNone Mone Mone Mone
[Addnewwse:rl [Sa\re][Reset]

Figure 4-3-5: SNMPv3 Users Configuration page screenshot

The page includes the following fields:

Object Description
o Delete Check to delete the entry. It will be deleted during the next save.
e Engine ID An octet string identifying the engine ID that this entry should

belong to. The string must contain an even number between 10
and 64 hexadecimal digits, but all-zeros and all-'F's are not

allowed.

e User Name A string identifying the user name that this entry should belong
to. The allowed string length is 1 to 32, and the allowed content
is the ASCII characters from 33 to 126.

e Security Level Indicates the security model that this entry should belong to.

Possible security models are:

NoAuth, NoPriv: None authentication and none privacy.
Auth, NoPriv: Authentication and none privacy.

Auth, Priv: Authentication and privacy.

The value of security level cannot be modified if entry already
exists. That means must first ensure that the value is set

correctly.
e Authentication Indicates the authentication protocol that this entry should
Protocol belong to. Possible authentication protocol are:

None: None authentication protocol.

MD5: An optional flag to indicate that this user using MD5
authentication protocol.

SHA: An optional flag to indicate that this user using SHA
authentication protocol.

The value of security level cannot be modified if entry already

exists. That means must first ensure that the value is set

correctly.
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e Authentication A string identifying the authentication pass phrase. For MD5

Password authentication protocol, the allowed string length is 8 to 32. For
SHA authentication protocol, the allowed string length is 8 to 40.
The allowed content is the ASCII characters from 33 to 126.

e Privacy Protocol Indicates the privacy protocol that this entry should belong to.
Possible privacy protocol are:

None: None privacy protocol.

DES: An optional flag to indicate that this user using DES

authentication protocol.

e Privacy Password A string identifying the privacy pass phrase. The allowed string
length is 8 to 32, and the allowed content is the ASCII characters
from 33 to 126.

Buttons

AddnEWUSEr |, Click to add a new user entry.

: Click to save changes.

: Click to undo any changes made locally and revert to previously saved values.
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Configure SNMPv3 groups table on this page. The entry index keys are Security Model and Security

Name. The SNMPv3 Groups screen in Figure 4-3-6 appears.

SNMPv3 Groups Configuration

Delete ‘ Security Model | Security Name| Group MName
ol w1l public defanlt_ro group
o v private defanlt_r#_zroup
] V2o public defanlt_ro_group
] W2 private default_ow_gronp
F usm default_user defanlt_rwr_group
Hﬂdnﬁ'ﬁ’g}'@lp] [Sa\re”Rﬁset]

Figure 4-3-6: SNMPv3 Groups Configuration page screenshot

The page includes the following fields:

Object

Description

e Delete

Check to delete the entry. It will be deleted during the next save.

e Security Model

Indicates the security model that this entry should belong to.
Possible security models are:

v1: Reserved for SNMPv1.

v2c: Reserved for SNMPv2c.

usm: User-based Security Model (USM).

e Security Name

A string identifying the security name that this entry should
belong to.

The allowed string length is 1 to 32, and the allowed content is
the ASCII characters from 33 to 126.

e Group Name

A string identifying the group name that this entry should belong
to.

The allowed string length is 1 to 32, and the allowed content is
the ASCII characters from 33 to 126.

Buttons

Add new geoup

: Click to add a new group entry.

: Click to save changes.

: Click to undo any changes made locally and revert to previously saved values.
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4.3.4.4 SNMPv3 Views
Configure SNMPv3 views table on this page. The entry index keys are View Name and OID Subtree. The

SNMPv3 Views screen

The page includes the

in Figure 4-3-7 appears.

SNMPv3 Views Configuration

Delete | View Name| View Type |DID Subtree
[0 default_view |incloded N

| Addnewview | | Save || Resst |

Figure 4-3-7: SNMPv3 Views Configuration page screenshot

following fields:

Object

Description

e Delete

Check to delete the entry. It will be deleted during the next save.

e View Name

A string identifying the view name that this entry should belong
to. The allowed string length is 1 to 32, and the allowed content
is the ASCII characters from 33 to 126.

e View Type

Indicates the view type that this entry should belong to. Possible
view type are:

included: An optional flag to indicate that this view subtree
should be included.

excluded: An optional flag to indicate that this view subtree
should be excluded.

General, if a view entry's view type is 'excluded’, it should be exist
another view entry which view type is 'included' and it's OID
subtree overstep the 'excluded' view entry.

e OID Subtree

The OID defining the root of the subtree to add to the named
view. The allowed OID length is 1 to 128. The allowed string
content is digital number or asterisk (*).

Buttons

S e ey

: Click to add a new view entry.

: Click to save changes.

: Click to undo

any changes made locally and revert to previously saved values.
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4.3.4.5 SNMPv3 Access

Configure SNMPv3 accesses table on this page. The entry index keys are Group Name, Security Model

and Security Level.
The SNMPv3 Access screen in Figure 4-3-8 appears.

SNMPv3 Accesses Configuration

Delete| Group Mame |Sec:urit',r Model | Security Level | Read Yiew Mame | Write View Name

Ol default_ro_group any  Moduth, MoPriv defanlt_wiew + Mone b
F default_re_group any Moduth, MaPriv defanlt_view + defanlt_viewr v
Add new access ] [ A H Eeset ]

Figure 4-3-8: SNMPv3 Accesses Configuration page screenshot

The page includes the following fields:

Object

Description

e Delete

Check to delete the entry. It will be deleted during the next save.

Group Name

A string identifying the group name that this entry should belong
to. The allowed string length is 1 to 32, and the allowed content
is the ASCII characters from 33 to 126.

Security Model

Indicates the security model that this entry should belong to.
Possible security models are:

any: Accepted any security model (v1|v2c|usm).

v1: Reserved for SNMPv1.

v2c: Reserved for SNMPv2c.

usm: User-based Security Model (USM)

Security Level

Indicates the security model that this entry should belong to.
Possible security models are:

NoAuth, NoPriv: None authentication and none privacy.
Auth, NoPriv: Authentication and none privacy.

Auth, Priv: Authentication and privacy.

Read View Name

The names of the MIB view defining the MIB objects for which
this request may request the current values. The allowed string
length is 1 to 32, and the allowed content is the ASCII characters
from 33 to 126.

Werite View Name

The names of the MIB view defining the MIB objects for which
this request may potentially SET new values. The allowed string
length is 1 to 32, and the allowed content is the ASCII characters
from 33 to 126.
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Buttons

£dd 1EW 0S5 . Click to add a new access entry.

: Click to save changes.

: Click to undo any changes made locally and revert to previously saved values.
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4.4 Port Management
Use the Port Menu to display or configure the Managed Switch's ports. This section has the following
items:

B Port Configuration Configures port connection settings

B Port Statistics . o
. Lists Ethernet and RMON port statistics
Overview
B  Port Thermal
Protection Status
B Port Statistics Detail Lists Ethernet and RMON port statistics
B SFP Module

Information

Display thermal protection status

Display SFP information

. Sets the source and target ports for
B Port Mirror ) .
mirroring

4.4.1 Port Configuration

This page displays current port configurations. Ports can also be configured here. The Port
Configuration screen in Figure 4-4-1 appears.

Port Configuration

Port | Link Speed Flow Control Maximum Excessive Power
Current Configured Current Rx | Current Tx | Configured | Frame Size | Collision Mode Control
1 1Gfdx | Auto v bl ¥ [l 9600 Discard v | | Disabled w
2 ® Down |Awe v X % F 9500 Discard | |Disabled &
3 ® Down |Awe v % % O 9500 Discard | |Disabled &
4 @ Down |Awe v X % F 9500 Discard | |Disabled &
5 @ Down |Aue v % X O 9500 Discard | |Disabled &
& @ Down |Awe v X % F 9500 Discard | |Disabled  ~
7 ® Down |Awe v % %4 O 9500 Discard | |Disabled &
& @ Down |Awe v % % F 9500 Discard | |Disabled  ~
5 @ Down |Awe v % X O 9500 Discard | |Disabled &
0 @ Down |awo v % x @ SE00) Discrd ~| |Disabled &
| Refissh || Save || Reset |
Figure 4-4-1: Port Configuration page screenshot
The page includes the following fields:
Object Description
e Port This is the logical port number for this row.
e Link The current link state is displayed graphically. Green indicates the

link is up and red that it is down.

e Current Link Speed | Provides the current link speed of the port.
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e Configured Link Select any available link speed for the given switch port. Draw the
Speed menu bar to select the mode.

Auto Speed - Setup Auto negotiation.

10 Half - Force sets 10Mbps/Half-Duplex mode.

10 Full - Force sets 10Mbps/Full-Duplex mode.

100 Half - Force sets 100Mbps/Half-Duplex mode.

100 Full - Force sets 100Mbps/Full-Duplex mode.

1000 Full - Force sets 10000Mbps/Full-Duplex mode.

Disable - Shutdown the port manually.

e Flow Control When Auto Speed is selected on a port, this section indicates the
flow control capability that is advertised to the link partner.
When a fixed-speed setting is selected, that is what is used. The
Current Rx column indicates whether pause frames on the port
are obeyed, and the Current Tx column indicates whether pause
frames on the port are transmitted. The Rx and Tx settings are
determined by the result of the last Auto-Negotiation.

Check the configured column to use flow control. This setting is
related to the setting for Configured Link Speed.

e Maximum Frame Enter the maximum frame size allowed for the switch port,
Size including FCS. The allowed range is 1518 bytes to 9600 bytes.

e Excessive Collision | Configure port transmit collision behavior.
Mode Discard: Discard frame after 16 collisions (default).
Restart: Restart back off algorithm after 16 collisions.

e Power Control The Usage column shows the current percentage of the power
consumption per port. The Configured column allows for
changing the power savings mode parameters per port.
Disabled: All power savings mechanisms disabled.

ActiPHY: Link down power savings enabled.

Dynamic: Link up power savings enabled.

Enabled: Link up and link down power savings enabled.

When set each port to run at 100M Full, 100M Half, 10M Full, and 10M
Half-speed modes. The Auto-MDIX function will disable.

Buttons
: Click to save changes.

: Click to undo any changes made locally and revert to previously saved values.
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Refiesh | Click to refresh the page. Any changes made locally will be undone.

4.4.2 Port Statistics Overview

This page provides an overview of general traffic statistics for all switch ports. The Port Statistics
Overview screen in Figure 4-4-2 appears.

Port Statistics Overview

Port Packets Bytes Errors Drops Filtered
1]
Received  Transmitted Received ‘Transmitted Received ‘ Transmitted | Received Transmitted Received
1 0 0 0 0 0 0 0 0 0
2 30 3563428 1920 2650255148 0 0 0 0 0
3 0 0 0 0 0 0 0 0 0
4 30 3563418 1920 260254445 0 a a a a
5 199 1061 46241 187805 0 0 0 0 0
[ 2187 3561493 516488 249761101 2 0 0 0 0
I 221874 3664928 35651229 303929742 0 0 0 0 0
8 0 0 0 0 0 0 0 0 0
9 3615462 203149 275871697 27211548 0 0 0 0 11
10 50338 3566653 6992427 249607364 0 0 0 0 0
Auto-refresh [ I Download H Refresh ][CIearl
Figure 4-4-2: Port Statistics Overview page screenshot
The displayed counters are:
Object Description
e Port The logical port for the settings contained in the same row.
e Packets The number of received and transmitted packets per port.
e Bytes The number of received and transmitted bytes per port.
e Errors The number of frames received in error and the number of

incomplete transmissions per port.

e Drops The number of frames discarded due to ingress or egress
congestion.
o Filtered The number of received frames filtered by the forwarding
process.
Buttons
Refresh

: Click to refresh the page immediately.

:lEEI: Clears the counters for all ports.

: Check this box to enable an automatic refresh of the page at regular intervals.
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4.4.3 Port Thermal Protection Status

This page allows the user to inspect status information related to thermal protection. The Port Thermal

Protection Status screen in Figure 4-4-3 appears.

Thermal Protection Status

Local Port | Temperature Port status
1 60 ‘C  Port link operating normally
2 59 “C Port link operating normally
3 59 ‘C  Port link operating normally
4 59 “C Port link operating normally
b 60 ‘C  Port link operating normally
B 60 “C Port link operating normally
7 59 ‘C Port link operating normally
B | “C Port link operating normally
9 58 *C Port link operating normally
10 B0 “C Port link operating narmally

Auto-refresh [

Figure 4-4-3: Thermal Protection Status page screenshot
The displayed counters are:

Object Description
e Port The logical port for the settings contained in the same row.
e Temperature The current temperature for logical port

Buttons

: Click to refresh the page immediately.

Auto-refresh \ ------- : Check this box to enable an automatic refresh of the page at regular intervals.

4.4.4 Port Statistics Detail

This page provides detailed traffic statistics for a specific switch port. Use the port select box to select
which switch port details to display. The selected port belongs to the currently selected stack unit, as
reflected by the page header. The displayed counters are the totals for receive and transmit, the size
counters for receive and transmit, and the error counters for receive and transmit. The Port Statistics

Detail screen in Figure 4-4-4 appears.
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Detailed Port Statistics Port1
Portl ~ Autorefresh [ | Refiesh Clear

Receive Total | Transmit Total

Rx Packets 353 Tx Packets 408

Rx Octets 58126 Tx Octets 401574

Rx Unicast 352 Tx Unicast 408

Rx Multicast 0 Tz Multicast 0

Rx Broadcast 1 Tx Broadcast 1]

Rx Pause 0 Tx Pause 0

Receive Size Counters Transmit Size Counters

Rx 64 Bytes 258 Tx 64 Bytes 28

Rx 65-127 Bytes 12 Tx 65-127 Bytes 8

Rx 128-255 Bytes 0 Tx 128-255 Bytes 48

Rx 256-511 Bytes B3 Tx 256511 Bytes BB

Rx 512-1023 Bytes 15 Tx 5121023 Bytes 28

Rx 10241526 Bytes 0 Tx 1024.1526 Bytes 232

Rx 1527 Bytes 0 Tx 1527 - Bytes 0

Receive Queue Counters Transmit Queue Counters

Rx Q0 353 Tx 00 0

Rx Q1 0 Tx 01 0

Rx Q2 0 Tx 02 0

Rx O3 0 Tx 03 0

Rx Q4 0 Tx 04 1]

Rx Q5 0 Tx 05 0

Rx Q6 0 Tx 06 1]

Rx Q7 0 Tx 07 408

Receive Error Counters Transmit Error Counters

Rx Drops 1] Tx Drops 0

Rx CRC/Alignment 1] Tx Late/Exc. Coll. 0
Rx Undersize 0
Rx Oversize 0
Rx Fragments i}
Rx Jahber 0
Rx Filtered 0

Figure 4-4-4: Detailed Port Statistics Port 1 page screenshot

The page includes the following fields:

Receive Total and Transmit Total

Object Description

e Rx and Tx Packets The number of received and transmitted (good and bad) packets

e Rx and Tx Octets The number of received and transmitted (good and bad) bytes.

Includes FCS, but excludes framing bits.

e Rx and Tx Unicast The number of received and transmitted (good and bad) unicast

packets.

e Rx and Tx Multicast | The number of received and transmitted (good and bad)

multicast packets.

e Rx and Tx The number of received and transmitted (good and bad)
Broadcast broadcast packets.
e Rx and Tx Pause A count of the MAC Control frames received or transmitted on

this port that have an opcode indicating a PAUSE operation.

Receive and Transmit Size Counters

The number of received and transmitted (good and bad) packets split into categories based on

their respective frame sizes.
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Receive and Transmit Queue Counters

The number of received and transmitted packets per input and output queue.

Receive Error Counters

Object Description

e Rx Drops The number of frames dropped due to lack of receive buffers or

egress congestion.

Rx CRC/Alignment | The number of frames received with CRC or alignment errors.

¢ Rx Undersize The number of short* frames received with valid CRC.

e Rx Oversize The number of long? frames received with valid CRC.

e Rx Fragments The number of short* frames received with invalid CRC.

e RxJabber The number of long?> frames received with invalid CRC.

e Rx Filtered The number of received frames filtered by the forwarding
process.

Short frames are frames that are smaller than 64 bytes.
Long frames are frames that are longer than the configured maximum frame

length for this port.

1 Short frame are frames that are smaller than 64 bytes.
2 Long frames are frames that are longer than the configured maximum frame

length for this port.

Transmit Error Counters

Object Description

o Tx Drops The number of frames dropped due to output buffer congestion.

e Tx Late/Exc. Coll. The number of frames dropped due to excessive or late collisions.
Buttons

: Click to refresh the page immediately.
: Clears the counters for all ports.

Auto-refresh \

: Check this box to enable an automatic refresh of the page at regular intervals.
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4.4.5 SFP Information

You can check the physical or operational status of an SFP module via the SFP Module Information
page. This page shows the operational status, such as the transceiver type, speed, and wavelength and
supports distance of SFP module on a specific interface. You can also use the hyperlink of port no. to
check the statistics on a specific interface. The SFP Module Information screen in Figure 4-4-5 appears.

SFP Module Information

Wave Distance = Temperature @ Voltage Current TX power | RX power
Port,  Type Speed || opothinm) (m) () V) (mA) (dBm) (dem)
9 1000535& 10000 1310 10000
10 100BEEE gy 1310 2000
FX
SFP Moniter Event Alert: [ send trap
VWarning Temperature Degree C

Auto-refresh [

Figure 4-4-5: SFP Module Information for Switch page screenshot

The page includes the following fields:

Object Description

e Type Display the type of current SFP module, the possible types are:
B 1000Base-SX
B 1000Base-LX
B 100Base-FX

e Speed Display the speed of current SFP module, the speed value or

description is get from the SFP module. Different vendors SFP

modules might shows different speed information.

e Wave Length(nm)

Display the wavelength of current SFP module, the wavelength
value is get from the SFP module. Use this column to check if the
wavelength values of two nodes are the matched while the fiber

connection is failed.

e Distance(m)

Display the supports distance of current SFP module, the distance

value is get from the SFP module.

Buttons

Auto-refresh \ Check this box to enable an automatic refresh of the page at regular intervals.

Refresh

: Click to refresh the page immediately.
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4.4.6 Port Mirror

Configure port Mirroring on this page. This function provide to monitoring network traffic that
forwards a copy of each incoming or outgoing packet from one port of a network Switch to another
port where the packet can be studied. It enables the manager to keep close track of switch
performance and alter it if necessary.
o To debug network problems, selected traffic can be copied, or mirrored, to a mirror port where a
frame analyzer can be attached to analyze the frame flow.
e The Managed Switch can unobtrusively mirror traffic from any port to a monitor port. You can
then attach a protocol analyzer or RMON probe to this port to perform traffic analysis and verify
connection integrity.

N\
Port Mirroring

UP Link

""-h_‘\_\_\_
Source Port - \
| Target Port

Monitor Client
With Ethereal or Sniffer Pro

Figure 4-4-6: Port Mirror application
The traffic to be copied to the mirror port is selected as follows:

« All frames received on a given port (also known as ingress or source mirroring).

« All frames transmitted on a given port (also known as egress or destination mirroring).
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The Port Mirror screen in Figure 4-4-7 appears.

Mirror Configuration

Port to mirror on | Dizabled w

Port | Mode

1 | Disahled
Disakled
Disabled
Disabled
Disabled
Disakled
Disakled
Disabled
Disabled
Disabled

Ll S]] €]s]€]£]%

Lo T o Y TR o Y [ " T Y O

—

Figure 4-4-7: Mirror Configuration page screenshot

The page includes the following fields:

Object

Description

e Port to mirror on

Frames from ports that have either source (rx) or destination (tx)
mirroring enabled are mirrored to this port. Disabled disables mirroring.

e Port

The logical port for the settings contained in the same row.

¢ Mode

Select mirror mode.

Rx only: Frames received at this port are mirrored to the mirroring port.
Frames transmitted are not mirrored.

Tx only: Frames transmitted from this port are mirrored to the mirroring
port. Frames received are not mirrored.

Disabled: Neither frames transmitted or frames received are mirrored.
Enabled: Frames received and frames transmitted are mirrored to the

mirror port.

For a given port, a frame is only transmitted once. It is therefore not possible to
mirror Tx frames on the mirror port. Because of this, mode for the selected
mirror port is limited to Disabled or Rx only.
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Buttons

: Click to save changes.

: Click to undo any changes made locally and revert to previously saved values.
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4.5 Link Aggregation

Port Aggregation optimizes port usage by linking a group of ports together to form a single Link
Aggregated Groups (LAGs). Port Aggregation multiplies the bandwidth between the devices, increases
port flexibility, and provides link redundancy.

Each LAG is composed of ports of the same speed, set to full-duplex operations. Ports in a LAG, can be
of different media types (UTP/Fiber, or different fiber types), provided they operate at the same speed.

Aggregated Links can be assigned manually (Port Trunk) or automatically by enabling Link Aggregation

Control Protocol (LACP) on the relevant links.

Aggregated Links are treated by the system as a single logical port. Specifically, the Aggregated Link has

similar port attributes to a non-aggregated port, including auto-negotiation, speed, Duplex setting, etc.
The device supports the following Aggregation links :
B Static LAGs (Port Trunk) — Force aggregared selected ports to be a trunk group.

B Link Aggregation Control Protocol (LACP) LAGs - LACP LAG negotiate Aggregated Port links
with other LACP ports located on a different device. If the other device ports are also LACP

ports, the devices establish a LAG between them.

= : 1 P——
. . .
= = | [==]

5
I
I

—
-

-~ |

i

Link Aggregation
4 ports aggregate, up to 4Gbps

Figure 4-5-1: Link Aggregation
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The Link Aggregation Control Protocol (LACP) provides a standardized means for exchanging
information between Partner Systems that require high speed redundant links. Link aggregation lets
you group up to eight consecutive ports into a single dedicated connection. This feature can expand
bandwidth to a device on the network. LACP operation requires full-duplex mode, more detail
information refer to the IEEE 802.3ad standard.

Port link aggregations can be used to increase the bandwidth of a network connection or to ensure
fault recovery. Link aggregation lets you group up to 4 consecutive ports into a single dedicated
connection between any two the Switch or other Layer 2 switches. However, before making any
physical connections between devices, use the Link aggregation Configuration menu to specify the link

aggregation on the devices at both ends. When using a port link aggregation, note that:

e The ports used in a link aggregation must all be of the same media type (RJ-45, 100 Mbps fiber).

e The ports that can be assigned to the same link aggregation have certain other restrictions (see
below).

e Ports can only be assigned to one link aggregation.

e The ports at both ends of a connection must be configured as link aggregation ports.

o None of the ports in a link aggregation can be configured as a mirror source port or a mirror target
port.

o All of the ports in a link aggregation have to be treated as a whole when moved from/to, added or
deleted from a VLAN.

e The Spanning Tree Protocol will treat all the ports in a link aggregation as a whole.

e Enable the link aggregation prior to connecting any cable between the switches to avoid creating a
data loop.

e Disconnect all link aggregation port cables or disable the link aggregation ports before removing a

port link aggregation to avoid creating a data loop.

It allows a maximum of 10 ports to be aggregated at the same time. The Managed Switch support
Gigabit Ethernet ports (up to 5 groups). If the group is defined as a LACP static link aggregationing
group, then any extra ports selected are placed in a standby mode for redundancy if one of the other
ports fails. If the group is defined as a local static link aggregationing group, then the number of ports
must be the same as the group member ports.

The aggregation code ensures that frames belonging to the same frame flow (for example, a TCP
connection) are always forwarded on the same link aggregation member port. Reording of frames
within a flow is therefore not possible. The aggregation code is based on the following information:

e Source MAC

e Destination MAC

e Source and destination IPv4 address.

e Source and destination TCP/UDP ports for IPv4 packets

Normally, all 5 contributions to the aggregation code should be enabled to obtain the best traffic

distribution among the link aggregation member ports. Each link aggregation may consist of up to 10
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member ports. Any quantity of link aggregation s may be configured for the device (only limited by the
quantity of ports on the device.) To configure a proper traffic distribution, the ports within a link
aggregation must use the same link speed.
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4.5.1 Static Aggregation

This page is used to configure the Aggregation hash mode and the aggregation group. The aggregation
hash mode settings are global, whereas the aggregation group relate to the currently selected stack

unit, as reflected by the page header.

Hash Code Contributors
The Static Aggregation screen in Figure 4-5-2 appears.

Aggregation Mode Configuration

Hash Code Contributors
Source MAC Address
Destination MAC Address [
|P Address
TCRPAIDP Part Mumber

Figure 4-5-2 : Aggregation Mode Configuration page screenshot

The page includes the following fields:

Object Description
e Source MAC The Source MAC address can be used to calculate the destination
Address port for the frame. Check to enable the use of the Source MAC

address, or uncheck to disable. By default, Source MAC Address is

enabled.

e Destination MAC The Destination MAC Address can be used to calculate the

Address destination port for the frame. Check to enable the use of the
Destination MAC Address, or uncheck to disable. By default,
Destination MAC Address is disabled.

¢ |P Address The IP address can be used to calculate the destination port for

the frame. Check to enable the use of the IP Address, or uncheck
to disable. By default, IP Address is enabled.
e TCP/UDP Port The TCP/UDP port number can be used to calculate the

Number destination port for the frame. Check to enable the use of the
TCP/UDP Port Number, or uncheck to disable. By default,
TCP/UDP Port Number is enabled.

Static Aggregation Group Configuration
The Aggregation Group Configuration screen in Figure 4-5-3: appears.
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Aggregation Group Configuration

Port Members

Group ID 1|2|3|4|5|ﬁ|?|8|9|1ﬂ

Mormal @ @ @ @ @ @ @ @ @ @®
1

OOCO000
OOCO000
O0CO000
OCO000
O0C000
OCO000
OOCO000
O0CO000
OOCO000
00000

Figure 4-5-3: Aggregation Group Configuration page screenshot

The page includes the following fields:

.Object Description

e Group ID Indicates the group ID for the settings contained in the same row.

Group ID "Normal" indicates there is no aggregation. Only one

group ID is valid per port.

e Port Members Each switch port is listed for each group ID. Select a radio button
to include a port in an aggregation, or clear the radio button to
remove the port from the aggregation. By default, no ports

belong to any aggregation group.

Buttons

: Click to save changes.

: Click to undo any changes made locally and revert to previously saved values.
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4.5.2 LACP Configuration

Link Aggregation Control Protocol (LACP) - LACP LAG negotiate Aggregated Port links with other LACP
ports located on a different device. LACP allows switches connected to each other to discover

automatically whether any ports are member of the same LAG.

This page allows the user to inspect the current LACP port configurations, and possibly change them as

well. The LACP port settings relate to the currently selected stack unit, as reflected by the page header.

The LACP Configuration screen in Figure 4-5-4 appears.

LACP Port Configuration

Port | LACP Enabled Key Role Timeout Prio
® Fl <All= v <All= | [ =Alls (s 32768
1 F Auto w Active || |[Fast |+ 32768
2 F] Auto w Active |w| |Fast |» 32763
3 F Auto w Active |[+| |[Fast |+ 32768
4 F] Auto w Active |w| |Fast |» 32768
g F Auta w Active |w| |Fast |» 32763
B F] Auto » Active || |Fast |» 32768
7 F Auto w Active |w| |Fast |» 32768
8 F] Auto w Active |w| |Fast |» 32768
g F Auto w Active |w| |Fast |» 32768
10 [F Auto w Active [+| |[Fast |+ 32768

Save | | Reset

Figure 4-5-4 : LACP Port Configuration page screenshot

The page includes the following fields:

Object

Description

e Port

The switch port number.

e LACP Enabled

Controls whether LACP is enabled on this switch port. LACP will
form an aggregation when 2 or more ports are connected to the
same partner. LACP can form max 12 LLAGs per switch and 2
GLAGs per stack.

e Key

The Key value incurred by the port, range 1-65535. The Auto
setting will set the key as appropriate by the physical link speed,
10Mb =1, 100Mb = 2, 1Gb = 3. Using the Specific setting, a
user-defined value can be entered. Ports with the same Key value
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can participate in the same aggregation group, while ports with
different keys cannot.
The default setting is “Auto”

Role

The Role shows the LACP activity status. The Active will transmit
LACP packets each second; while Passive will wait for a LACP

packet from a partner (speak if spoken to).

Buttons

: Click to save changes.

: Click to undo any changes made locally and revert to previously saved values.

4.5.3 LACP System Status

This page provides a status overview for all LACP instances. The LACP Status page display the current

LACP aggregation Groups and LACP Port status. The LACP System Status screen in Figure 4-5-5 appears.

LACP System Status

Aggr ID | Partner System ID | Partner Key | Last Changed | Local Ports

Mo ports enabled or no existing partners

Auto Refresh [

Figure 4-5-5: LACP System Status page screenshot

The page includes the following fields:

Object

Description

e AggriID

The Aggregation ID associated with this aggregation instance.
For LLAG the id is shown as 'isid:aggr-id' and for GLAGs as
'aggr-id'

Partner System ID

The system ID (MAC address) of the aggregation partner.

Partner Key

The Key that the partner has assigned to this aggregation ID.

Last changed

The time since this aggregation changed.

Local Ports

Shows which ports are a part of this aggregation for this
switch/stack.
The format is: "Switch ID:Port".

Buttons

111



IFS NS53502-8P-2S User Manual

: Click to refresh the page immediately.

Auto-refresh i..i: Check this box to enable an automatic refresh of the page at regular intervals.

4.5.4 LACP Port Status

This page provides a status overview for LACP status for all ports. The LACP Port Status screen in Figure

4-5-6 appears.

LACP Status

Partner |Partner

Port| LACP |Key | Aggr ID System ID| Port

Mo
Mo
Mo
Mo
Mo
Mo
Mo
Mo
Mo
Mo

Lo T ¥ T o T Y S W Y 8

——

Auto-refresh [

Figure 4-5-6: LACP Status page screenshot

The page includes the following fields:

Object Description
e Port The switch port number.
e LACP 'Yes' means that LACP is enabled and the port link is up. 'No'

means that LACP is not enabled or that the port link is down.
'‘Backup' means that the port could not join the aggregation
group but will join if other port leaves. Meanwhile its LACP status
is disabled.

o Key The key assigned to this port. Only ports with the same key can

aggregate together.

Aggr ID The Aggregation ID assigned to this aggregation group.
IDs 1 and 2 are GLAGs while IDs 3-14 are LLAGs.
Partner System ID | The partners System ID (MAC address).

Partner Port The partner’s port number connected to this port.
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Buttons

: Click to refresh the page immediately.

Auto-refresh i-i: Check this box to enable an automatic refresh of the page at regular intervals.

4.5.5 LACP Port Statistics

This page provides an overview for LACP statistics for all ports. The LACP Port Statistics screen in Figure

4-5-7 appears.

LACP Statistics
LACP LACPE Discarded
Pz Received | Transmitted Unknuwn|1|lega|
1 1] 1] 1] 0
2 1] 1] 1] 0
3 1] 1] 1] 0
4 1] 1] 1] 0
g 1] 1] 1] 0
5 1] 1] 1] 0
7 1] 1] 1] 1]
g 1] 1] 1] 0
g 1] 1] 1] 1]
10 1] 1] 1] 0

Auto-refresh [ [ Fefresh H Clear

Figure 4-5-7: LACP Statistics page screenshot

The page includes the following fields:

Object Description
e Port The switch port number.
o LACP Received Shows how many LACP frames have been sent from each port.

e LACP Transmitted Shows how many LACP frames have been received at each port.

e Discarded Shows how many unknown or illegal LACP frames have been
discarded at each port.

Buttons

Auto-refresh i.i: Check this box to enable an automatic refresh of the page at regular intervals.

: Click to refresh the page immediately.

:IEEI: Clears the counters for all ports.
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4.6 VLAN

4.6.1 VLAN Overview

A Virtual Local Area Network (VLAN) is a network topology configured according to a logical scheme
rather than the physical layout. VLAN can be used to combine any collection of LAN segments into an
autonomous user group that appears as a single LAN. VLAN also logically segment the network into
different broadcast domains so that packets are forwarded only between ports within the VLAN.
Typically, a VLAN corresponds to a particular subnet, although not necessarily.

VLAN can enhance performance by conserving bandwidth, and improve security by limiting traffic to
specific domains.

A VLAN is a collection of end nodes grouped by logic instead of physical location. End nodes that
frequently communicate with each other are assigned to the same VLAN, regardless of where they are
physically on the network. Logically, a VLAN can be equated to a broadcast domain, because broadcast
packets are forwarded to only members of the VLAN on which the broadcast was initiated.

1. No matter what basis is used to uniquely identify end nodes and assign
these nodes VLAN membership, packets cannot cross VLAN without a
network device performing a routing function between the VLAN.

The Managed Switch supports IEEE 802.1Q VLAN. The port untagging
function can be used to remove the 802.1 tag from packet headers to

maintain compatibility with devices that are tag-unaware.

The Switch's default is to assign all ports to a single 802.1Q VLAN named
DEFAULT_VLAN. As new VLAN is created, the member ports assigned to the
new VLAN will be removed from the DEFAULT _ VLAN port member list. The
DEFAULT_VLAN has a VID = 1.

This section has the following items:

B VLAN Basic Displays VLAN information
Information
H VLAN Port

. . Enable VLAN group
Configuration

B VLAN Memberships Configures the VLAN membership

B VLAN Membership . .
Display VLAN membership status
Status
B VLAN Port Status Display VLAN port status
B Private VLAN Creates/removes primary or community VLANs
B Port Isolation Enable/disable port isolation on port
B MAC-based VLAN Configures the MAC-based VLAN entries
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B MAC-based VLAN

Status
B Protocol-based VLAN Configures the protocol-based VLAN entries
B Protocol-based VLAN

Membership

Displays MAC-based VLAN entries

Displays the protocol-based VLAN entries

4.6.2 IEEE 802.1Q VLAN

In large networks, routers are used to isolate broadcast traffic for each subnet into separate domains.
This Managed Switch provides a similar service at Layer 2 by using VLANs to organize any group of
network nodes into separate broadcast domains. VLANs confine broadcast traffic to the originating
group, and can eliminate broadcast storms in large networks. This also provides a more secure and

cleaner network environment.

An IEEE 802.1Q VLAN is a group of ports that can be located anywhere in the network, but
communicate as though they belong to the same physical segment.

VLANSs help to simplify network management by allowing you to move devices to a new VLAN without
having to change any physical connections. VLANs can be easily organized to reflect departmental
groups (such as Marketing or R&D), usage groups (such as e-mail), or multicast groups (used for

multimedia applications such as videoconferencing).

VLANSs provide greater network efficiency by reducing broadcast traffic, and allow you to make network
changes without having to update IP addresses or IP subnets. VLANs inherently provide a high level of

network security since traffic must pass through a configured Layer 3 link to reach a different VLAN.

This Managed Switch supports the following VLAN features:
B Upto 255 VLANSs based on the IEEE 802.1Q standard
B Port overlapping, allowing a port to participate in multiple VLANs
B End stations can belong to multiple VLANs
B Passing traffic between VLAN-aware and VLAN-unaware devices
B Priority tagging

Il EEE 802.1Q Standard

IEEE 802.1Q (tagged) VLAN are implemented on the Switch. 802.1Q VLAN require tagging, which
enables them to span the entire network (assuming all switches on the network are IEEE
802.1Q-compliant).

VLAN allow a network to be segmented in order to reduce the size of broadcast domains. All packets
entering a VLAN will only be forwarded to the stations (over IEEE 802.1Q enabled switches) that are
members of that VLAN, and this includes broadcast, multicast and unicast packets from unknown

sources.
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VLAN can also provide a level of security to your network. IEEE 802.1Q VLAN will only deliver packets
between stations that are members of the VLAN. Any port can be configured as either tagging or
untagging.

B The untagging feature of IEEE 802.1Q VLAN allows VLAN to work with legacy switches that don't
recognize VLAN tags in packet headers.

B The tagging feature allows VLAN to span multiple 802.1Q-compliant switches through a single
physical connection and allows Spanning Tree to be enabled on all ports and work normally.

Some relevant terms:
- Tagging - The act of putting 802.1Q VLAN information into the header of a packet.
- Untagging - The act of stripping 802.1Q VLAN information out of the packet header.

I 802.1Q VLAN Tags

The figure below shows the 802.1Q VLAN tag. There are four additional octets inserted after the source
MAC address. Their presence is indicated by a value of 0x8100 in the Ether Type field. When a packet's
Ether Type field is equal to 0x8100, the packet carries the IEEE 802.1Q/802.1p tag. The tag is contained
in the following two octets and consists of 3 bits of user priority, 1 bit of Canonical Format Identifier
(CFI - used for encapsulating Token Ring packets so they can be carried across Ethernet backbones),
and 12 bits of VLAN ID (VID). The 3 bits of user priority are used by 802.1p. The VID is the VLAN
identifier and is used by the 802.1Q standard. Because the VID is 12 bits long, 4094 unique VLAN can be
identified.

The tag is inserted into the packet header making the entire packet longer by 4 octets. All of the
information originally contained in the packet is retained.

802.1Q Tag
User Priority CFI VLAN ID (VID)
3 bits 1 bits 12 bits
TPID (Tag Protocol Identifier) TCI (Tag Control Information)
2 bytes 2 bytes

Preamble Destination Source VLAN TAG Ethernet Data FCS

Address Address Type

6 bytes 6 bytes 4 bytes 2 bytes 46-1500 bytes 4 bytes

The Ether Type and VLAN ID are inserted after the MAC source address, but before the original Ether
Type/Length or Logical Link Control. Because the packet is now a bit longer than it was originally, the
Cyclic Redundancy Check (CRC) must be recalculated.
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Adding an IEEE802.1Q Tag
Dest. Addr. Src. Addr. Length/E. type Data Old CRC .
'X l \Q\O”gmi Ethernet Packet
| Dest. Addr. | Src. Addr. ‘ E. type Tag Length/E. type ‘ Data ‘ New CRC ‘

New Tagged Packet

Priority CFlI VLAN ID

Il Port VLAN ID
Packets that are tagged (are carrying the 802.1Q VID information) can be transmitted from one 802.1Q
compliant network device to another with the VLAN information intact. This allows 802.1Q VLAN to

span network devices (and indeed, the entire network — if all network devices are 802.1Q compliant).

Every physical port on a switch has a PVID. 802.1Q ports are also assigned a PVID, for use within the
switch. If no VLAN are defined on the switch, all ports are then assigned to a default VLAN with a PVID
equal to 1. Untagged packets are assigned the PVID of the port on which they were received.
Forwarding decisions are based upon this PVID, in so far as VLAN are concerned. Tagged packets are
forwarded according to the VID contained within the tag. Tagged packets are also assigned a PVID, but
the PVID is not used to make packet forwarding decisions, the VID is.

Tag-aware switches must keep a table to relate PVID within the switch to VID on the network. The
switch will compare the VID of a packet to be transmitted to the VID of the port that is to transmit the
packet. If the two VID are different the switch will drop the packet. Because of the existence of the
PVID for untagged packets and the VID for tagged packets, tag-aware and tag-unaware network devices
can coexist on the same network.

A switch port can have only one PVID, but can have as many VID as the switch has memory in its VLAN
table to store them.

Because some devices on a network may be tag-unaware, a decision must be made at each port on a
tag-aware device before packets are transmitted — should the packet to be transmitted have a tag or
not? If the transmitting port is connected to a tag-unaware device, the packet should be untagged. If
the transmitting port is connected to a tag-aware device, the packet should be tagged.

[l Default VLANs

The Switch initially configures one VLAN, VID = 1, called "default." The factory default setting assigns all
ports on the Switch to the "default”. As new VLAN are configured in Port-based mode, their respective
member ports are removed from the "default."

I Assigning Ports to VLANs
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Before enabling VLANSs for the switch, you must first assign each port to the VLAN group(s) in which it
will participate. By default all ports are assigned to VLAN 1 as untagged ports. Add a port as a tagged
port if you want it to carry traffic for one or more VLANs, and any intermediate network devices or the
host at the other end of the connection supports VLANs. Then assign ports on the other VLAN-aware
network devices along the path that will carry this traffic to the same VLAN(s), either manually or
dynamically using GVRP. However, if you want a port on this switch to participate in one or more
VLANSs, but none of the intermediate network devices or the host at the other end of the connection

supports VLANSs, then you should add this port to the VLAN as an untagged port.

VLAN-tagged frames can pass through VLAN-aware or VLAN-unaware network
interconnection devices, but the VLAN tags should be stripped off before

passing it on to any end-node host that does not support VLAN tagging.

Il VLAN Classification

When the switch receives a frame, it classifies the frame in one of two ways. If the frame is untagged,
the switch assigns the frame to an associated VLAN (based on the default VLAN ID of the receiving
port). But if the frame is tagged, the switch uses the tagged VLAN ID to identify the port broadcast

domain of the frame.

Il Port Overlapping

Port overlapping can be used to allow access to commonly shared network resources among different
VLAN groups, such as file servers or printers. Note that if you implement VLANs which do not overlap,
but still need to communicate, you can connect them by enabled routing on this switch.

I Untagged VLANs

Untagged (or static) VLANSs are typically used to reduce broadcast traffic and to increase security. A
group of network users assigned to a VLAN form a broadcast domain that is separate from other VLANs
configured on the switch. Packets are forwarded only between ports that are designated for the same

VLAN. Untagged VLANs can be used to manually isolate user groups or subnets.

4.6.3 VLAN Basic Information

The VLAN Basic Information page displays basic information on the VLAN type supported by the
Managed Switch.
The VLAN Basic Information screen in Figure 4-6-1 appears.
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VLAN Basic Information

YLAMN Basic Information
Mode IEEE 802.10
Maximum VLAN ID 4094
Maximum Number of Supported VLANs 255
Current Number of VLANs 1
VLAN Learning %L
Configurahle PYID Tagging fes

Figure 4-6-1: VLAN Basic Information page screenshot

The page includes the following fields:

Object Description

e Mode Display the current VLAN mode used by this Managed Switch
B Port-Based

B [EEE 802.1Q VLAN

e Maximum VLAN ID | Maximum VLAN ID recognized by this Managed Switch.

e Maximum Number | Maximum number of VLANs that can be configured on this

of Supported Managed Switch.
VLANSs
e Current number of | Display the current number of VLANs
VLANSs
e VLAN Learning Display the VLAN learning mode. The Managed Switch supports

IVL (IVL Independent vlan learning).

e Configurable PVID | Indicates whether or not configurable PVID tagging is

Tagging implemented.

4.6.4 VLAN Port Configuration
This page is used for configuring the Managed Switch port VLAN. The VLAN per Port Configuration page

contains fields for managing ports that are part of a VLAN. The port default VLAN ID (PVID) is
configured on the VLAN Port Configuration page. All untagged packets arriving to the device are tagged
by the ports PVID.

Understand nomenclature of the Switch

I IEEE 802.1Q Tagged and Untagged
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Every port on an 802.1Q compliant switch can be configured as tagged or untagged.

o Tagged: Ports with tagging enabled will put the VID number, priority and other VLAN
information into the header of all packets that flow into those ports. If a
packet has previously been tagged, the port will not alter the packet, thus
keeping the VLAN information intact. The VLAN information in the tag can
then be used by other 802.1Q compliant devices on the network to make
packet-forwarding decisions.

e Untagged: Ports with untagging enabled will strip the 802.1Q tag from all packets that
flow into those ports. If the packet doesn't have an 802.1Q VLAN tag, the
port will not alter the packet. Thus, all packets received by and forwarded by
an untagging port will have no 802.1Q VLAN information. (Remember that
the PVID is only used internally within the Switch). Untagging is used to send
packets from an 802.1Q-compliant network device to a non-compliant

network device.

rame Income . .
Income Frame is tagged Income Frame is untagged
Frame Leave
Leave port is tagged | Frame remains tagged Tag is inserted
Leave port is . .
Tag is removed Frame remain untagged
untagged

Table 4-6-1 Ingress/Egress port with VLAN VID Tag/Untag table

Bl IEEE 802.1Q Tunneling (Q-in-Q)

IEEE 802.1Q Tunneling (QinQ) is designed for service providers carrying traffic for multiple customers
across their networks. QinQ tunneling is used to maintain customer-specific VLAN and Layer 2 protocol
configurations even when different customers use the same internal VLAN IDs. This is accomplished by
inserting Service Provider VLAN (SPVLAN) tags into the customer’s frames when they enter the service

provider’s network, and then stripping the tags when the frames leave the network.

A service provider’s customers may have specific requirements for their internal VLAN IDs and number
of VLANSs supported. VLAN ranges required by different customers in the same service-provider
network might easily overlap, and traffic passing through the infrastructure might be mixed. Assigning
a unique range of VLAN IDs to each customer would restrict customer configurations, require intensive
processing of VLAN mapping tables, and could easily exceed the maximum VLAN limit of 4096.
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The Managed Switch supports multiple VLAN tags and can therefore be used in MAN applications as a
provider bridge, aggregating traffic from numerous independent customer LANs into the MAN (Metro
Access Network) space. One of the purposes of the provider bridge is to recognize and use VLAN tags
so that the VLANSs in the MAN space can be used independent of the customers’ VLANs. This is
accomplished by adding a VLAN tag with a MAN-related VID for frames entering the MAN. When
leaving the MAN, the tag is stripped and the original VLAN tag with the customer-related VID is again
available.

This provides a tunneling mechanism to connect remote costumer VLANs through a common MAN
space without interfering with the VLAN tags. All tags use EtherType 0x8100 or 0x88A8, where 0x8100
is used for customer tags and Ox88A8 are used for service provider tags.

In cases where a given service VLAN only has two member ports on the switch, the learning can be
disabled for the particular VLAN and can therefore rely on flooding as the forwarding mechanism
between the two ports. This way, the MAC table requirements is reduced.
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VLAN Port Configuration
The VLAN Port Configuration screen in Figure 4-6-2 appears.

VLAN Port Configuration

| Mode | | EFE202.1Q v | |

1 1 F All w UnTag |+ Dizahle w
2 1 ] All w UnTag » Dizahle w
3 1 F All w UnTag |» Disakle w
4 1 [F] All w UnTaz Diisahle v
g 1 F Al w UnTag | Disakle w
5 1 i Al w UnTag | Disakle w
7 1 i Al v UnTaz + Disahle w
g 1 [F] Al v UnTaz + Dizahle w
9 1 i All w UnTaz + Disahle -
1o 1 [ Al v UnTag v Disable v

Figure 4-6-2: VLAN Port Configuration page screenshot

The page includes the following fields:

Object Description

e Port This is the logical port number for this row.

e PVID Allow assign PVID for selected port. The range for the PVID is
1-4094.

The PVID will be inserted into all untagged frames entering the
ingress port. The PVID must as same as the VLAN ID that the port
belong to VLAN group, or the untagged traffic will be dropped.

Ingress Filtering Enable ingress filtering for a port by checking the box. This
parameter affects VLAN ingress processing. If ingress filtering is
enabled and the ingress port is not a member of the classified
VLAN of the frame, the frame is discarded. By default, ingress

filtering is disabled (no checkmark).

e Accept Frame Type | Determines whether the port accepts all frames or only tagged
frames. This parameter affects VLAN ingress processing. If the
port only accepts tagged frames, untagged frames received on
the port are discarded. By default, the field is set to All.

o Link Type Allow 802.1Q Untagged or Tagged VLAN for selected port.

When adding a VLAN to selected port, it tells the switch whether
to keep or remove the tag from a frame on egress.
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- Untag: outgoing frames without VLAN-Tagged.

- Tagged: outgoing frames with VLAN-Tagged.

e Q-in-Q Mode Sets the Managed Switch to QinQ mode, and allows the QinQ
tunnel port to be configured. The default is for the Managed
Switch to function in Disable mode.

- Disable: The port operates in its normal VLAN mode. (This is
the default.)

- MAN Port: Configures IEEE 802.1Q tunneling (QinQ) for an
uplink port to another device within the service provider
network.

- Customer Port: Configures IEEE 802.1Q tunneling (QinQ) for a
client access port to segregate and preserve customer VLAN
IDs for traffic crossing the service provider network.

Set Out layer VLAN The Tag Protocol Identifier (TPID) specifies the ethertype of

tag ether type incoming packets on a tunnel access port.
- 802.1Q Tag: 8100
- VMAN Tag: 88A8
Default : 802.1Q Tag

The port must be a member of the same VLAN as the Port VLAN ID.

Buttons

: Click to save changes.

: Click to undo any changes made locally and revert to previously saved values.
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4.6.5 VLAN Membership

B Adding Static Members to VLANs (VLAN Index)

Use the VLAN Static Table to configure port members for the selected VLAN index. The VLAN
membership configuration for the selected stack switch / unit switch can be monitored and modified
here. Up to 255 VLANSs are supported. This page allows for adding and deleting VLANs as well as adding
and deleting port members of each VLAN. The VLAN Membership screen in Figure 4-6-3 appears.

VLAN Membership Configuration

Start from WLAN |1 with |20 entries per page.

[REfrESh”I::{”}}]

Port Members
DeletE|UL.ﬂ.NID‘ YLAM Mame 1|2|3|4|5|ﬁ‘?|8|9|1l]
O 1 defanlt

Figure 4-6-3: VLAN Membership Configuration page screenshot

The page includes the following fields:

Object Description

e Delete To delete a VLAN entry, check this box.
The entry will be deleted on all stack switch units during the next
Save.

e VLAN ID Indicates the ID of this particular VLAN.

e VLAN Name Indicates the name of the VLAN. Maximum length of the VLAN

Name String is 32. VLAN Name can only contain alphabets or
numbers. VLAN name should contain at least one alphabet. VLAN
name can be edited for the existing VLAN entries or it can be

added to the new entries.

Port Members A row of check boxes for each port is displayed for each VLAN ID.

To include a port in a VLAN, check the box. To remove or exclude
the port from the VLAN, make sure the box is unchecked. By
default, no ports are members, and all boxes are unchecked.
Adding a New Click to add a new VLAN ID. An empty row is added to the table,
VLAN and the VLAN can be configured as needed. Legal values for a
VLAN ID are 1 through 4095.

The VLAN is enabled on the selected stack switch unit when you

click on "Save". The VLAN is thereafter present on the other stack
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switch units, but with no port members.

A VLAN without any port members on any stack unit will be
deleted when you click "Save".

The button can be used to undo the addition of new VLANSs.

Buttons
A 1EW EnTY ). Click to add new VLAN.
: Click to save changes.
: Click to undo any changes made locally and revert to previously saved values.
@: Refreshes the displayed table starting from the "VLAN ID" input fields.
: Updates the table starting from the first entry in the VLAN Table, i.e. the entry with the lowest
VLAN ID.

: Updates the table, starting with the entry after the last entry currently displayed.

4.6.6 VLAN Membership Status

This page provides an overview of membership status for VLAN users. The VLAN Membership Status

screen in Figure 4-6-4 appears.

VLAN Membership Status for Static User

Statlc -

Start from WLAMN |1 wiith |20 entries per page.

Port Members
vian 1D |1|2[3]4|s]6|7|8|9]10
1

Auto-refresh [

Figure 4-6-4: VLAN Membership Status for Static User page screenshot

The page includes the following fields:

Object Description

e VLANID Indicates the ID of this particular VLAN.

e Port Members The VLAN Membership Status Page shall show the current VLAN
port members for all VLANs configured by a selected VLAN User
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(selection shall be allowed by a Combo Box). When ALL VLAN
Users is selected, it shall show this information for all the VLAN
Users, and this is the default. VLAN membership allows the
frames Classified to the VLAN ID to be forwarded to the
respective VLAN member ports.

e VLAN User A VLAN User is a module that uses services of the VLAN

management functionality to configure VLAN memberships and

VLAN port configuration such as PVID, UVID. Currently we
support following VLAN :

- CLI/Web/SNMP: This is referred as static.

- NAS: NAS provides port-based authentication, which involves
communications between a Supplicant, Authenticator, and an
Authentication Server.

- Voice VLAN: Voice VLAN is a VLAN configured specially for
voice traffic typically originating from IP phones.

- MVR: MVR is used to eliminate the need to duplicate multicast
traffic for subscribers in each VLAN. Multicast traffic for all
channels is sent only on a single (multicast) VLAN.

- MSTP: The 802.1s Multiple Spanning Tree protocol (MSTP)
uses VLANSs to create multiple spanning trees in a network,
which significantly improves network resource utilization
while maintaining a loop-free environment.

Buttons
Static *: Select VLAN Users from this drop down list.
Auto-refresh i-:: Check this box to enable an automatic refresh of the page at regular intervals.

W: Click to refresh the page immediately.
: Updates the table starting from the first entry in the VLAN Table, i.e. the entry with the lowest

VLAN ID.

: Updates the table, starting with the entry after the last entry currently displayed.
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This page provides VLAN Port Status. The VLAN Port Status screen in Figure 4-6-5 appears.

VLAN Port Status for Static User

Static w

Purt| PYID | Port Type | Ingress Filtering | Frame Type | T= Tag | uviD | Conflicts
1 1 Undware Disabled Al Untag_this 1 Mo
2 1 Undware Disabled Al Untag_this 1 Mo
3 1 Undware Disabled Al Untag_this 1 Mo
4 1 Undware Disabled Al Untag_this 1 Mo
5 1 Undware Disabled Al Untag_this 1 Mo
B 1 Undware Disabled Al Untag_this 1 Mo
7 1 Undware Disabled Al Untag_this 1 Mo
8 1 Undware Disabled Al Untag_this 1 Mo
9 1 Unfware Digabled Al Untag_this 1 Mo
10 1 Unfware Digabled Al Untag this 1 Mo

Auto-refresh [

Figure 4-6-5: VLAN Port Status for Static User page screenshot

The page includes the following fields:

Object Description

e Port The logical port for the settings contained in the same row.

e PVID Shows the VLAN identifier for that port. The allowed values are 1
through 4095. The default value is 1.

e Port Type Show the VLAN Awareness for the port.

If VLAN awareness is enabled, the tag is removed from tagged
frames received on the port. VLAN tagged frames are classified to
the VLAN ID in the tag.

If VLAN awareness is disabled, all frames are classified to the Port
VLAN ID and tags are not removed.

Ingress Filtering

Show the ingress filtering for a port. This parameter affects VLAN
ingress processing. If ingress filtering is enabled and the ingress
port is not a member of the classified VLAN of the frame, the
frame is discarded.

e Frame Type Shows whether the port accepts all frames or only tagged frames.
This parameter affects VLAN ingress processing. If the port only
accepts tagged frames, untagged frames received on that port
are discarded.

e TxTag Shows egress filtering frame status whether tagged or untagged.

e UVID Shows UVID (untagged VLAN ID). Port's UVID determines the
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packet's behavior at the egress side.

e Conflicts Shows status of Conflicts whether exists or Not. When a Volatile
VLAN User requests to set VLAN membership or VLAN port
configuration, the following conflicts can occur:

Functional Conflicts between features.

Conflicts due to hardware limitation.

Direct conflict between user modules.

e VLAN User A VLAN User is a module that uses services of the VLAN
management functionality to configure VLAN memberships and

VLAN port configuration such as PVID, UVID. Currently we
support following VLAN :

- CLI/Web/SNMP : This is referred as static.

- NAS : NAS provides port-based authentication, which involves
communications between a Supplicant, Authenticator, and an
Authentication Server.

- Voice VLAN : Voice VLAN is a VLAN configured specially for
voice traffic typically originating from IP phones.

- MVR : MVR is used to eliminate the need to duplicate
multicast traffic for subscribers in each VLAN. Multicast traffic
for all channels is sent only on a single (multicast) VLAN.

- MSTP : The 802.1s Multiple Spanning Tree protocol (MSTP)
uses VLANSs to create multiple spanning trees in a network,

which significantly improves network resource utilization

while maintaining a loop-free environment.

Buttons

SRt ¥: Select VLAN Users from this drop down list.

Auto-refresh i-i: Check this box to enable an automatic refresh of the page at regular intervals.

: Click to refresh the page immediately.

4.6.8 Private VLAN

The Private VLAN membership configurations for the switch can be monitored and modified here.
Private VLANs can be added or deleted here. Port members of each Private VLAN can be added or

removed here.
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Private VLANSs are based on the source port mask, and there are no connections to VLANs. This means
that VLAN IDs and Private VLAN IDs can be identical.

A port must be a member of both a VLAN and a Private VLAN to be able to forward packets. By default,
all ports are VLAN unaware and members of VLAN 1 and Private VLAN 1.

A VLAN unaware port can only be a member of one VLAN, but it can be a member of multiple Private
VLANSs.

The Private VLAN screen in Figure 4-6-6 appears.

Private VLAN Membership Configuration

Port Members
DeletE|PULANID 1|2|3|4|5|ﬁ|?|8|9|1ﬂ
F L 2 I 2 3 O £ I 0 O I R

| £dd new Private VLAN |

Figure 4-6-6: Private VLAN Membership Configuration page screenshot

The page includes the following fields:

Object Description

e Delete To delete a private VLAN entry, check this box. The entry will be
deleted during the next save.

e Private VLAN ID Indicates the ID of this particular private VLAN.

e Port Members A row of check boxes for each port is displayed for each private

VLAN ID. To include a port in a Private VLAN, check the box. To
remove or exclude the port from the Private VLAN, make sure the
box is unchecked. By default, no ports are members, and all

boxes are unchecked.

Buttons
[ £dd new Private VLAN . cjick to add new VLAN.

: Click to save changes.

: Click to undo any changes made locally and revert to previously saved values.
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4.6.9 Port Isolation
Overview
When a VLAN is configured to be a private VLAN, communication between ports within that VLAN can
be prevented. Two application examples are provided in this section:
e Customers connected to an ISP can be members of the same VLAN, but they are not allowed to
communicate with each other within that VLAN.
e Servers in a farm of web servers in a Demilitarized Zone (DMZ) are allowed to communicate with
the outside world and with database servers on the inside segment, but are not allowed to

communicate with each other

Promiscuous

- ~

Promiscuous

Permit |

Public Servers

Access Deny Access Deny Access Deny

Private VLAN / Port Isolate

For private VLANSs to be applied, the switch must first be configured for standard VLAN operation when
this is in place, one or more of the configured VLANs can be configured as private VLANs. Ports in a
private VLAN fall into one of these two groups:
B Promiscuous ports

— Ports from which traffic can be forwarded to all ports in the private VLAN

— Ports which can receive traffic from all ports in the private VLAN
B Isolated ports

— Ports from which traffic can only be forwarded to promiscuous ports in the private VLAN

— Ports which can receive traffic from only promiscuous ports in the private VLAN

The configuration of promiscuous and isolated ports applies to all private VLANs. When traffic comes in

on a promiscuous port in a private VLAN, the VLAN mask from the VLAN table is applied. When traffic

comes in on an isolated port, the private VLAN mask is applied in addition to the VLAN mask from the
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VLAN table. This reduces the ports to which forwarding can be done to just the promiscuous ports
within the private VLAN.

This page is used for enabling or disabling port isolation on ports in a Private VLAN. A port member of a
VLAN can be isolated to other isolated ports on the same VLAN and Private VLAN. The Port Isolation
screen in Figure 4-6-7 appears.

Port Isolation Configuration

Port Mumber
3[la]s|[e][7F[8][9][10
OO0O0O0O0O00OO

Figure 4-6-7: Port Isolation Configuration page screenshot

1]2
0 O

The page includes the following fields:

Object Description

e Port Members A check box is provided for each port of a private VLAN. When
checked, port isolation is enabled on that port. When unchecked,
port isolation is disabled on that port. By default, port isolation is
disabled on all ports.

Buttons

: Click to save changes.

: Click to undo any changes made locally and revert to previously saved values.

4.6.10 VLAN setting example:

- Separate VLAN
- 802.1Q VLAN Trunk
- Port Isolate

4.6.10.1 Two separate 802.1Q VLAN

The diagram shows how the Managed Switch handle Tagged and Untagged traffic flow for two VLANSs.
VLAN Group 2 and VLAN Group 3 are separated VLAN. Each VLAN isolate network traffic so only
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members of the VLAN receive traffic from the same VLAN members. The screen in Figure 4-6-8 appears
and Table 4-6-9 describes the port configuration of the Managed Switches.

!" \‘ I’ \i
' I ' '
: !
i !
" I
i |
I
: '
" i
i |
! p |
! I ! i
: ‘ | | ‘ |
i ! |

I . o |
O30 0 SO0 |
|y amy =y L ey ) = !
I PC-1 PC-2 PC-3 | | PC-4 PC-5 PC-6 i
: (Untagged) (Untagged) (Tagged) : : (Untagged) (Untagged) (Tagged) :

| I
I I
: VLAN 2 I ! VLAN 3 |
N P N !

Figure 4-6-8: two separate VLAN diagram

VLAN Group 1 1 Port-7 ~ Port-10 N/A
VLAN Group 2 2 Port-1,Port-2 Port-3
VLAN Group 3 3 Port-4,Port-5 Port-6

Table 4-1: VLAN and Port Configuration

The scenario described as follow:
m  Untagged packet entering VLAN 2

1. While [PC-1] transmit an untagged packet enters Port-1, the Managed Switch will tag it with
a VLAN Tag=2. [PC-2] and [PC-3] will received the packet through Port-2 and Port-3.

2. [PC-4], [PC-5] and [PC-6] received no packet.
3. While the packet leaves Port-2, it will be stripped away on tag becoming an untagged packet.
4. While the packet leaves Port-3, it will keep it as a tagged packet with VLAN Tag=2.

B Tagged packet entering VLAN 2

5. While [PC-3] transmit a tagged packet with VLAN Tag=2 enters Port-3, [PC-1] and [PC-2] will
received the packet through Port-1 and Port-2.

6.  While the packet leaves Port-1 and Port-2, it will be stripped away on a tag becoming an
untagged packet.
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B Untagged packet entering VLAN 3

1. While [PC-4] transmit an untagged packet enters Port-4, the switch will tag it with a VLAN
Tag=3. [PC-5] and [PC-6] will received the packet through Port-5 and Port-6.

2. While the packet leaves Port-5, it will be stripped away on a tag becoming an untagged
packet.

3.  While the packet leaves Port-6, it will keep as a tagged packet with VLAN Tag=3.

At this example, VLAN Group 1 just set as default VLAN, but only focus on VLAN 2

and VLAN 3 traffic flow

Note

Setup steps

1. Create VLAN Group

Set VLAN Group 1 = Default-VLAN with VID (VLAN ID) =1
Add two VLANs — VLAN 2 and VLAN 3

VLAN Group 2 with VID=2

VLAN Group 3 with VID=3
2. Assign VLAN Member :

VLAN 2 : Port-1, Port-2 and Port-3

VLAN 3 : Port-4, Port-5 and Port-6

VLAN 1: All other ports — Port-7~Port-24
3. Remove VLAN Member for VLAN 1:

Remember to remove the Port 1 — Port 6 from VLAN 1 membership, since the Port 1 — Port 6
had been assigned to VLAN 2 and VLAN 3.

Port Members

Delete | VLAMN ID| YLAM Mame 1(2(3(4(5]|6 | F | 8 | a9 |1l]

O 1 defanlt| EIEIEEEE AV
VLANZ [ | I [ [
VLAN3 FEEI 1O

Figure 4-6-9 Add new VLAN group, assign VLAN members for VLAN 2 and VLAN 3 and remove specify
ports from VLAN 1 member

It’s import to remove the VLAN members from VLAN 1 configuration. Or the ports
would become overlap setting. ( About the overlapped VLAN configuration, see
next VLAN configure sample)

4. Assign PVID for each port:
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Port-1, Port-2 and Port-3 : PVID=2
Port-4, Port-5 and Port-6 : PVID=3
Port-7~Port-24: PVID=1

5. Enable VLAN Tag for specific ports

Link Type: Port-3 (VLAN-2) and Port-6 (VLAN-3)
The Per Port VLAN configuration in Figure 4-6-10 appears.

Ingress Acceptable ) ) Set out layer

Port| PYID | foyering| Frame | LinkType | Q-in-QMode | VLAN tag
Type ether type

1 O (A1 w| [UnTag v |Disakle v | |
2 O Al | |UnTag +| | Disatle v| | |
3 O Al w| | Tagzed v || |Disakle v | |
4 O (A1 v | |UnTag v |Disakle v| | |
s | 3] O [ v [Ulev| Dse v | |
s | Ll O TV [Dicle | | |
7 o Al v| |UnTag v| |Disakle v| | |
8 1 O (AL v |UnTag +| |Disakle v| | |
g 1 O (Al w| |UnTag v |Disakle v| | |
10 1 O (Al v | |UnTag v |Disakle v| | |

Figure 4-6-10: Port 1-Port 6 VLAN Configurations

4.6.10.2 VLAN Trunking between two 802.1Q aware switch

In VLAN Trunking below, it uses the “Uplink” to connect to other switches. VLANSs are separated at
different switches, but they need to access with other switches within the same VLAN group. The
screen in Figure 4-6-11 appears.
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Setup steps

1. Create VLAN Group

Set VLAN Group 1 = Default-VLAN with VID (VLAN ID) =1
Add two VLANs — VLAN 2 and VLAN 3

VLAN Group 2 with VID=2

VLAN Group 3 with VID=3
2. Assign VLAN Member :

VLAN 2 : Port-1, Port-2 and Port-3

VLAN 3 : Port-4, Port-5 and Port-6

VLAN 1: All other ports — Port-7~Port-24
About the VLAN ports connect to the hosts, please refer to 4.6.10.1 examples. The following steps will
focus on the VLAN Trunk port configuration.
1. Specify Port-8 to be the 802.1Q VLAN Trunk port.

2. Assign Port-8 to both VLAN 2 and VLAN 3 at the VLAN Member configuration page.

3. Define a VLAN 1 as a “Public Area” that overlapping with both VLAN 2 members and VLAN 3
members.
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4. Assign the VLAN Trunk Port to be the member of each VLAN — which wants to be aggregated. At
this sample, add Port-8 to be VLAN 2 and VLAN 3 member port. The screen in Figure 4-6-12

appears.

Port Members
DeletE|ULnNID‘ YLAMN Mame 1|2|3|4|5|ﬁ‘?|8|9|1ﬂ
] 1 default
n 2 VLAND VWAL L L L IR [
O R N ¥ 7 7 | o 2 [ o

Figure 4-6-12: VLAN overlap port setting & VLAN 1 — The public area member assign

5. Specify Port-8 to be the 802.1Q VLAN Trunk port, and the Trunking port must be a Tagged port

while egress. The Port-8 configuration as the following screen in Figure 4-6-13.

a 1 il All w Tagzed + Disable w
Figure 4-6-13: The configuration of VLAN Trunk port

That is, although the VLAN 2 members: Port-1 to Port-3 and VLAN 3 members: Port-4 to Port-6 also
belongs to VLAN 1. But with different PVID settings, packets form VLAN 2 or VLAN 3 is not able to
access to the other VLAN.

6. Repeat Step 1 to 5, setup the VLAN Trunk port at the partner switch and add more VLANSs to join
the VLAN trunk, repeat Step 1 to 3 to assign the Trunk port to the VLANSs.

4.6.10.3 Port Isolate

The diagram shows how the Managed Switch handles isolate and promiscuous ports and the each PC
are not able to access each other PCs of each isolate port. But they all need to access with the same
server/AP/Printer. The screen in Figure 4-6-14 appears. This section will show you how to configure the
port for the server — that could be accessed by each isolate port.
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( Intern

Promiscuous

Public Servers

A

Port6

Pioriiscuous

&
N
=
L

Port 1 ® Port 2 @ Port 3 ® Port 4

VLAN 1: Private VLAN VLAN 2 : Private VLAN

Setup steps

1. Assign Port Mode

Set Port-1~Port-4 in Isolate port.
Set Port5 and Port-6 in Promiscuous port. The screen in Figure 4-6-15 appears.

Port Wumber
s|le[7]8]9]10
OO0OnOnOn

|
]
[
=]+

Figure 4-6-15: The configuration of Isolate and Promiscuous port

2. Assign VLAN Member :

VLAN 1 : Port-1, Port-2, Port-5 and Port-3
VLAN 2: Port-3~Port-6. The screen in Figure 4-6-16 appears.
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Port Members

DeletE|P‘|.|"L.ﬂ.NID 1(2(3(4]|5 ﬁ|?‘3|9|1l]

¥ M A L] ] V] ][] [
[] 2 [1[] 0l ] O] 0] ]

Figure 4-6-16: Private VLAN port setting

4.6.11 MAC-based VLAN
The MAC-based VLAN entries can be configured here. This page allows for adding and deleting

MAC-based VLAN entries and assigning the entries to different ports. This page shows only static

entries. The MAC-based VLAN screen in Figure 4-6-17 appears.

MAC-based VLAN Membership Configuration

[Rﬁ"ﬁh][k{][}}]

Port Members

Delete | MAC Address | YLAM ID 1|2‘3|4|5|ﬁ|?|8|9|1l]

Currently no entries present

Figure 4-6-17: MAC-based VLAN Membership Configuration page screenshot

The page includes the following fields:

Object

Description

e Delete

To delete a MAC-based VLAN entry, check this box and press
save. The entry will be deleted in the stack.

e MAC Address

Indicates the MAC address.

e VLANID

Indicates the VLAN ID.

e Port Members

A row of check boxes for each port is displayed for each
MAC-based VLAN entry. To include a port in a MAC-based VLAN,
check the box. To remove or exclude the port from the
MAC-based VLAN, make sure the box is unchecked. By default, no
ports are members, and all boxes are unchecked.

Buttons

Addnew ety |, Click to add a new MAC-based VLAN entry.
: Click to save changes.

: Click to undo any changes made locally and revert to previously saved values.

138



IFS NS53502-8P-2S User Manual

4.6.12 MAC-based VLAN Status

This page shows MAC-based VLAN entries configured by various MAC-based VLAN users. The
MAC-based VLAN Status screen in Figure 4-6-18 appears.

MAC-based VLAN Membership Configuration for User Static

Static w

Port Members

MAC Address|\r‘LﬂN ID 1‘2|3|4|5|ﬁ|?|8|9|1l]

Mo data exists for the user

Auto-refresh [

Figure 4-6-18: MAC-based VLAN Membership Configuration for User Static page screenshot

The page includes the following fields:

Object

Description

e MAC Address

Indicates the MAC address.

e VLANID

Indicates the VLAN ID.

e Port Members

Port members of the MAC-based VLAN entry.

Buttons

Auto-refresh i.i: Check this box to enable an automatic refresh of the page at regular intervals.

Eefiesh

: Click to refresh the page immediately.
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4.6.13 Protocol-based VLAN

This page allows you to add new protocols to Group Name (unique for each Group), mapping entries as
well as allowing you to see and delete already mapped entries for the switch. The Protocol-based VLAN

screen in Figure 4-6-19 appears.

Protocol to Group Mapping Table

Delete | Frame Type | Value | Group Mame

Mo Group entry found!

Auto-refresh [

Figure 4-6-19: Protocol to Group Mapping Table page screenshot

The page includes the following fields:

Object Description

e Delete To delete a Protocol to Group Name map entry, check this box.

The entry will be deleted on the switch during the next Save.

e Frame Type Frame Type can have one of the following values:
1. Ethernet
2. LLC
3. SNAP

Note: On changing the Frame type field, valid value of the
following text field will vary depending on the new frame type
you selected.

e Value Valid value that can be entered in this text field depends on the
option selected from the preceding Frame Type selection menu.
Below is the criteria for three different Frame Types:

1. For Ethernet: Values in the text field when Ethernet is
selected as a Frame Type is called etype. Valid values for
etype ranges from 0x0600-0xffff

2. For LLC: Valid value in this case is comprised of two
different sub-values.

a. DSAP: 1-byte long string (0x00-0xff)
b. SSAP: 1-byte long string (0x00-0xff)
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3. For SNAP: Valid value in this case also is comprised of two
different sub-values.
a.0Ul: OUI (Organizationally Unique Identifier) is value in
format of xx-xx-xx where each pair (xx) in string is a
hexadecimal value ranges from 0x00-0xff.
b. PID: If the OUl is hexadecimal 000000, the protocol ID
is the Ethernet type (EtherType) field value for the
protocol running on top of SNAP; if the OUl is an OUI for a
particular organization, the protocol ID is a value assigned
by that organization to the protocol running on top of
SNAP.
In other words, if value of OUI field is 00-00-00 then value
of PID will be etype (0x0600-0xffff) and if value of OUl is
other than 00-00-00 then valid value of PID will be any
value from 0x0000 to Oxffff.

e Group Name A valid Group Name is a unique 16-character long string for every
entry which consists of a combination of alphabets (a-z or A-Z)
and integers (0-9).

Note: special character and underscore (_) are not allowed.

Buttons
: Click to add a new entry in mapping table.

: Click to save changes.

: Click to undo any changes made locally and revert to previously saved values.

4.6.14 Protocol-based VLAN Membership

This page allows you to map an already configured Group Name to a VLAN for the switch. The Group
Name to VLAN Mapping Table screen in Figure 4-6-20 appears.
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Group Name to VLAN Mapping Table

Port Members
Delete | Group Name | YLAMN ID 1|2‘3|4|5|ﬁ|?|8|9|1ﬂ
Mo Group entries

Auto-refresh [

Figure 4-6-20: Group Name to VLAN Mapping Table page screenshot

The page includes the following fields:

Object Description

e Delete To delete a Group Name to VLAN map entry, check this box. The
entry will be deleted on the switch during the next Save

e Group Name A valid Group Name is a string of almost 16 characters which
consists of a combination of alphabets (a-z or A-Z) and integers
(0-9), no special character is allowed. Whichever Group name you
try map to a VLAN must be present in Protocol to Group mapping
table and must not be preused by any other existing mapping
entry on this page.

e VLANID Indicates the ID to which Group Name will be mapped. A valid
VLAN ID ranges from 1-4095.
e Port Members A row of check boxes for each port is displayed for each Group

Name to VLAN ID mapping. To include a port in a mapping, check
the box. To remove or exclude the port from the mapping, make
sure the box is unchecked. By default, no ports are members, and

all boxes are unchecked.

Buttons

: Click to save changes.

: Click to undo any changes made locally and revert to previously saved values.
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4.7 Spanning Tree Protocol

4.7.1 Theory

The Spanning Tree protocol can be used to detect and disable network loops, and to provide backup
links between switches, bridges or routers. This allows the switch to interact with other bridging
devices in your network to ensure that only one route exists between any two stations on the network,
and provide backup links which automatically take over when a primary link goes down. The spanning
tree algorithms supported by this switch include these versions:

B STP - Spanning Tree Protocol (IEEE 802.1D)

B RSTP - Rapid Spanning Tree Protocol (IEEE 802.1w)

B MSTP - Multiple Spanning Tree Protocol (IEEE 802.1s)

The IEEE 802.1D Spanning Tree Protocol and IEEE 802.1w Rapid Spanning Tree Protocol allow for the
blocking of links between switches that form loops within the network. When multiple links between
switches are detected, a primary link is established. Duplicated links are blocked from use and become
standby links. The protocol allows for the duplicate links to be used in the event of a failure of the
primary link. Once the Spanning Tree Protocol is configured and enabled, primary links are established
and duplicated links are blocked automatically. The reactivation of the blocked links (at the time of a
primary link failure) is also accomplished automatically without operator intervention.
This automatic network reconfiguration provides maximum uptime to network users. However, the
concepts of the Spanning Tree Algorithm and protocol are a complicated and complex subject and must
be fully researched and understood. It is possible to cause serious degradation of the performance of
the network if the Spanning Tree is incorrectly configured. Please read the following before making any
changes from the default values.
The Switch STP performs the following functions:
B Creates a single spanning tree from any combination of switching or bridging elements.
B Creates multiple spanning trees — from any combination of ports contained within a single
switch, in user specified groups.
B Automatically reconfigures the spanning tree to compensate for the failure, addition, or
removal of any element in the tree.

B Reconfigures the spanning tree without operator intervention.

Bridge Protocol Data Units

For STP to arrive at a stable network topology, the following information is used:
B The unique switch identifier
B The path cost to the root associated with each switch port
B The port identifier

STP communicates between switches on the network using Bridge Protocol Data Units (BPDUs). Each
BPDU contains the following information:
B The unique identifier of the switch that the transmitting switch currently believes is the root

switch
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B The path cost to the root from the transmitting port
B The port identifier of the transmitting port
The switch sends BPDUs to communicate and construct the spanning-tree topology. All switches
connected to the LAN on which the packet is transmitted will receive the BPDU. BPDUs are not directly
forwarded by the switch, but the receiving switch uses the information in the frame to calculate a
BPDU, and, if the topology changes, initiates a BPDU transmission.
The communication between switches via BPDUs results in the following:
B One switch is elected as the root switch
B The shortest distance to the root switch is calculated for each switch
B A designated switch is selected. This is the switch closest to the root switch through which
packets will be forwarded to the root.
B A port for each switch is selected. This is the port providing the best path from the switch to
the root switch.
B Portsincluded in the STP are selected.

Creating a Stable STP Topology

It is to make the root port a fastest link. If all switches have STP enabled with default settings, the
switch with the lowest MAC address in the network will become the root switch. By increasing the
priority (lowering the priority number) of the best switch, STP can be forced to select the best switch as
the root switch.

When STP is enabled using the default parameters, the path between source and destination stations
in a switched network might not be ideal. For instance, connecting higher-speed links to a port that has

a higher number than the current root port can cause a root-port change.

STP Port States

The BPDUs take some time to pass through a network. This propagation delay can result in topology
changes where a port that transitioned directly from a Blocking state to a Forwarding state could
create temporary data loops. Ports must wait for new network topology information to propagate
throughout the network before starting to forward packets. They must also wait for the packet lifetime
to expire for BPDU packets that were forwarded based on the old topology. The forward delay timer is
used to allow the network topology to stabilize after a topology change. In addition, STP specifies a
series of states a port must transition through to further ensure that a stable network topology is

created after a topology change.

Each port on a switch using STP exists is in one of the following five states:
B Blocking — the port is blocked from forwarding or receiving packets
B Listening — the port is waiting to receive BPDU packets that may tell the port to go back to
the blocking state
B [RLearning — the port is adding addresses to its forwarding database, but not yet forwarding
packets
B Forwarding — the port is forwarding packets
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B Disabled — the port only responds to network management messages and must return to the

A port transitions from one state to another as follows:

blocking state first

From initialization (switch boot) to blocking
From blocking to listening or to disabled
From listening to learning or to disabled
From learning to forwarding or to disabled
From forwarding to disabled

From disabled to blocking

Switch

A

Blocking

Listening

Y

Learning

Y

Disable

Forwarding

Figure 4-7-1: STP Port State Transitions

You can modify each port state by using management software. When you enable STP, every port on

every switch in the network goes through the blocking state and then transitions through the states of

listening and learning at power up. If properly configured, each port stabilizes to the forwarding or

blocking state. No packets (except BPDUs) are forwarded from, or received by, STP enabled ports until

the forwarding state is enabled for that port.
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2. STP Parameters

STP Operation Levels

The Switch allows for two levels of operation: the switch level and the port level. The switch level forms
a spanning tree consisting of links between one or more switches. The port level constructs a spanning

tree consisting of groups of one or more ports. The STP operates in much the same way for both levels.

On the switch level, STP calculates the Bridge Identifier for each switch and then
sets the Root Bridge and the Designated Bridges.
On the port level, STP sets the Root Port and the Designated Ports.

The following are the user-configurable STP parameters for the switch level:

Parameter Description Default Value
Bridge Identifier(Not A combination of the User-set 32768 + MAC
user configurable priority and the switch’s MAC
except by setting address.
priority below) The Bridge Identifier consists of two

parts:

a 16-bit priority and a 48-bit
Ethernet MAC address 32768 +
MAC
Priority A relative priority for each switch— | 32768
lower numbers give a higher
priority and a greater chance of a
given switch being elected as the
root bridge
Hello Time The length of time between 2 seconds
broadcasts of the hello message by
the switch
Maximum Age Timer Measures the age of a received 20 seconds
BPDU for a port and ensures that
the BPDU is discarded when its age
exceeds the value of the maximum
age timer.
Forward Delay Timer The amount time spent by a portin | 15 seconds
the learning and listening states
waiting for a
BPDU that may return the port to
the blocking state.
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The following are the user-configurable STP parameters for the port or port group level:

Variable Description Default Value
Port A relative priority for each 128
Priority port —lower numbers give a higher

priority and a greater chance of a
given port being elected as the root

port
Port Cost A value used by STP to evaluate 200,000-100Mbps Fast
paths — STP calculates path costs Ethernet ports
and selects the path with the 20,000-1000Mbps Gigabit
minimum cost as the active path Ethernet ports
0 - Auto
Default Spanning-Tree Configuration
Feature Default Value
Enable state STP disabled for all
ports

Port priority 128

Port cost 0

Bridge Priority 32,768

User-Changeable STA Parameters
The Switch’s factory default setting should cover the majority of installations. However, it is advisable
to keep the default settings as set at the factory; unless, it is absolutely necessary. The user changeable

parameters in the Switch are as follows:

Priority — A Priority for the switch can be set from 0 to 65535. 0 is equal to the highest Priority.

Hello Time — The Hello Time can be from 1 to 10 seconds. This is the interval between two
transmissions of BPDU packets sent by the Root Bridge to tell all other Switches that it is indeed the
Root Bridge. If you set a Hello Time for your Switch, and it is not the Root Bridge, the set Hello Time will

be used if and when your Switch becomes the Root Bridge.

The Hello Time cannot be longer than the Max. Age. Otherwise, a

configuration error will occur.

Max. Age — The Max Age can be from 6 to 40 seconds. At the end of the Max Age, if a BPDU has still not
been received from the Root Bridge, your Switch will start sending its own BPDU to all other Switches
for permission to become the Root Bridge. If it turns out that your Switch has the lowest Bridge

Identifier, it will become the Root Bridge.
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Forward Delay Timer — The Forward Delay can be from 4 to 30 seconds. This is the time any port on the

Switch spends in the listening state while moving from the blocking state to the forwarding state.

Observe the following formulas when setting the above parameters:
Max. Age _ 2 x (Forward Delay - 1 second)

Max. Age _ 2 x (Hello Time + 1 second)

Port Priority — A Port Priority can be from 0 to 240. The lower the number, the greater the probability
the port will be chosen as the Root Port.

Port Cost — A Port Cost can be set from 0 to 200000000. The lower the number, the greater the
probability the port will be chosen to forward packets.

3. lllustration of STP

A simple illustration of three switches connected in a loop is depicted in the below diagram. In this
example, you can anticipate some major network problems if the STP assistance is not applied.

If switch A broadcasts a packet to switch B, switch B will broadcast it to switch C, and switch C will
broadcast it to back to switch A and so on. The broadcast packet will be passed indefinitely in a loop,
potentially causing a network failure. In this example, STP breaks the loop by blocking the connection
between switch B and C. The decision to block a particular connection is based on the STP calculation
of the most current Bridge and Port settings.

Now, if switch A broadcasts a packet to switch C, then switch C will drop the packet at port 2 and the
broadcast will end there. Setting-up STP using values other than the defaults, can be complex.
Therefore, you are advised to keep the default factory settings and STP will automatically assign root
bridges/ports and block loop connections. Influencing STP to choose a particular switch as the root
bridge using the Priority setting, or influencing STP to choose a particular port to block using the Port

Priority and Port Cost settings is, however, relatively straight forward.
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- LAN1 | o
I Port cost = 200,000
A Port 3
Bridge ID = 15

| Port 1 I Port 2

Port cost = 20,000

Port cost = 20,000

Port cost = 20,000 Port cost = 20,000

5 (=) C (=]

Bridge ID = 30 Bridge ID = 20

Port cost = 200,000

[ Port cost = 200,000 I Port cost = 200,000
LAN2 - 44— ANZ—MMMMPp

Figure 4-7-5: Before Applying the STA Rules

In this example, only the default STP values are used.

- LAN1 | o

I

A Port 3

Root Bridge

| Port 1 | Port 2

Designated Port

Designated Port

Root Port Root Port

5 (=) ¢ =]

Designated Bridge

LANZ o 4— I AN3—Mp

Figure 4-7-6: After Applying the STA Rules
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The switch with the lowest Bridge ID (switch C) was elected the root bridge, and the ports were
selected to give a high port cost between switches B and C. The two (optional) Gigabit ports (default
port cost = 20,000) on switch and are connected to one (optional) Gigabit port on both switch B and C.
The redundant link between switch B and C is deliberately chosen as a 100 Mbps Fast Ethernet link
(default port cost = 200,000). Gigabit ports could be used, but the port cost should be increased from
the default to ensure that the link between switch B and switch C is the blocked link.

4.7.2 STP System Configuration

This page allows you to configure STP system settings. The settings are used by all STP Bridge instances

in the Switch or switch Stack. The Managed Switch support the following Spanning Tree protocols:

« Compatiable -- Spanning Tree Protocol (STP):Provides a single path between end stations,

avoiding and eliminating loops.

+ Normal -- Rapid Spanning Tree Protocol (RSTP) : Detects and uses of network topologies that
provide faster spanning tree convergence, without creating forwarding loops.

+ Extension — Multiple Spanning Tree Protocol (MSTP) : Defines an extension to RSTP to
further develop the usefulness of virtual LANs (VLANSs). This "Per-VLAN" Multiple Spanning
Tree Protocol configures a separate Spanning Tree for each VLAN group and blocks all but

one of the possible alternate paths within each Spanning Tree.

The STP System Configuration screen in Figure 4-7-7 appears.

STP Bridge Configuration

Basic Settings

Protocol VYersion METF i
Bridge Priority 123 b
Forward Delay 15

Max Age 0
Maximum Hop Count | |20
Transmit Hold Count | |&

Advanced Settings

Edge Port BPDU Filtering ]
Edge Port BPDU Guard Ol
Port Error Recovery O

Port Error Becovery Timeout

Figure 4-7-7: STP Bridge Configuration page screenshot
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The page includes the following fields:

Basic Settings

Object

Description

e Protocol Version

The STP protocol version setting. Valid values are STP, RSTP and
MSTP.

Bridge Priority

Controls the bridge priority. Lower numeric values have better
priority. The bridge priority plus the MSTI instance number,
concatenated with the 6-byte MAC address of the switch forms a
Bridge Identifier.

For MSTP operation, this is the priority of the CIST. Otherwise,
this is the priority of the STP/RSTP bridge.

Forward Delay

The delay used by STP Bridges to transition Root and Designated
Ports to Forwarding (used in STP compatible mode). Valid values
are in the range 4 to 30 seconds

-Default: 15

-Minimum: The higher of 4 or [(Max. Message Age / 2) + 1]

-Maximum: 30

Max Age

The maximum age of the information transmitted by the Bridge
when it is the Root Bridge. Valid values are in the range 6 to 40
seconds.

-Default: 20

-Minimum: The higher of 6 or [2 x (Hello Time + 1)].

-Maximum: The lower of 40 or [2 x (Forward Delay -1)]

Maximum Hop
Count

This defines the initial value of remaining Hops for MSTI
information generated at the boundary of an MSTI region. It
defines how many bridges a root bridge can distribute its BPDU
information. Valid values are in the range 6 to 40 hops.

Transmit Hold

Count

The number of BPDU's a bridge port can send per second. When
exceeded, transmission of the next BPDU will be delayed. Valid
values are in the range 1 to 10 BPDU's per second.

Advanced Settings

Object Description

e Edge Port BPDU Control whether a port explicitly configured as Edge will transmit
Filtering and receive BPDUs.

e Edge Port BPDU Control whether a port explicitly configured as Edge will disable
Guard itself upon reception of a BPDU. The port will enter the
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error-disabled state, and will be removed from the active
topology.

e Port Error Recovery | Control whether a port in the error-disabled state automatically
will be enabled after a certain time. If recovery is not enabled,
ports have to be disabled and re-enabled for normal STP

operation. The condition is also cleared by a system reboot.

e Port Error Recovery | The time that has to pass before a port in the error-disabled
Timeout state can be enabled. Valid values are between 30 and 86400

seconds (24 hours).

The Gigabit Ethernet Switch implement the Rapid Spanning Protocol as the
default spanning tree protocol. While select “Compatibles” mode, the system
use the RSTP (802.1w) to compatible and co work with another STP (802.1d)’s
BPDU control packets.

Buttons

: Click to save changes.

: Click to undo any changes made locally and revert to previously saved values.

4.7.3 Bridge Status

This page provides a status overview for all STP bridge instances.
The displayed table contains a row for each STP bridge instance, where the column displays the

following information: The Bridge Status screen in Figure 4-7-8 appeatrs.

STP Bridges

Root Topology | Topology
MSTI Bridge ID p
ID | Purt| Cost Flag Change Last
CIST 32738.33-33-3F-AR-32-TD 32788.33-33-3F-A5-32-TD - ] Steady -

Auto-refresh []

Figure 4-7-8: STP Bridge Status page screenshot

The page includes the following fields:

Object Description
e MSTI The Bridge Instance. This is also a link to the STP Detailed Bridge
Status.
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e Bridge ID The Bridge ID of this Bridge instance.

e Root ID The Bridge ID of the currently elected root bridge.

e Root Port The switch port currently assigned the root port role.

e Root Cost Root Path Cost. For the Root Bridge this is zero. For all other
Bridges, it is the sum of the Port Path Costs on the least cost path
to the Root Bridge.

e Topology Flag The current state of the Topology Change Flag for this Bridge
instance.

e Topology Change The time since last Topology Change occurred.

Last

4.7.4 CIST Port Configuration

This page allows the user to inspect the current STP CIST port configurations, and possibly change them

as well. The CIST Port Configuration screen in Figure 4-7-9 appears.

STP CIST Port Configuration
CIST Aggregated Port Configuration

Port EHS;-LTEd Path Cost Priority | Admin Edge | Auto Edge E::T:_t;: BPDU Guard PD;E}::U_

m Ao || 128 v| [ MNon-Edge | 0O 0O 0 Foreed True | %
CIST Normal Pert Configuration

Port EnSaThI;'ed Path Cost Priority | Admin Edge | Auto Edge I;::ng: BPDU Guard PD;E?;ttu_
1 O |aw ~|| 128 v| | NonEde | O O O Ao v

2 O |t ] 128 | |NonEde | O O O Ao v
3 0O [amw v (128 | [NonEdee | O O O
4 O [aw ¥ (128 %] [NonEdee v O O O

s O [t v 123 | |[NonBle | O O ] Ao v
6 O [awo v | [128 %] [MonBlee | O O O
70O [ae ¥ (128 v| [ Non-Bdee | O O O

8 O [t ] 128 ] [NonBle | O O ] Aanto v
9 O [aw ¥ 128 v] [NonEdee v O O O
1m0 |t || 128 v| [ MNon-Ede | O 0O O] Ao v

The page includes the following fields:

Figure 4-7-9: STP CIST Port Configuration page screenshot

Object

Description

e Port

The switch port number of the logical STP port.
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e STP Enabled

Controls whether RSTP is enabled on this switch port.

e Path Cost

Controls the path cost incurred by the port. The Auto setting will
set the path cost as appropriate by the physical link speed, using
the 802.1D recommended values. Using the Specific setting, a
user-defined value can be entered. The path cost is used when
establishing the active topology of the network. Lower path cost
ports are chosen as forwarding ports in favor of higher path cost
ports. Valid values are in the range 1 to 200000000.

e Priority

Controls the port priority. This can be used to control priority of
ports having identical port cost. (See above).

Default: 128

Range: 0-240, in steps of 16

e operEdge (state
flag)

Operational flag describing whether the port is connecting
directly to edge devices. (No Bridges attached). Transition to the
forwarding state is faster for edge ports (having operEdge true)
than for other ports. The value of this flag is based on AdminEdge
and AutoEdge fields. This flag is displayed as Edge in
Monitor->Spanning Tree -> STP Detailed Bridge Status.

e AdminEdge Controls whether the operEdge flag should start as being set or
cleared. (The initial operEdge state when a port is initialized).
e AutoEdge Controls whether the bridge should enable automatic edge

detection on the bridge port. This allows operEdge to be derived

from whether BPDU's are received on the port or not.

e Restricted Role

If enabled, causes the port not to be selected as Root Port for the
CIST or any MSTI, even if it has the best spanning tree priority
vector. Such a port will be selected as an Alternate Port after the
Root Port has been selected. If set, it can cause lack of spanning
tree connectivity. It can be set by a network administrator to
prevent bridges external to a core region of the network
influence the spanning tree active topology, possibly because
those bridges are not under the full control of the administrator.

This feature is also known as Root Guard.

e Restricted TCN

If enabled, causes the port not to propagate received topology
change notifications and topology changes to other ports. If set it
can cause temporary loss of connectivity after changes in a
spanning tree's active topology as a result of persistently
incorrect learned station location information. It is set by a
network administrator to prevent bridges external to a core
region of the network, causing address flushing in that region,

possibly because those bridges are not under the full control of
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the administrator or the physical link state of the attached LANs

transits frequently.

e BPDU Guard

If enabled, causes the port to disable itself upon receiving valid
BPDU's. Contrary to the similar bridge setting, the port Edge
status does not affect this setting.

A port entering error-disabled state due to this setting is subject

to the bridge Port Error Recovery setting as well.

e Point2Point

Controls whether the port connects to a point-to-point LAN
rather than a shared medium. This can be automatically
determined, or forced either true or false. A transition to the
forwarding state is faster for point-to-point LANs than for shared

media.

Buttons

: Click to save changes.

: Click to undo any changes made locally and revert to previously saved values.

By default, the system automatically detects the speed and duplex mode used on each port, and

configures the path cost according to the values shown below. Path cost “0” is used to indicate

auto-configuration mode. When the short path cost method is selected and the default path cost
recommended by the IEEE 8021w standard exceeds 65,535, the default is set to 65,535.

Port Type IEEE 802.1D-1998 IEEE 802.1w-2001
Ethernet 50-600 200,000-20,000,000
Fast Ethernet 10-60 20,000-2,000,000
Gigabit 3-10 2,000-200,000
Ethernet

Table 4-7-1 Recommended STP Path Cost Range

Port Type Link Type IEEE 802.1D-1998 IEEE 802.1w-2001
Ethernet Half Duplex 100 2,000,000
Full Duplex 95 1,999,999
Trunk 90 1,000,000
Fast Ethernet Half Duplex 19 200,000
Full Duplex 18 100,000
Trunk 15 50,000
Gigabit Ethernet | Full Duplex 4 10,000
Trunk 3 5,000

Table 4-7-2: Recommended STP Path Costs
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Port Type Link Type IEEE 802.1w-2001
Ethernet Half Duplex 2,000,000
Full Duplex 1,000,000
Trunk 500,000
Fast Ethernet Half Duplex 200,000
Full Duplex 100,000
Trunk 50,000
Gigabit Ethernet | Full Duplex 10,000
Trunk 5,000

Table 4-7-3: Default STP Path Costs
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This page allows the user to inspect the current STP MSTI bridge instance priority configurations, and

possibly change them as well. The MSTI Priority screen in Figure 4-7-10 appears.

MSTI Configuration

MSTI Priority Configuratiol

MSTI
CIST

MSTI
MSTIZ
MSTI3
MMSTI4
MSTIS
MSTIG
MSTI7

Priority

<All=

32768

32763 |

32763 |

32768

32763 |

32768

W

W

W

32765 |»

32763 |»

Save || Reset

Figure 4-7-10: MSTI Priority page screenshot

The page includes the following fields:

Object Description

e MSTI The bridge instance. The CIST is the default instance, which is

always active.

e Priority Controls the bridge priority. Lower numerical values have better

Bridge Identifier.

priority. The bridge priority plus the MSTI instance number,
concatenated with the 6-byte MAC address of the switch forms a

Buttons

: Click to save changes.

: Click to undo any changes made locally and revert to previously saved values.
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4.7.6 MSTI Configuration

This page allows the user to inspect the current STP MSTI bridge instance priority configurations, and

possibly change them as well. The MSTI Configuration screen in Figure 4-7-11 appears.

MSTI Configuration
Add LARNs separated by spaces or comma.
Unmapped VLANs are mapped to the CIST. (The default bridge instance).

Configuration Identification

Configuration Hame 33-33-3F-A5-32-7TD

Configuration Revision | 0

MSTI Mapping

MSTI VLAMNS Mapped

W1STI

MSTIZ

WSTIS

hSTIA

W STIS

MSTIE

W STI?

Figure 4-7-11: MSTI Configuration page screenshot

The page includes the following fields:

Configuration Identification

Object Description
o Configuration The name identifying the VLAN to MSTI mapping. Bridges must
Name share the name and revision (see below), as well as the
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VLAN-to-MSTI mapping configuration in order to share spanning

trees for MSTI's. (Intra-region). The name is at most 32

characters.
e Configuration The revision of the MSTI configuration named above. This must
Revision be an integer between 0 and 65535.
MSTI Mapping
Object Description
e MSTI The bridge instance. The CIST is not available for explicit

mapping, as it will receive the VLANs not explicitly mapped.
e VLANs Mapped The list of VLAN's mapped to the MSTI. The VLANs must be
separated with comma and/or space. A VLAN can only be

mapped to one MSTI. An unused MSTI should just be left empty.
(l.e. not having any VLANs mapped to it.)

Buttons

: Click to save changes.

: Click to undo any changes made locally and revert to previously saved values.

4.7.7 MSTI Ports Configuration

This page allows the user to inspect the current STP MSTI port configurations, and possibly change

them as well.

A MSTI port is a virtual port, which is instantiated separately for each active CIST (physical) port for

each MSTI instance configured and applicable for the port. The MSTI instance must be selected before

displaying actual MSTI port configuration options.

This page contains MSTI port settings for physical and aggregated ports. The aggregation settings are
stack global. The MSTI Port Configuration screen in Figure 4-7-12 & Figure 4-7-13 appears.

MSTI Port Configuration
Select MSTI

MSTL »

Figure 4-7-12: MSTI Port Configuration page screenshot

The page includes the following fields:
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Object

Description

e Select MSTI

Select the bridge instance and set more detail configuration.

MST1 MSTI Port Configuration
MSTI Aggregated Ports Configuration

Purt|

Path Cost

| Priority

St

W

123

W

MSTI Normal Ports Configuration

Port Path Cost Priority
1 | Aue v 128 =
2 |Aute v 128 1+
3 |Aue v 128 1+
4 | Aute W 128+
5 |Aute W 128 1w
B |Aute ¥ 128+
7o |Aute v 128 1w
8 |Aute ¥ 128 =
9 | Awte ¥ 128 »
10 | Auo (% 128+

waveE

Figure 4-7-13: MST1 MSTI Port Configuration page screenshot

The page includes the following fields:

MSTx MSTI Port Configuration

Object Description

e Port The switch port number of the corresponding STP CIST (and
MSTI) port.

e Path Cost Controls the path cost incurred by the port. The Auto setting will

set the path cost as appropriate by the physical link speed, using

the 802.1D recommended values. Using the Specific setting, a

user-defined value can be entered. The path cost is used when

establishing the active topology of the network. Lower path cost

ports are chosen as forwarding ports in favor of higher path cost
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ports. Valid values are in the range 1 to 200000000.

e Priority Controls the port priority. This can be used to control priority of

ports having identical port cost. (See above).

Buttons

: Click to set MSTx configuration

: Click to refresh the page immediately.

Auto-refresh i.!: Check this box to enable an automatic refresh of the page at regular intervals.

4.7.8 Port Status

This page displays the STP CIST port status for port physical ports in the currently selected switch.
The STP Port Status screen in Figure 4-7-14 appears.

STP Port Status

Port| CIST Role | CIST State | Uptime

Mon-STP  Forwarding -
Mon-5TP  Forwarding -
Mon-STP  Forwarding -
MNon-STF Forwarding -
Mon-STF Forwarding -
MNon-STF Forwarding -
Mon-STF Forwarding -
MNon-STF Forwarding -
Mon-STF Forwarding -
MNon-STF  Forwarding -

Auto-refresh [

Figure 4-7-14: STP Port Status page screenshot

O@wm -~ o mE R =

—_

The page includes the following fields:

Object Description
e Port The switch port number of the logical STP port.
e CIST Role The current STP port role of the ICST port. The port role can be

one of the following values:
AlternatePort
BackupPort

RootPort
DesignatedPort
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e State The current STP port state of the CIST port. The port state can be
one of the following values:

Disabled

Blocking

Learning

Forwarding

Non-STP

e Uptime The time since the bridge port was last initialized.

Buttons

: Click to refresh the page immediately.

Auto-refresh i.i: Check this box to enable an automatic refresh of the page at regular intervals.

4.7.9 Port Statistics

This page displays the STP port statistics counters for port physical ports in the currently selected
switch.
The STP Port Statistics screen in Figure 4-7-15 appears.

STP Statistics

Transmitted Received Discarded

MSTP |RSTP | sTP [ TeN | MsTP [RSTP | STP | TCN | Unknown | Tilegal
Mo ports enabled

Port

Auto-refresh [ [ Refresh H Clear ]

Figure 4-7-15: STP Statistics page screenshot

The page includes the following fields:

Object Description

e Port The switch port number of the logical RSTP port.

o MSTP The number of MSTP Configuration BPDU's received/transmitted
on the port.

o RSTP The number of RSTP Configuration BPDU's received/transmitted
on the port.

o STP The number of legacy STP Configuration BPDU's
received/transmitted on the port.

e TCN The number of (legacy) Topology Change Notification BPDU's
received/transmitted on the port.
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e Discarded The number of unknown Spanning Tree BPDU's received (and
Unknown discarded) on the port.
e Discarded lllegal The number of illegal Spanning Tree BPDU's received (and
discarded) on the port.

Buttons

Refesh | Click to refresh the page immediately.

Auto-refresh i-i: Check this box to enable an automatic refresh of the page at regular intervals.

:lm: Click to clear the information immediately.
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4.8 Multicast

4.8.1 IGMP Snooping

The Internet Group Management Protocol (IGMP) lets host and routers share information about
multicast groups memberships. IGMP snooping is a switch feature that monitors the exchange of IGMP
messages and copies them to the CPU for feature processing. The overall purpose of IGMP Snooping is

to limit the forwarding of multicast frames to only ports that are a member of the multicast group.

About the Internet Group Management Protocol (IGMP) Snooping

Computers and network devices that want to receive multicast transmissions need to inform nearby
routers that they will become members of a multicast group. The Internet Group Management
Protocol (IGMP) is used to communicate this information. IGMP is also used to periodically check the
multicast group for members that are no longer active. In the case where there is more than one
multicast router on a sub network, one router is elected as the ‘queried’. This router then keeps track
of the membership of the multicast groups that have active members. The information received from
IGMP is then used to determine if multicast packets should be forwarded to a given sub network or
not. The router can check, using IGMP, to see if there is at least one member of a multicast group on a
given subnet work. If there are no members on a sub network, packets will not be forwarded to that

sub network.
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Figure 4-8-1: Multicast Service
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Figure 4-8-3: IGMP Snooping multicast stream control

IGMP Versions 1 and 2

Multicast groups allow members to join or leave at any time. IGMP provides the method for members
and multicast routers to communicate when joining or leaving a multicast group.

IGMP version 1 is defined in RFC 1112. It has a fixed packet size and no optional data.

The format of an IGMP packet is shown below:

IGMP Message Format

Octets
0 8 16 31

Type Response Time Checksum

Group Address (all zeros if this is a query)

The IGMP Type codes are shown below:

Type Meaning

Membership Query (if Group Address is
Ox11

0.0.0.0)

Specific Group Membership Query (if Group
0Ox11

Address is Present)

0x16 Membership Report (version 2)

0x17 Leave a Group (version 2)

0x12 Membership Report (version 1)

IGMP packets enable multicast routers to keep track of the membership of multicast groups, on their
respective sub networks. The following outlines what is communicated between a multicast router and
a multicast group member using IGMP.

A host sends an IGMP “report” to join a group

A host will never send a report when it wants to leave a group (for version 1).
A host will send a “leave” report when it wants to leave a group (for version 2).

Multicast routers send IGMP queries (to the all-hosts group address: 224.0.0.1) periodically to see
whether any group members exist on their sub networks. If there is no response from a particular

group, the router assumes that there are no group members on the network.
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The Time-to-Live (TTL) field of query messages is set to 1 so that the queries will not be forwarded to
other sub networks.

IGMP version 2 introduces some enhancements such as a method to elect a multicast queried for each
LAN, an explicit leave message, and query messages that are specific to a given group.

The states a computer will go through to join or to leave a multicast group are shown below:

Non-Member

Leave Group
(Stop Timer)  30in Group

(Send Report
Start Timer)

Leave Group

Recealved
- Query ki

Delaying Member Réﬁ:?;"‘;:ld Idle Member

[Stop Timer)
Timer Expried
{Send report)

Figure 4-8-4: IGMP State Transitions

B IGMP Querier —
A router, or multicast-enabled switch, can periodically ask their hosts if they want to receive
multicast traffic. If there is more than one router/switch on the LAN performing IP multicasting,
one of these devices is elected “querier” and assumes the role of querying the LAN for group
members. It then propagates the service requests on to any upstream multicast switch/router to
ensure that it will continue to receive the multicast service.

Multicast routers use this information, along with a multicast routing
protocol such as DVMRP or PIM, to support IP multicasting across the
Internet.
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4.8.2 IGMP Snooping Configuration

This page provides IGMP Snooping related configuration. The IGMP Snooping Configuration screen in

Figure 4-8-5 appears.

IGMP Snooping Configuration

Global Configuration
Snooping Enabled
Unregisterad IPMCwd Flooding Enabled []
IGIMP S3SM Range 232000 |8
Leave Proxy Enabled ]
Proxy Enabled F

Port Related Configuration

Purt| Router Purt| Fast Leave | Throttling

—_

1

o S o o Y IR 0 N iy Y "N 1 Y (N

unlirnited
unlirnited
unlirnited
unlirnited
unlirnited
unlirnited
unlirnited
unlirnited
unlirnited
unlirnited

OO00o0O0ooOoOoogno
OO00o0O0ooOoOoogno

0

Figure 4-8-5: IGMP Snooping Configuration page screenshot

The page includes the following fields:

Object

Description

e Snooping Enabled

Enable the Global IGMP Snooping.

Unregistered IPMC
Flooding enabled

Enable unregistered IPMC traffic flooding.

e Leave Proxy Enable

Enable IGMP Leave Proxy. This feature can be used to avoid

forwarding unnecessary leave messages to the router side.

Proxy Enable

Enable IGMP Proxy. This feature can be used to avoid forwarding

unnecessary join and leave messages to the router side.

Router Port

Specify which ports act as router ports. A router port is a port on
the Ethernet switch that leads towards the Layer 3 multicast
device or IGMP querier.

If an aggregation member port is selected as a router port, the
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whole aggregation will act as a router port.

e Fast Leave Enable the fast leave on the port.

e Throtting Enable to limit the number of multicast groups to which a switch

port can belong.

Buttons

: Click to save changes.

: Click to undo any changes made locally and revert to previously saved values.

4.8.3 IGMP Snooping VLAN Configuration

Each page shows up to 99 entries from the VLAN table, default being 20, selected through the "entries
per page" input field. When first visited, the web page will show the first 20 entries from the beginning
of the VLAN Table. The first displayed will be the one with the lowest VLAN ID found in the VLAN Table.
The "VLAN" input fields allow the user to select the starting point in the VLAN Table. The IGMP

Snooping VLAN Configuration screen in Figure 4-8-6 appears.

IGMP Snooping VLAN Configuration

Start from WLAMN (1 with |20 | entries per page.

VLAN ID | Snooping Enabled | IGMP Querier |Rv | QI (sec) | QRI (0.1 sec) | LLQI (0.1 sec) | URI (sec)
1 O O

[Rei‘resh][l::{][}}]

Figure 4-8-6: IGMP Snooping VLAN Configuration page screenshot

The page includes the following fields:

Object Description
e VLANID The VLAN ID of the entry.
e IGMP Snooping Enable the per-VLAN IGMP Snooping. Only up to 64 VLANs can be
Enable selected.
o IGMP Querier Enable the IGMP Querier in the VLAN.
e RV Robustness Variable. The Robustness Variable allows tuning for
the expected packet loss on a network. The allowed range is 1 to
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255; default robustness variable value is 2.

e Ql Query Interval. The Query Interval is the interval between
General Queries sent by the Querier. The allowed range is 1 to

255 seconds; default query interval is 125 seconds.

e QRI Query Response Interval. The Max Response Time used to
calculate the Max Resp Code inserted into the periodic General
Queries. The allowed range is 0 to 31744 in tenths of seconds;
default query response interval is 100 in tenths of seconds (10

seconds).
e LLQI (LMQI for Last Member Query Interval. The Last Member Query Time is the
IGMP) time value represented by the Last Member Query Interval,

multiplied by the Last Member Query Count. The allowed range is
0to 31744 in tenths of seconds; default last member query

interval is 10 in tenths of seconds (1 second).

e URI Unsolicited Report Interval. The Unsolicited Report Interval is the
time between repetitions of a host's initial report of membership
in a group. The allowed range is 0 to 31744 seconds, default

unsolicited report interval is 1 second.

Buttons

Refiesh | Refreshes the displayed table starting from the "VLAN" input fields.

: Updates the table starting from the first entry in the VLAN Table, i.e. the entry with the lowest
VLAN ID.

: Updates the table, starting with the entry after the last entry currently displayed.
: Click to save changes.

: Click to undo any changes made locally and revert to previously saved values.

4.8.4 IGMP Snooping Port Group Filtering

In certain switch applications, the administrator may want to control the multicast services that are
available to end users. For example, an IP/TV service based on a specific subscription plan. The IGMP
filtering feature fulfills this requirement by restricting access to specified multicast services on a switch
port, and IGMP throttling limits the number of simultaneous multicast groups a port can join.

IGMP filtering enables you to assign a profile to a switch port that specifies multicast groups that are
permitted or denied on the port. An IGMP filter profile can contain one or more, or a range of multicast
addresses; but only one profile can be assigned to a port. When enabled, IGMP join reports received on
the port are checked against the filter profile. If a requested multicast group is permitted, the IGMP
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join report is forwarded as normal. If a requested multicast group is denied, the IGMP join report is
dropped.

IGMP throttling sets a maximum number of multicast groups that a port can join at the same time.
When the maximum number of groups is reached on a port, the switch can take one of two actions;
either “deny” or “replace”. If the action is set to deny, any new IGMP join reports will be dropped. If
the action is set to replace, the switch randomly removes an existing group and replaces it with the
new multicast group. The IGMP Snooping Port Group Filtering Configuration screen in Figure 4-8-7

appears.

IGMP Snooping Port Group Filtering Configuration for Switch 1

Delete | Port | Filtering Groups

| Add new Filtering Group |

Figure 4-8-7: IGMP Snooping Port Group Filtering Configuration page screenshot

The page includes the following fields:

Object Description
e Delete Check to delete the entry. It will be deleted during the next save.
e Port The logical port for the settings.
e Filtering Group The IP Multicast Group that will be filtered.
Buttons
| Add new Filtering Gronp

: Click to add a new entry to the Group Filtering table.
: Click to save changes.

: Click to undo any changes made locally and revert to previously saved values.

4.8.5 IGMP Snooping Status
This page provides IGMP Snooping status. The IGMP Snooping Status screen in Figure 4-8-8 appears.
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IGMP Snooping Status

Statistics

VLAN | Querier| Host |Querier| Queries Queries |V¥1 Reports | V2 Reports | V3 Reports | ¥2 Leaves
ID |Version |Version| Status |Transmitted | Received | Received Received Received | Received

Router Port

Port | Status

Lo T T T Y o R~ R Y 8O

—

Auto-refresh [

Figure 4-8-8: IGMP Snooping Status page screenshot

The page includes the following fields:

Object Description

e VLANID The VLAN ID of the entry.

e Querier Version Working Querier Version currently.

e Host Version Working Host Version currently.

e Querier Status Show the Querier status is "ACTIVE" or "IDLE".
e Querier Transmit The number of Transmitted Querier.

e Querier Receive The number of Received Querier.

e V1 Reports Receive | The number of Received V1 Reports.

e V2 Reports Receive | The number of Received V2 Reports.

e V3 Reports Receive | The number of Received V3 Reports.

e V2 Leave Receive The number of Received V2 Leave.

Buttons

: Click to refresh the page immediately.

: Clears all Statistics counters.

Auto-refresh \ ------- : Check this box to enable an automatic refresh of the page at regular intervals.
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4.8.6 IGMP Group Information

Entries in the IGMP Group Table are shown on this page. The IGMP Group Table is sorted first by VLAN
ID, and then by group.

Each page shows up to 99 entries from the IGMP Group table, default being 20, selected through the
"entries per page" input field. When first visited, the web page will show the first 20 entries from the
beginning of the IGMP Group Table.

The "Start from VLAN", and "group" input fields allow the user to select the starting point in the IGMP
Group Table.

The IGMP Groups Information screen in Figure 4-8-9 appears.

IGMP Snooping Groups Information

Start fram WLAN |1 and group address | 224 0.0.0 with |20 | entries per page.

Port Members
YLAN ID | Groups 1‘2|3|4|5|E|?|E|9|1I]
Mo more entries

Auto-refresh [ [ Befiesh ][ [ ][ = ]

Figure 4-8-9: IGMP Snooping Groups Information page screenshot

The page includes the following fields:

Object Description
e VLANID VLAN ID of the group.
e Groups Group address of the group displayed.
e Port Members Ports under this group.
Buttons

Auto-refresh \ ------- : Check this box to enable an automatic refresh of the page at regular intervals.

Refiesh |, cjick to refresh the page immediately.

: Updates the table, starting with the first entry in the IGMP Group Table.

: Updates the table, starting with the entry after the last entry currently displayed.
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4.8.7 IGMPv3 Information

Entries in the IGMP SSM Information Table are shown on this page. The IGMP SSM Information Table is
sorted first by VLAN ID, then by group, and then by Port No. Different source addresses belong to the
same group are treated as single entry.

Each page shows up to 99 entries from the IGMP SSM (Source Specific Multicast) Information table,
default being 20, selected through the "entries per page" input field. When first visited, the web page
will show the first 20 entries from the beginning of the IGMP SSM Information Table.

The "Start from VLAN", and "Group" input fields allow the user to select the starting point in the IGMP
SSM Information Table.  The IGMPv3 Information screen in Figure 4-8-10 appears.

IGMP SSM Information

Start from WLAM |1 and Group | 224,000 with |20 | entries per page.

VLAN ID | Group ‘ Port Mo. | Mode | Source Address|T',rpe
Mo more entrigs

Auto-refresh [ [ Eefresh H ko H = ]

Figure 4-8-10: IGMP SSM Information page screenshot

The page includes the following fields:

Object Description

e VLAN ID VLAN ID of the group.

e Group Group address of the group displayed.

e Port Switch port number.

e Mode Indicates the filtering mode maintained per (VLAN ID, port
number, Group Address) basis. It can be either Include or
Exclude.

e Source Address IP Address of the source. Currently, system limits the total

number of IP source addresses for filtering to be 128.

e Type Indicates the Type. It can be either Allow or Deny.

Buttons

Auto-refresh \ ------- : Check this box to enable an automatic refresh of the page at regular intervals.

: Click to refresh the page immediately.

: Updates the table, starting with the first entry in the IGMP Group Table.

: Updates the table, starting with the entry after the last entry currently displayed.
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4.8.8 MLD Snooping Configuration

This page provides MLD Snooping related configuration. The MLD Snooping Configuration screen in
Figure 4-8-11 appears.

MLD Snooping Configuration

Global Configuration
Snooping Enabled
Unregistered IPMCvE Flooding Enabled []
MLD S5 Range feZe: £196
Leave Proxy Enabled ]
Proxy Enabled F

Port Related Configuration

Port | Router Pnrt| Fast Leave | Throttling

1 unlirnited
unlirnited
unlirited
unlirnited
unlirnited
unlirnited
unlirited
unlirnited
unlirited
unlirnited

L T et Y o N RN T L

OOooodgooogoan
OOooodgooogoan
JIREEEEEEEE

—
O

Figure 4-8-11: MLD Snooping Configuration page screenshot

The page includes the following fields:

Object Description

e Snooping Enabled Enable the Global MLD Snooping.

e Unregistered IPMC | Enable unregistered IPMCv6 traffic flooding. Please note that
Flooding enabled disabling unregistered IPMCv6 traffic flooding may lead to failure
of Neighbor Discovery.

e Leave Proxy Enable | Enable MLD Leave Proxy. This feature can be used to avoid

forwarding unnecessary leave messages to the router side.

e Proxy Enable Enable MLD Proxy. This feature can be used to avoid forwarding

unnecessary join and leave messages to the router side.
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e Router Port Specify which ports act as router ports. A router port is a port on
the Ethernet switch that leads towards the Layer 3 multicast
device or MLD querier.

If an aggregation member port is selected as a router port, the
whole aggregation will act as a router port.

e Fast Leave Enable the fast leave on the port.

e Throtting Enable to limit the number of multicast groups to which a switch
port can belong.

Buttons

: Click to save changes.

: Click to undo any changes made locally and revert to previously saved values.

4.8.9 MLD Snooping VLAN Configuration

Each page shows up to 99 entries from the VLAN table, default being 20, selected through the "entries
per page" input field. When first visited, the web page will show the first 20 entries from the beginning
of the VLAN Table. The first displayed will be the one with the lowest VLAN ID found in the VLAN Table.
The "VLAN" input fields allow the user to select the starting point in the VLAN Table. The MLD Snooping
VLAN Configuration screen in Figure 4-8-12 appeatrs.

MLD Snooping VLAN Configuration

[Rﬁfresh][k:{”:s}]

Start fram WLAN (1 with |20 | entries per page.

VYLAMN ID [ Snooping Enabled | MLD Querier | RY | QI {(sec) | QRI {0.1 sec) [LLQI (0.1 sec) | URI {sec)
1 O []

Figure 4-8-12: IGMP Snooping VLAN Configuration page screenshot

The page includes the following fields:

Object Description

e VLANID The VLAN ID of the entry.

e MLD Snooping Enable the per-VLAN MLD Snooping. Only up to 64 VLANs can be
Enable selected.
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e MLD Querier

Enable the MLD Querier in the VLAN.

e RV

Robustness Variable. The Robustness Variable allows tuning for
the expected packet loss on a link. The allowed range is 1 to 255,

default robustness variable value is 2.

e QI

Query Interval. The Query Interval variable denotes the interval
between General Queries sent by the Querier. The allowed range

is 1 to 255 seconds; default query interval is 125 seconds.

e QRI

Query Response Interval. The Maximum Response Delay used to
calculate the Maximum Response Code inserted into the periodic
General Queries. The allowed range is 0 to 31744 in tenths of
seconds; default query response interval is 100 in tenths of

seconds (10 seconds).

e LLQI

Last Listener Query Interval. The Last Listener Query Interval is
the Maximum Response Delay used to calculate the Maximum
Response Code inserted into Multicast Address Specific Queries
sent in response to Version 1 Multicast Listener Done messages.
It is also the Maximum Response Delay used to calculate the
Maximum Response Code inserted into Multicast Address and
Source Specific Query messages. The allowed range is 0 to 31744
in tenths of seconds; default last listener query interval is 10 in
tenths of seconds (1 second).

e URI

Unsolicited Report Interval. The Unsolicited Report Interval is the
time between repetitions of a node's initial report of interest in a
multicast address. The allowed range is 0 to 31744 seconds,

default unsolicited report interval is 1 second.

Buttons

: Refreshes the displayed table starting from the "VLAN" input fields.

: Updates the table starting from the first entry in the VLAN Table, i.e. the entry with the lowest

VLAN ID.

: Updates the table, starting with the entry after the last entry currently displayed.

: Click to save changes.

: Click to undo any changes made locally and revert to previously saved values.
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4.8.10 MLD Snooping Port Group Filtering

In certain switch applications, the administrator may want to control the multicast services that are
available to end users. For example, an IP/TV service based on a specific subscription plan. The MLD
filtering feature fulfills this requirement by restricting access to specified multicast services on a switch
port, and MLD throttling limits the number of simultaneous multicast groups a port can join.

MLD filtering enables you to assign a profile to a switch port that specifies multicast groups that are
permitted or denied on the port. A MLD filter profile can contain one or more, or a range of multicast
addresses; but only one profile can be assigned to a port. When enabled, MLD join reports received on
the port are checked against the filter profile. If a requested multicast group is permitted, the MLD join
report is forwarded as normal. If a requested multicast group is denied, the MLD join report is dropped.

MLD throttling sets a maximum number of multicast groups that a port can join at the same time.
When the maximum number of groups is reached on a port, the switch can take one of two actions;
either “deny” or “replace”. If the action is set to deny, any new MLD join reports will be dropped. If the
action is set to replace, the switch randomly removes an existing group and replaces it with the new
multicast group. The MLD Snooping Port Group Filtering Configuration screen in Figure 4-8-13 appears.

MLD Snooping Port Group Filtering Configuration

Delete | Port | Filtering Groups

| 4dd new Filiering Group |

Figure 4-8-13: MLD Snooping Port Group Filtering Configuration page screenshot

The page includes the following fields:

Object Description
o Delete Check to delete the entry. It will be deleted during the next save.
e Port The logical port for the settings.
e Filtering Group The IP Multicast Group that will be filtered.
Buttons
| £dd new Filiering Group

: Click to add a new entry to the Group Filtering table.
: Click to save changes.

: Click to undo any changes made locally and revert to previously saved values.

178



IFS NS3502-8P-2S User Manual
4.8.11 MLD Snooping Status
This page provides MLD Snooping status. The IGMP Snooping Status screen in Figure 4-8-14 appears.

MLD Snooping Status

Statistics

VLAM | Querier| Host |Querier| Queries Queries |¥1 Reports | ¥2 Reports (V1 Leaves
ID |VYersion | Version| Status | Transmitted | Received | Received Received | Received

Router Port

Port | Status
1 -

o~ O3 M k= L) k2
'

g -
10 -

Auto-refresh [ [ Eefresh H Clear ]

Figure 4-8-14: MLD Snooping Status page screenshot

The page includes the following fields:

Object Description

e VLANID The VLAN ID of the entry.

e Querier Version Working Querier Version currently.

o Host Version Working Host Version currently.

e Querier Status Show the Querier status is "ACTIVE" or "IDLE".

e Querier Transmit The number of Transmitted Querier.

e Querier Receive The number of Received Querier.

e V1 Reports The number of Received V1 Reports.
Received

e V2 Reports The number of Received V2 Reports.
Received

e V1 Leave Received | The number of Received V1 Leaves.

Buttons

Refiesh |, cjick to refresh the page immediately.
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:lEEI: Clears all Statistics counters.

Auto-refresh \ ------- : Check this box to enable an automatic refresh of the page at regular intervals.

4.8.12 MLD Group Information

Entries in the MLD Group Table are shown on this page. The MLD Group Table is sorted first by VLAN
ID, and then by group.

Each page shows up to 99 entries from the MLD Group table, default being 20, selected through the
"entries per page" input field. When first visited, the web page will show the first 20 entries from the
beginning of the MLD Group Table.

The "Start from VLAN", and "group" input fields allow the user to select the starting point in the MLD
Group Table.

The MLD Groups Information screen in Figure 4-8-15 appears.
MLD Snooping Groups Information

Start from WLAN (1 and group address [f00: with |20 | entries per page.

Port Members
VLAN ID | Groups |1|2(3[4|5|6|7|8|9]10
Mo mrore entries

Auto-refresh [ [ Eefiesh ][ ke ][ = ]

Figure 4-8-15: MLD Snooping Groups Information page screenshot

The page includes the following fields:

Object Description
e VLAN ID VLAN ID of the group.
e Groups Group address of the group displayed.
e Port Members Ports under this group.
Buttons

Auto-refresh \ ------- : Check this box to enable an automatic refresh of the page at regular intervals.

W: Click to refresh the page immediately.

: Updates the table, starting with the first entry in the IGMP Group Table.

: Updates the table, starting with the entry after the last entry currently displayed.
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4.8.13 MLDv2 Information

Entries in the MLD SSM Information Table are shown on this page. The MLD SSM Information Table is
sorted first by VLAN ID, then by group, and then by Port No. Different source addresses belong to the
same group are treated as single entry.

Each page shows up to 64 entries from the MLD SSM (Source Specific Multicast) Information table,
default being 20, selected through the "entries per page" input field. When first visited, the web page
will show the first 20 entries from the beginning of the MLD SSM Information Table.’

The "Start from VLAN", and "group" input fields allow the user to select the starting point in the MLD
SSM Information Table.  The MLDv2 Information screen in Figure 4-8-16 appears.

NMLD SSM Information

Start from WLAN |1 and Group |00 with |20 | entries per page.

YLAMN ID | Group ‘ Port Mo. | Mode | Source Address | Type
Mo more entries

Auto-refresh [ [ Eefiesh H ke ][ o l

Figure 4-8-16: MLD SSM Information page screenshot

The page includes the following fields:

Object Description

e VLAN ID VLAN ID of the group.

e Group Group address of the group displayed.

e Port Switch port number.

e Mode Indicates the filtering mode maintained per (VLAN ID, port
number, Group Address) basis. It can be either Include or
Exclude.

e Source Address IP Address of the source. Currently, system limits the total

number of IP source addresses for filtering to be 128.

e Type Indicates the Type. It can be either Allow or Deny.

Buttons

Auto-refresh \ ------- : Check this box to enable an automatic refresh of the page at regular intervals.

Refiesh | Click to refresh the page immediately.

: Updates the table, starting with the first entry in the IGMP Group Table.

: Updates the table, starting with the entry after the last entry currently displayed.
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4.8.14 MVR

In multicast VLAN networks, subscribers to a multicast group can exist in more than one VLAN. If the
VLAN boundary restrictions in a network consist of Layer 2 switches

Multicast VLAN Registration (MVR) is a protocol for Layer 2 (IP)-networks that enables multicast-traffic
from a source VLAN to be shared with subscriber-VLANs. The alternative would be to use PIM or a
similar protocol to route the traffic through a Layer 3- network, it might be necessary to replicate the
multicast stream to the same group in different subnets, even if they are on the same physical
network. Multicast VLAN Registration (MVR) routes packets received in a multicast source VLAN to
one or more receive VLANSs. Clients are in the receive VLANs and the multicast server is in the source
VLAN. Multicast routing has to be disabled when MVR is enabled. Refer to the configuration guide at
Understanding Multicast VLAN Registration for more information on MVR. MVR is typically used for
IPTV-like services and is therefore usually only available on enterprise-level switches. Many
manufacturers provide support for MVR on their high-end switches.

The main reason for using MVR is to save bandwidth by preventing duplicate multicast streams
being sent in the core network, instead the stream(s) are received on the MVR-VLAN and
forwarded to the VLANs where hosts have requested it/them.

This page provides MVR related configuration. The MVR screen in Figure 4-8-17 appears.
MVR Configurations

MVYR Mode | |Disabled |+

VLAN Interface Setting (Role [l:Inactive / §:Source | R:Receiver])

Delete | MVR VID MVR Name Mode Tagging Priority LLQI
(| 1 Dynamic |¥| |Tagged | 0 5
Port 1 2 3 4 5 6 7 & 9 10

Role

[ AddMNewMVRVLAN |

Figure 4-8-17: MVR Configuration page screenshot

The page includes the following fields:

Object Description

e MVR Mode Enable/Disable the Global MVR.

e VLAN ID Specify the Multicast VLAN ID.

e Mode Enable MVR on the port.

e Type Specify the MVR port type on the port.
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¢ Immediate Leave

Enable the fast leave on the port.

Buttons

: Click to save changes.

: Click to undo any changes made locally and revert to previously saved values.

4.8.15 MVR Status
This page provides MVR status. The MVR Status screen in Figure 4-8-18 appears.

MVR Statistics
vLAN ID | Y1 Reports | V2 Reports | V3 Reports | ¥2 Leaves
Received | Received | Received | Received
100 0 0 0 0

Auto-refresh [ [ Refresh H Clear ]

Figure 4-8-18: MVR Status page screenshot

The page includes the following fields:

Object

e Group

Description
The Multicast VLAN ID.

e V1 Reports The number of Received V1 Reports.

Received

e V2 Reports The number of Received V2 Reports.

Received

e V3 Reports The number of Received V3 Reports.

Received

e V2 Leave Received | The number of Received V2 Leaves.

Buttons

: Click to refresh the page immediately.

:IEEI: Clears all Statistics counters.

Auto-refresh \ ------- : Check this box to enable an automatic refresh of the page at regular intervals.
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4.8.16 MVR Groups Information

Entries in the MVR Group Table are shown on this page. The MVR Group Table is sorted first by VLAN
ID, and then by group.

Each page shows up to 99 entries from the MVR Group table, default being 20, selected through the
"entries per page" input field. When first visited, the web page will show the first 20 entries from the
beginning of the MVR Group Table.

The "Start from VLAN", and "group" input fields allow the user to select the starting point in the MVR
Group Table.

The MVR Groups Information screen in Figure 4-8-19 appears.

MVR Groups Information

Auto-refresh [ [ Befiesh ][ ko H ) ]

Start from WLAN |1 add group address |224.000 with |20 | entries per page.

Port Members
VLAN ID | Groups |1|2[3]4|5|6|7|8|o]10
Mo more entries

Figure 4-8-19: MVR Groups Information page screenshot

The page includes the following fields:

Object Description
e VLAN VLAN ID of the group.
e Groups Group ID of the group displayed.
e Port Members Ports under this group.
Buttons

Auto-refresh [.-i: Check this box to enable an automatic refresh of the page at regular intervals.

W: Click to refresh the page immediately.

: Updates the table, starting with the first entry in the IGMP Group Table.

: Updates the table, starting with the entry after the last entry currently displayed.
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4.9 Quality of Service

4.9.1 Understand QOS

Quality of Service (QoS) is an advanced traffic prioritization feature that allows you to establish control

over network traffic. QoS enables you to assign various grades of network service to different types of

traffic, such as multi-media, video, protocol-specific, time critical, and file-backup traffic.

QoS reduces bandwidth limitations, delay, loss, and jitter. It also provides increased reliability for

delivery of your data and allows you to prioritize certain applications across your network. You can

define exactly how you want the switch to treat selected applications and types of traffic. You can use

QoS on your system to:

Control a wide variety of network traffic by:

Classifying traffic based on packet attributes.

Assigning priorities to traffic (for example, to set higher priorities to time-critical or
business-critical applications).

Applying security policy through traffic filtering.

Provide predictable throughput for multimedia applications such as video conferencing or voice
over IP by minimizing delay and jitter.

Improve performance for specific types of traffic and preserve performance as the amount of
traffic grows.

Reduce the need to constantly add bandwidth to the network.

Manage network congestion.

QoS Terminology

Classifier —classifies the traffic on the network. Traffic classifications are determined by
protocol, application, source, destination, and so on. You can create and modify classifications.
The Switch then groups classified traffic in order to schedule them with the appropriate service
level.

DiffServ Code Point (DSCP) — s the traffic prioritization bits within an IP header that are
encoded by certain applications and/or devices to indicate the level of service required by the
packet across a network.

Service Level —defines the priority that will be given to a set of classified traffic. You can create
and modify service levels.

Policy —comprises a set of “rules” that are applied to a network so that a network meets the
needs of the business. That is, traffic can be prioritized across a network according to its
importance to that particular business type.

QoS Profile —consists of multiple sets of rules (classifier plus service level combinations). The
QoS profile is assigned to a port(s).

Rules —comprises a service level and a classifier to define how the Switch will treat certain types
of traffic. Rules are associated with a QoS Profile (see above).
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To implement QoS on your network, you need to carry out the following actions:

1. Define a service level to determine the priority that will be applied to traffic.

2. Apply a classifier to determine how the incoming traffic will be classified and thus treated by the
Switch.

3. Create a QoS profile which associates a service level and a classifier.

Apply a QoS profile to a port(s).

4.9.2 Port Policing

This page allows you to configure the Policer settings for all switch ports. The Port Policing screen in

Figure 4-9-1 appears.

QoS Ingress Port Policers

Purt| Enahled | Rate | Unit
1 H 00 kb
2 | 50 kbpe
3 O 00| |khps v
4 A 20| |kbps v
5 F 50 kbpe
= A 00| |khps v
7 O 00 ke
8 | 500 kbpe
g O 00| |khps v
10 M 20| |kbps v

Figure 4-9-1: QoS Ingress Port Policers page screenshot

The page includes the following fields:

Object Description

e Port The port number for which the configuration below applies.

e Enable Controls whether the policer is enabled on this switch port.

e Rate Controls the rate for the policer. The default value is "500". This

value is restricted to 100-1000000 when the "Rate Unit" is "kbps"
or "fps", and it is restricted to 1-15000 when the "Policer Unit" is
"Mbps" or "kfps".

e Unit Controls the unit of measure for the policer rate as kbps, Mbps,

fps or kfps . The default value is "kbps".

Buttons
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: Click to save changes.

: Click to undo any changes made locally and revert to previously saved values.

4.9.3 Port Classification
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This page allows you to configure the basic QoS Ingress Classification settings for all switch ports. The

Port Classification screen in Figure 4-9-2 appears.

QoS Ingress Port Classification

Port | QoS class

DP level

PCP

2
m
—

Tag Class.

DSCP Based

—_

0w

o|lolo ol olo|lo oo
] [ (S 1 ]

O @ D~ MM o d R —

L

W

() el Rav) Hav) o) an] o) o) o)

Ll slLls)L£]]%

| T D D D D D D D D

] (L (R ) (R ) ]

jar) Bl Bov) Rl o] Ror) o] o) Ro) ]

LIS s)€]€]s]<]£]%

Dizabled
Disahled
Disabled
Disabled
Dizsahled
Dizabled
Disahled
Disabled
Disabled
Dizsahled

OO0O0O0O0O0O0OoOgd

Figure 4-9-2: QoS Ingress Port Classification page screenshot

The page includes the following fields:

Object Description

e Port The port number for which the configuration below applies.

e QoS Class Controls the default QoS class, i.e., the QoS class for frames not
classified in any other way. There is a one to one mapping
between QoS class, queue and priority. A QoS class of 0 (zero)
has the lowest priority.

e DP Level Controls the default DP level, i.e., the DP level for frames not
classified in any other way.

e PCP Controls the default PCP for untagged frames.

e DEI Controls the default DEI for untagged frames.

e Tag Class Shows the classification mode for tagged frames on this port.

Disabled: Use default QoS class and DP level for tagged frames.
Enabled: Use mapped versions of PCP and DEI for tagged frames.
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Click on the mode in order to configure the mode and/or

mapping.
For more detail information, please refer to chapter 4.9.3.1.
o DSCP Based Click to Enable DSCP Based QoS Ingress Port Classification.

Buttons

: Click to save changes.

: Click to undo any changes made locally and revert to previously saved values.

4.9.3.1 QoS Ingress Port Tag Classification

The classification mode for tagged frames is configured on this page. The QoS Ingress Port Tag

Classification screen in Figure 4-9-3 appears.
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QoS Ingress Port Tag Classification Port 1

{(PCP, DEI) to {QtoS class, DP level) Mapping

Tagged Frames Settings

Tag Classification

Dizabled +

PCP | DEI | QoS class | DP level

a

- - & & M M = = W W k= = O O
O = O = O = 0O = 0O = 0O = O =

1

E R T B, S S SR SO Y S - PR WP | B S e e R

W

O o s | 2

]
1
]
1
0
1
]
1
]
1
0
1
]
1
]
1

W

100 0 0 o | S 5

| Save || Resst || Cancal |

Figure 4-9-3: QoS Ingress Port Tag Classification page screenshot

The page includes the following fields:

Object

Description

e Tag Classification

Controls the classification mode for tagged frames on this port.

Disabled: Use default QoS class and DP level for tagged frames.

Enabled: Use mapped versions of PCP and DEI for tagged frames.

e (PCP, DEI) to (QoS
class, DP level)
Mapping

Controls the mapping of the classified (PCP, DEI) to (QoS class, DP
level) values when Tag Classification is set to Enabled.

Buttons

: Click to save changes.
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: Click to undo any changes made locally and revert to previously saved values.

:Mﬂ: Return to the previous page.

4.9.4 Port Scheduler
This page provides an overview of QoS Egress Port Schedulers for all switch ports. The Port Scheduler

screen in Figure 4-9-4 appears.

QoS Egress Port Schedulers

Weight
Qo|Q1|q2|q3|q4|0s

Port Mode

Strict Priarity
otrict Priarity
Strict Priarity
Strict Priority
Strict Priority
Strict Priority
Strict Priority
Strict Priority
Strict Priarity
Strict Priarity

—
|l:' Ryt R R (AR | O

Figure 4-9-4: QoS Egress Port Schedule page screenshot

The page includes the following fields:

Object Description

e Port The logical port for the settings contained in the same row.
Click on the port number in order to configure the schedulers.

For more detail, please refer to chapter 4.9.5.1.

e Mode Shows the scheduling mode for this port.
e Q0~ Q5 Shows the weight for this queue and port.
4.9.5 Port Shaping

This page provides an overview of QoS Egress Port Shapers for all switch ports. The Port Shaping screen

in Figure 4-9-5 appears.
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QoS Egress Port Shapers

Shapers

e | o1 | 02 | 03 | 04 | o5 | 6 | @7 | port
dizabled disabled disabled disabled disabled disabled disabled disabled disabled
dizabled disabled disabled disahled disabled disabled disabled disabled disabled
dizabled disabled disabled disahled disabled disabled disabled dizabled disabled
dizabled disabled disabled disahled disabled disabled disabled disabled disabled
dizabled disabled disabled disahled disabled disabled disabled disabled disabled
dizabled disabled disabled disahled disabled disabled disabled disabled disabled
disabled disabled disabled disabled disabled disabled disabled disabled disabled
disabled disabled disabled disabled disabled disabled disabled disabled disabled
disabled disabled disabled disabled disabled disabled disabled disabled disabled
disabled disabled disabled disabled disabled disabled disabled disabled disabled

Port

|l:l (g m et (n [ RN RN L

Figure 4-9-5: QoS Egress Port Shapers page screenshot

The page includes the following fields:

Object Description

e Port The logical port for the settings contained in the same row.
Click on the port number in order to configure the shapers.

For more detail, please refer to chapter 4.9.5.1.

e Q0 ~Q7 Shows "disabled" or actual queue shaper rate - e.g. "800 Mbps".

e Port Shows "disabled" or actual port shaper rate - e.g. "800 Mbps".

4.9.5.1 QoS Egress Port Schedule and Shapers

The Port Scheduler and Shapers for a specific port are configured on this page. The QoS Egress Port
Schedule and Shaper screen in Figure 4-9-6 appears.
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Potl v

QoS Egress Port Scheduler and Shapers Port 1

[ Scheduter Made [ Stict Fricuity v |

Port Shaper
Enable | Rate ‘ Unit

—0-"a-4n >

o
&
w w
y

ar

Figure 4-9-6: QoS Egress Port Schedule and Shapers page screenshot

The page includes the following fields:

Object

Description

e Schedule Mode

Controls whether the scheduler mode is "Strict Priority" or

"Weighted" on this switch port.

e Queue Shaper
Enable

Controls whether the queue shaper is enabled for this queue on

this switch port.

e Queue Shaper Rate

Controls the rate for the queue shaper. The default value is 500.
This value is restricted to 100-1000000 when the "Unit" is "kbps",
and it is restricted to 1-3300 when the "Unit" is "Mbps".

e Queue Shaper Unit

Controls the unit of measure for the queue shaper rate as "kbps"
or "Mbps". The default value is "kbps".

e Queue Shaper
Excess

Controls whether the queue is allowed to use excess bandwidth.

¢ Queue Scheduler
Weight

Controls the weight for this queue. The default value is "17". This
value is restricted to 1-100. This parameter is only shown if
"Scheduler Mode" is set to "Weighted".

e Queue Scheduler
Percent

Shows the weight in percent for this queue. This parameter is
only shown if "Scheduler Mode" is set to "Weighted".

e Port Shaper Enable

Controls whether the port shaper is enabled for this switch port.

e Port Shaper Rate

Controls the rate for the port shaper. The default value is 500.
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This value is restricted to 100-1000000 when the "Unit" is "kbps",
and it is restricted to 1-3300 when the "Unit" is "Mbps".

e Port Shaper Unit

Controls the unit of measure for the port shaper rate as "kbps" or
"Mbps". The default value is "kbps".

Buttons

: Click to save changes.

: Click to undo any changes made locally and revert to previously saved values.

: EJlEEl: Click to undo any changes made locally and return to the previous page.

4.9.6 Port Tag Remarking

This page provides an overview of QoS Egress Port Tag Remarking for all switch ports. The Port Tag

Remarking screen in Figure 4-9-7 appears.

QoS Egress Port Tag Remarking

F'urt| Mode

Classified
Classified
Classified
Classified
Classified
Classified
Claszsified
Classified
Claszsified
Classified

—
|l:l [y i e (T E R | By

Figure 4-9-7: QoS Egress Port Tag Remarking page screenshot

The page includes the following fields:

Object Description

e Port The logical port for the settings contained in the same row.
Click on the port number in order to configure tag remarking.
For more detail, please refer to chapter 4.9.6.1.

e Mode Shows the tag remarking mode for this port.

Classified: Use classified PCP/DEI values.
Default: Use default PCP/DEI values.
Mapped: Use mapped versions of QoS class and DP level.
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4.9.6.1 QoS Egress Port Tag Remarking

The QoS Egress Port Tag Remarking for a specific port is configured on this page. The QoS Egress Port

Tag Remarking screen in Figure 4-9-8 appears.

Fortl v

QoS Egress Port Tag Remarking Port 1

Tag Remarking Mode | Clissifisd v

| Save || Reset || Cancel |

Figure 4-9-8: QoS Egress Port Tag Remarking page screenshot

The page includes the following fields:

Object Description
e Mode Controls the tag remarking mode for this port.
Classified: Use classified PCP/DEI values.
Default: Use default PCP/DEI values.
Mapped: Use mapped versions of QoS class and DP level.
e PCP/DEI Controls the default PCP and DEI values used when the mode is

Configuration

set to Default.

e (QosS class, DP
level) to (PCP, DEI)
Mapping

Controls the mapping of the classified (QoS class, DP level) to

(PCP, DEI) values when the mode is set to Mapped.

Buttons

: Click to save changes.

: Click to undo any changes made locally and revert to previously saved values.

: Click to undo any changes made locally and return to the previous page.

4.9.7 Port DSCP

This page allows you to configure the basic QoS Port DSCP Configuration settings for all switch ports.

The Port DSCP screen in Figure 4-9-9 appears.
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QoS Port DSCP Configuration

Ingress Egress
Port
Translate| Classify Rewrite
1 O Dizable | | Disakle *
2 [F] Dizakle % | | Disakle b
3 O Dizakle % | | Disakle b
4 [F] Dizakle % | | Disakle b
5 O Dizable | | Disakle *
B IF] Dizakle % | | Disakle b
7 O Dizakle % | | Disakle b
2 [F] Dizakle | | Disakle b
9 O Disakle | | Disakle *
10 [F] Dizakle % | | Disakle e

Auto-refresh [

Figure 4-9-9: QoS Port DSCP Configuration page screenshot

The page includes the following fields:

Object Description

e Port The Port column shows the list of ports for which you can
configure dscp ingress and egress settings.

e Ingress In Ingress settings you can change ingress translation and
classification settings for individual ports.
There are two configuration parameters available in Ingress:

B Translate

B Classify
e Translate To Enable the Ingress Translation click the checkbox.
e Classify Classification for a port has 4 different values.

B Disable: No Ingress DSCP Classification.

B DSCP=0: Classify if incoming (or translated if enabled) DSCP
is 0.

B Selected: Classify only selected DSCP for which
classification is enabled as specified in DSCP Translation
window for the specific DSCP.

W All: Classify all DSCP.

o Egress Port Egress Rewriting can be one of -

B Disable: No Egress rewrite.
B Enable: Rewrite enable without remapped.
B Remap: DSCP from analyzer is remapped and frame is
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remarked with remapped DSCP value.

Buttons

: Click to save changes.

: Click to undo any changes made locally and revert to previously saved values.

Auto-refresh \ ------- : Check this box to enable an automatic refresh of the page at regular intervals.

: Click to refresh the page immediately.

4.9.8 DSCP-Based QoS

This page allows you to configure the basic QoS DSCP based QoS Ingress Classification settings for all
switches. The DSCP-Based QoS screen in Figure 4-9-10 appears.

DSCP-Based QoS Ingress Classification

DSCP |Trust|QoSCIass|DPL
0(BE) O 0w 0w
1 Ll 0w 0w
2 O 0+ 0w
3 Ll 0w 0w
4 O 0w 0w
L) Ll 0w 0w
6 O 0+ 0w
7 Ll 0w 0w
g(C31) O 0w 0w
9 Ll 0w 0w
10 O 0w 0w
11 O 0w 0w
12 O 0w 0w
13 O 0w 0w
14 O 0~ 0w
15 O 0w 0w
|csy O 0w 0w
17 O 0w 0w
18 O 0w 0w
19 O 0w 0w
20 O 0w 0w
21 O 0w 0w
22 O 0w 0w
23 O 0w 0w
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Figure 4-9-10: DSCP-Based QoS Ingress Classification page screenshot

The page includes the following fields:
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Object Description
e DSCP Maximum number of supported DSCP values is 64.
e Trust Click to check if the DSCP value is trusted.
e QoS Class QoS Class value can be any of (0-7)
e DPL Drop Precedence Level (0-1)
Buttons

: Click to save changes.

: Click to undo any changes made locally and revert to previously saved values.

4.9.9 DSCP Translation

This page allows you to configure the basic QoS DSCP Translation settings for all switches. DSCP

translation can be done in Ingress or Egress. The DSCP Translation screen in Figure 4-9-11 appears.

DSCP Translation

Ingress Egress

DSCP

Translate | Classify | Remap DPO | Remap DP1
D(BE) EBE + F BE + BE »
1 1 = ] 1 = 1 |»
2 2w ] 2w a0 e
3 3w ] 3 e 3 e
4 d W ] § 4 =
5 5 hd ] 5 w L w
G o v ] 5w 6w
7 7w ] 7w 7w
BiC3N CEl v [ CEl w CEL w
9 9w ] 9w G W
10 0w [ 1 1w
i 11w ] 11 |s 11 |+
12 12w ] 12 |w 12
13 13 ] 13 12
14 14 ] 14 |s 14w
15 15w ] 15 |w 15w
16[CSY) CEL v ¥ CEL v CEL W
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Figure 4-9-11: DSCP Translation page screenshot

The page includes the following fields:

Object

Description

e DSCP

Maximum number of supported DSCP values is 64 and valid DSCP
value ranges from 0 to 63.

Ingress

Ingress side DSCP can be first translated to new DSCP before
using the DSCP for QoS class and DPL map.

There are two configuration parameters for DSCP Translation -
Translate

Classify

Translate

DSCP at Ingress side can be translated to any of (0-63) DSCP

values.

Classify

Click to enable Classification at Ingress side.

e Egress

There are following configurable parameters for Egress side -
Remap DPO

Remap DP1

There is following configurable parameter for Egress side -
Remap

Remap DPO

Select the DSCP value from select menu to which you want to
remap. DSCP value ranges from 0 to 63.

Remap DP1

Select the DSCP value from select menu to which you want to
remap. DSCP value ranges from 0 to 63.

e Remap

Select the DSCP value from select menu to which you want to

remap. DSCP value ranges from 0 to 63.

Buttons

: Click to save changes.

: Click to undo any changes made locally and revert to previously saved values.
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This page allows you to map DSCP value to a QoS Class and DPL value. The DSCP Classification screen in

Figure 4-9-12 appears.

DSCP Classification
QoS Class | DPL | DSCP
0 0 |BE
0 1 |BE w
1 0 |EE w
1 1 |BE w
2 0 |EE w
2 1 |BE w
3 0 |EE w
3 1 |BE w
4 0 |EE w
4 1 |BE w
5 0 |EE «
5 1 BE =
B 0 |EE w
B 1 |EE
7 0 |EE «
7 1 |BE w

Auto-refresh [

Figure 4-9-12: DSCP Classification page screenshot

The page includes the following fields:

Object Description

e QoS Class Available QoS Class value ranges from 0 to 7. QoS Class (0-7) can

be mapped to followed parameters.

e DPL Drop Precedence Level (0-1) can be configured for all available
QoS Classes.
e DSCP Select DSCP value (0-63) from DSCP menu to map DSCP to

corresponding QoS Class and DPL value

Buttons

: Click to save changes.

: Click to undo any changes made locally and revert to previously saved values.
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4.9.11 QoS Control List

This page shows the QoS Control List (QCL), which is made up of the QCEs. Each row describes a QCE
that is defined. The maximum number of QCEs is 256 on each switch.

Click on the lowest plus sign to add a new QCE to the list.

The QoS Control List screen in Figure 4-9-13 appears.

QoS Control List Configuration

Action
Class | DPL | DSCP

QCE# | Port | Frame Type | SMAC [ DMAC | YID

®|

Refresh

Figure 4-9-13: QoS Control List Configuration page screenshot

The page includes the following fields:

Object Description

o QCE# Indicates the index of QCE.

e Port Indicates the list of ports configured with the QCE.

e Frame Type Indicates the type of frame to look for incoming frames. Possible

frame types are:

Any: The QCE will match all frame type.

Ethernet: Only Ethernet frames (with Ether Type 0x600-0OxFFFF)
are allowed.

LLC: Only (LLC) frames are allowed.

SNAP: Only (SNAP) frames are allowed.

IPv4: The QCE will match only IPV4 frames.

IPv6: The QCE will match only IPV6 frames.

e SMAC Displays the OUI field of Source MAC address, i.e. first three octet
(byte) of MAC address.
e DMAC Specify the type of Destination MAC addresses for incoming

frame. Possible values are:

Any: All types of Destination MAC addresses are allowed.
Unicast: Only Unicast MAC addresses are allowed.

Multicast: Only Multicast MAC addresses are allowed.

Broadcast: Only Broadcast MAC addresses are allowed.

The default value is 'Any'.

e VID Indicates (VLAN ID), either a specific VID or range of VIDs. VID can
be in the range 1-4095 or 'Any'
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e Conflict

Displays QCE status. It may happen that resources required to
add a QCE may not available, in that case it shows conflict status
as 'Yes', otherwise it is always 'No’. Please note that conflict can
be resolved by releasing the resource required by the QCE and
pressing 'Refresh' button.

e Action

Indicates the classification action taken on ingress frame if
parameters configured are matched with the frame's content.
There are three action fields: Class, DPL and DSCP.

Class: Classified QoS Class; if a frame matches the QCE it will be
put in the queue.

DPL: Drop Precedence Level; if a frame matches the QCE then DP
level will set to value displayed under DPL column.

DSCP: If a frame matches the QCE then DSCP will be classified
with the value displayed under DSCP column.

e Modification
Buttons

You can modify each QCE in the table using the following
buttons:

@: Inserts a new QCE before the current row.

®: Edits the QCE.

@®: Moves the QCE up the list.

@: Moves the QCE down the list.

®: Deletes the QCE.

@: The lowest plus sign adds a new entry at the bottom of the
list of QCL.

Buttons

: Click to refresh the page. This will help to check the latest conflict status after releasing the

resources.

4.9.11.1 QoS Control Entry Configuration
The QCE Configuration screen in Figure 4-9-14 appears.
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QCE Configuration

Port Members
1 |2 [3]4]5[e6]7[8]9]1
Key Parameters Action Parameters
Tay Any  |w Class 0 w
VID bny v DPL Diefanlt +
PCP Any v DSCP Diefanlt +

DEI Any W
SMAC Any W

DMAC Type | | &Any
Frame Type | | Any |+

(S ) (R ) (Gl

Figure 4-9-14: QCE Configuration page screenshot

The page includes the following fields:

Object Description

e Port Members Check the checkbox button in case you what to make any port
member of the QCL entry. By default all ports will be checked

e Key Parameters Key configuration are described as below:

Tag Value of Tag field can be 'Any', 'Untag' or 'Tag'

VID Valid value of VLAN ID can be any value in the range 1-4095
or 'Any'; user can enter either a specific value or a range of VIDs
PCP Priority Code Point: Valid value PCP are specific(0, 1, 2, 3, 4,
5, 6, 7) or range(0-1, 2-3, 4-5, 6-7, 0-3, 4-7) or 'Any'

DEI Drop Eligible Indicator: Valid value of DEI can be any of values
between 0, 1 or 'Any'

SMAC Source MAC address: 24 MS bits (OUI) or 'Any'

DMAC Type Destination MAC type: possible values are
unicast(UC), multicast(MC), broadcast(BC) or 'Any'

Frame Type Frame Type can have any of the following values

1. Any
2. Ethernet
3. LLC
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4. SNAP
5. IPv4
6. IPv6

Note: all frame types are explained below.

e Any Allow all types of frames.

Ethernet Ethernet Type Valid ethernet type can have value within
0x600-0xFFFF or 'Any' but excluding 0x800(IPv4) and 0x86DD
(IPv6), default value is 'Any'.

e LLC SSAP Address Valid SSAP(Source Service Access Point) can vary
from 0x00 to OxFF or 'Any', the default value is 'Any'

DSAP Address Valid DSAP(Destination Service Access Point) can
vary from 0x00 to OxFF or 'Any', the default value is 'Any'
Control Address Valid Control Address can vary from 0x00 to
OxFF or 'Any', the default value is 'Any'

e SNAP PID Valid PID(a.k.a ethernet type) can have value within
0x00-0xFFFF or 'Any', default value is 'Any'
e |Pv4 Protocol IP protocol number: (0-255, TCP or UDP) or 'Any'

Source IP Specific Source IP address in value/mask format or
'Any'. IP and Mask are in the format x.y.z.w where x, y, z, and w
are decimal numbers between 0 and 255. When Mask is
converted to a 32-bit binary string and read from left to right, all
bits following the first zero must also be zero

DSCP Diffserv Code Point value (DSCP): It can be specific value,
range of value or 'Any'. DSCP values are in the range 0-63
including BE, CS1-CS7, EF or AF11-AF43

IP Fragment IPv4 frame fragmented option: yes|no|any

Sport Source TCP/UDP port:(0-65535) or 'Any', specific or port
range applicable for IP protocol UDP/TCP

Dport Destination TCP/UDP port:(0-65535) or 'Any', specific or
port range applicable for IP protocol UDP/TCP

e |IPv6 Protocol IP protocol number: (0-255, TCP or UDP) or 'Any'
Source IP IPv6 source address: (a.b.c.d) or 'Any', 32 LS bits
DSCP Diffserv Code Point value(DSCP): It can be specific value,
range of value or 'Any'. DSCP values are in the range 0-63
including BE, CS1-CS7, EF or AF11-AF43

Sport Source TCP/UDP port:(0-65535) or 'Any', specific or port
range applicable for IP protocol UDP/TCP

Dport Destination TCP/UDP port:(0-65535) or 'Any', specific or
port range applicable for IP protocol UDP/TCP
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e Action Class QoS Class: "class (0-7)", default- basic classification
Configuration DP Valid DP Level can be (0-3)", default- basic classification
DSCP Valid dscp value can be (0-63, BE, CS1-CS7, EF or
AF11-AF43)
Buttons

: Click to save the configuration and move to main QCL page
: Click to undo any changes made locally and revert to previously saved values

:Mﬂ: Return to the previous page without saving the configuration change

4.9.12 QoS Status
This page shows the QCL status by different QCL users. Each row describes the QCE that is defined. It is

a conflict if a specific QCE is not applied to the hardware due to hardware limitations. The maximum

number of QCEs is 256 on each switch. The QoS Control List Status screen in Figure 4-9-15 appears.

QoS Control List Status

Combined  w

Action
Class | DP | DSCP

User | QCE# | Frame Type | Port Conflict

Mo entrigs
Auto-refresh [ [ Eesolve Conflict H Brfresh ]

Figure 4-9-15: QoS Control List Status page screenshot

The page includes the following fields:

Object Description

e User Indicates the QCL user.

o QCE# Indicates the index of QCE.

o Frame Type Indicates the type of frame to look for incomming frames.

Possible frame types are:

Any: The QCE will match all frame type.

Ethernet: Only Ethernet frames (with Ether Type 0x600-0OxFFFF)
are allowed.

LLC: Only (LLC) frames are allowed.
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SNAP: Only (SNAP) frames are allowed.
IPv4: The QCE will match only IPV4 frames.
IPv6: The QCE will match only IPV6 frames.

e Action Indicates the classification action taken on ingress frame if

parameters configured are matched with the frame's content.
There are three action fields: Class, DPL and DSCP.

Class: Classified QoS Class; if a frame matches the QCE it will be
put in the queue.

DPL: Drop Precedence Level; if a frame matches the QCE then DP
level will set to value displayed under DPL column.

DSCP: If a frame matches the QCE then DSCP will be classified
with the value displayed under DSCP column.

o Conflict Displays QCE status. It may happen that resources required to
add a QCE may not available, in that case it shows conflict status
as 'Yes', otherwise it is always 'No’. Please note that conflict can

be resolved by releasing the resource required by the QCE and

pressing 'Refresh’ button.

Buttons

Cornbined *: Select the QCL status from this drop down list.

Auto-refreshi-: Check this box to refresh the page automatically. Automatic refresh occurs at regular

intervals.

Refiesh |, click to refresh the page; any changes made locally will be undone.

4.9.13 Storm Control Configuration
Storm control for the switch is configured on this page.

There is a unicast storm rate control, multicast storm rate control, and a broadcast storm rate control.
These only affect flooded frames, i.e. frames with a (VLAN ID, DMAC) pair not present on the MAC
Address table.

The configuration indicates the permitted packet rate for unicast, multicast or broadcast traffic across

the switch. The Storm Control Configuration screen in Figure 4-9-16 appears.
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Storm Control Configuration

Frame Type | Enable | Rate (pps)
Unicast F 1 w
Multicast [F] 1 v

Figure 4-9-16: Storm Control Configuration page screenshot

The page includes the following fields:

Object Description

e Frame Type The settings in a particular row apply to the frame type listed
here:
unicast
multicast

e Enable Enable or disable the storm control status for the given frame
type.

e Rate The rate unit is packets per second (pps). Valid values are: 1, 2, 4,
8,16, 32, 64, 128, 256, 512, 1K, 2K, 4K, 8K, 16K, 32K, 64K, 128K,
256K, 512K, 1024K, 2048K, 4096K, 8192K, 16384K or 32768K.

Buttons

: Click to save changes.

: Click to undo any changes made locally and revert to previously saved values.

4.9.14 QoS Statistics
This page provides statistics for the different queues for all switch ports. The QoS Statistics screen in

Figure 4-9-17 appears.
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Queuing Counters
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Figure 4-9-17; Queuing Counters page screenshot

The page includes the following fields:

Object Description
e Port The logical port for the settings contained in the same row.
e Q0~ Q7 There are 8 QoS queues per port. QO is the lowest priority queue.
e Rx/Tx The number of received and transmitted packets per queue.
Buttons
Refiesh

: Click to refresh the page immediately.

:IEEI: Clears the counters for all ports.

Auto-refresh i-i: Check this box to enable an automatic refresh of the page at regular intervals.

4.9.15 Voice VLAN Configuration

The Voice VLAN feature enables voice traffic forwarding on the Voice VLAN, then the switch can classify
and schedule network traffic. It is recommended that there be two VLANs on a port - one for voice, one
for data. Before connecting the IP device to the switch, the IP phone should configure the voice VLAN
ID correctly. It should be configured through its own GUI. The Voice VLAN Configuration screen in
Figure 4-9-18 appears.
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Voice VLAN Configuration

Mode Dizahled w
VLAN ID 1000
Aging Time | 26400 seconds
Traffic Class | | 7 (High v

Port Configuration

Purt| Mode | Security |Di5|::uuer',r Protocol
1 | Disabled || Disabled |+ || QU ~
2 |Disabled || Disabled w || QT w
3 |Disabled || Disabled || Q11 w
4 | Disabled » || Disabled || QT w
5 |Disabled || Disabled w || Q11 e
6 |Disabled || Disabled || QT e
7 | Disabled » || Disabled || QT e
8 |Disabled || Disabled || QU1 w
9 | Disabled || Disabled || QT e
10 | Disakled || Disabled |+ || QU1 e

Figure 4-9-18: Voice VLAN Configuration page screenshot

The page includes the following fields:

Object Description
e Mode Indicates the Voice VLAN mode operation. We must disable MSTP

feature before we enable Voice VLAN. It can avoid the conflict of

ingress filter. Possible modes are:

Enabled: Enable Voice VLAN mode operation.

Disabled: Disable Voice VLAN mode operation.

e VLAN ID Indicates the Voice VLAN ID. It should be a unique VLAN ID in the
system and cannot equal each port PVID. It is conflict

configuration if the value equal management VID, MVR VID, PVID
etc. The allowed range is 1 to 4095.

e Age Time Indicates the Voice VLAN secure learning age time. The allowed
range is 10 to 10000000 seconds. It used when security mode or
auto detect mode is enabled. In other cases, it will based

hardware age time. The actual age time will be situated in the

[age_time; 2 * age_time] interval.
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e Traffic Class Indicates the Voice VLAN traffic class. All traffic on Voice VLAN
will apply this class.

e Port Mode Indicates the Voice VLAN port mode. When the port mode isn't
disabled, we must disable MSTP feature before we enable Voice
VLAN. It can avoid the conflict of ingress filter. Possible port
modes are:

Disabled: Disjoin from Voice VLAN.

Auto: Enable auto detect mode. It detects whether there is VolIP
phone attached on the specific port and configure the Voice
VLAN members automatically.

Forced: Forced join to Voice VLAN.

e Port Security Indicates the Voice VLAN port security mode. When the function
is enabled, all non-telephone MAC address in Voice VLAN will be
blocked 10 seconds. Possible port modes are:

Enabled: Enable Voice VLAN security mode operation.

Disabled: Disable Voice VLAN security mode operation.

e Port Discovery Indicates the Voice VLAN port discovery protocol. It will only
Protocol work when auto detect mode is enabled. We should enable LLDP

feature before configuring discovery protocol to "LLDP" or

"Both". Changing the discovery protocol to "OUI" or "LLDP" will

restart auto detect process? Possible discovery protocols are:

OUI: Detect telephony device by OUI address.

LLDP: Detect telephony device by LLDP.

Both: Both OUl and LLDP.

Buttons

: Click to save changes.

: Click to undo any changes made locally and revert to previously saved values.

4.9.16 Voice VLAN OUI Table

Configure VOICE VLAN OUI table on this page. The maximum entry number is 16. Modifying the OUI
table will restart auto detection of OUI process. The Voice VLAN OUI Table screen in Figure 4-9-19
appears.
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Voice VLAN OUI Table
Delete |Te|ephun',r DUI| Description
[ 00036k Cisco phones
] 00-0fe2 HaC phones
IF 00-60-b3 Philips and NEC AG phones
[0 00-do-1e Fingtel phones
[] 00-e0-7& Folycom phones
[ 00-e0-bb dcom phones
] 0001-e3 Siemens AG phones

Figure 4-9-19: Voice VLAN OUI Table page screenshot

The page includes the following fields:

Object Description
e Delete Check to delete the entry. It will be deleted during the next save.
e Telephony OUI A telephony OUI address is a globally unique identifier assigned

to a vendor by IEEE. It must be 6 characters long and the input
format is "xx-xx-xx" (x is a hexadecimal digit).

e Description The description of OUI address. Normally, it descripts which

vendor telephony device. The allowed string length is 0 to 32.

Buttons

: Click to add a new access management entry.

: Click to save changes.

: Click to undo any changes made locally and revert to previously saved values.

4.10 Access Control Lists

ACL is an acronym for Access Control List. It is the list table of ACEs, containing access control entries
that specify individual users or groups permitted or denied to specific traffic objects, such as a process
or a program.
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Each accessible traffic object contains an identifier to its ACL. The privileges determine whether there

are specific traffic object access rights.

ACL implementations can be quite complex, for example, when the ACEs are prioritized for the various
situation. In networking, the ACL refers to a list of service ports or network services that are available
on a host or server, each with a list of hosts or servers permitted or denied to use the service. ACL can
generally be configured to control inbound traffic, and in this context, they are similar to firewalls.

ACE is an acronym for Access Control Entry. It describes access permission associated with a particular
ACE ID.

There are three ACE frame types (Ethernet Type, ARP, and IPv4) and two ACE actions (permit and
deny). The ACE also contains many detailed, different parameter options that are available for

individual application.

4.10.1 Access Control List Status

This page shows the ACL status by different ACL users. Each row describes the ACE that is defined. It is
a conflict if a specific ACE is not applied to the hardware due to hardware limitations. The maximum
number of ACEs is 256 on each switch. The Voice VLAN OUI Table screen in Figure 4-10-1 appears.

ACL Status

Combined w

User | Ingress Port | Frame Type | Action | Rate Limiter | Port Copy | Mirror | CPU ‘ CPU Once | Counter | Conflict

Mo entries
Auto-refresh [

Figure 4-10-1: ACL Status page screenshot

The page includes the following fields:

Object Description
e User Indicates the ACL user.
¢ Ingress Port Indicates the ingress port of the ACE. Possible values are:

Any: The ACE will match any ingress port.
Policy: The ACE will match ingress ports with a specific policy.
Port: The ACE will match a specific ingress port.

e Frame Type Indicates the frame type of the ACE. Possible values are:

Any: The ACE will match any frame type.

EType: The ACE will match Ethernet Type frames. Note that an
Ethernet Type based ACE will not get matched by IP and ARP

frames.
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ARP: The ACE will match ARP/RARP frames.

IPv4: The ACE will match all IPv4 frames.

IPv4/ICMP: The ACE will match IPv4 frames with ICMP protocol.
IPv4/UDP: The ACE will match IPv4 frames with UDP protocol.
IPv4/TCP: The ACE will match IPv4 frames with TCP protocol.
IPv4/Other: The ACE will match IPv4 frames, which are not

ICMP/UDP/TCP.
IPv6: The ACE will match all IPv6 standard frames.
e Action Indicates the forwarding action of the ACE.

Permit: Frames matching the ACE may be forwarded and learned.
Deny: Frames matching the ACE are dropped.

Rate Limiter Indicates the rate limiter number of the ACE. The allowed range

is 1 to 16. When Disabled is displayed, the rate limiter operation
is disabled.
Port Copy Indicates the port copy operation of the ACE. Frames matching

the ACE are copied to the port number. The allowed values are
Disabled or a specific port number. When Disabled is displayed,
the port copy operation is disabled.

e CPU Forward packet that matched the specific ACE to CPU.

e CPU Once Forward first packet that matched the specific ACE to CPU.

e Counter The counter indicates the number of times the ACE was hit by a
frame.

e Conflict Indicates the hardware status of the specific ACE. The specific

ACE is not applied to the hardware due to hardware limitations.

Buttons

Combined ¥: Select the ACL status from this drop down list.

Auto-refresh i-i: Check this box to refresh the page automatically. Automatic refresh occurs at regular

intervals.

Refesh | Click to refresh the page; any changes made locally will be undone.

4.10.2 Access Control List Configuration

This page shows the Access Control List (ACL), which is made up of the ACEs defined on this switch.
Each row describes the ACE that is defined. The maximum number of ACEs is 256 on each switch.

Click on the lowest plus sign to add a new ACE to the list. The reserved ACEs used for internal protocol,

cannot be edited or deleted, the order sequence cannot be changed and the priority is highest.
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The Access Control List Configuration screen in Figure 4-10-2 appears.

Access Control List Configuration

Ingress Port | Frame Type | Action | Rate Limiter| Port Copy | Mirror | Logging | Shutdown | Cuunter|

Auto-refresh [ [ Eefresh H Clear H Remcve Al l

Figure 4-10-2: Access Control List Configuration page screenshot

The page includes the following fields:

Object Description

¢ Ingress Port Indicates the ingress port of the ACE. Possible values are:
Any: The ACE will match any ingress port.

Policy: The ACE will match ingress ports with a specific policy.
Port: The ACE will match a specific ingress port.

e Frame Type Indicates the frame type of the ACE. Possible values are:

Any: The ACE will match any frame type.

EType: The ACE will match Ethernet Type frames. Note that an
Ethernet Type based ACE will not get matched by IP and ARP
frames.

ARP: The ACE will match ARP/RARP frames.

IPv4: The ACE will match all IPv4 frames.

IPv4/ICMP: The ACE will match IPv4 frames with ICMP protocol.
IPv4/UDP: The ACE will match IPv4 frames with UDP protocol.
IPv4/TCP: The ACE will match IPv4 frames with TCP protocol.
IPv4/Other: The ACE will match IPv4 frames, which are not

ICMP/UDP/TCP.
IPv6: The ACE will match all IPv6 standard frames.
e Action Indicates the forwarding action of the ACE.

Permit: Frames matching the ACE may be forwarded and learned.

Deny: Frames matching the ACE are dropped.

Rate Limiter Indicates the rate limiter number of the ACE. The allowed range
is 1to 16. When Disabled is displayed, the rate limiter operation
is disabled.

Port Copy Indicates the port copy operation of the ACE. Frames matching

the ACE are copied to the port number. The allowed values are
Disabled or a specific port number. When Disabled is displayed,
the port copy operation is disabled.

Logging Indicates the logging operation of the ACE. Possible values are:

Enabled: Frames matching the ACE are stored in the System Log.
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Disabled: Frames matching the ACE are not logged.
Please note that the System Log memory size and logging rate is

limited.

e Shutdown Indicates the port shut down operation of the ACE. Possible
values are:

Enabled: If a frame matches the ACE, the ingress port will be

disabled.
Disabled: Port shut down is disabled for the ACE.
e Counter The counter indicates the number of times the ACE was hit by a
frame.
¢ Modification You can modify each ACE (Access Control Entry) in the table using
Buttons the following buttons:

@: Inserts a new ACE before the current row.

@: Edits the ACE row.

@: Moves the ACE up the list.

@: Moves the ACE down the list.

®: Deletes the ACE.

@: The lowest plus sign adds a new entry at the bottom of the
ACE listings.

Buttons

Auto-refresh i-i: Check this box to refresh the page automatically. Automatic refresh occurs at regular

intervals.

Refiesh | Click to refresh the page; any changes made locally will be undone.

:IEEI: Click to clear the counters.
: Click to remove all ACEs.

4.10.3 ACE Configuration
Configure an ACE (Access Control Entry) on this page.

An ACE consists of several parameters. These parameters vary according to the frame type that
you select. First select the ingress port for the ACE, and then select the frame type. Different
parameter options are displayed depending on the frame type selected.

A frame that hits this ACE matches the configuration that is defined here. The ACE Configuration
screen in Figure 4-10-3 appears.
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ACE Configuration

Ingress Port | | Any w Action Pernit »
Frame Type | | Any w Rate Limiter | | Disabled
Port Copy Dizabled »
Mirror Dizabled +
Logging Dizabled »
Shutdown Dizabled »
Counter 0

VLAN Parameters

802.10 Tagged | | 4Any bt
VLAN ID Filter | | Any  +
Tag Priority Any ¥

| Save || Reset || Concel |

Figure 4-10-3: ACE Configuration page screenshot

The page includes the following fields:

Object Description

e Ingress Port Select the ingress port for which this ACE applies.

Any: The ACE applies to any port.

Port n: The ACE applies to this port number, where n is the number of
the switch port.

Policy n: The ACE applies to this policy number, where n can range
from 1 through 8.

o Frame Type Select the frame type for this ACE. These frame types are mutually
exclusive.

Any: Any frame can match this ACE.

Ethernet Type: Only Ethernet Type frames can match this ACE. The
IEEE 802.3 describes the value of Length/Type Field specifications to
be greater than or equal to 1536 decimal (equal to 0600 hexadecimal).
ARP: Only ARP frames can match this ACE. Notice the ARP frames
won't match the ACE with ethernet type.

IPv4: Only IPv4 frames can match this ACE. Notice the IPv4 frames
won't match the ACE with ethernet type.

IPv6: Only IPv6 frames can match this ACE. Notice the IPv6 frames
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won't match the ACE with ethernet type.

Action

Specify the action to take with a frame that hits this ACE.

Permit: The frame that hits this ACE is granted permission for the ACE
operation.

Deny: The frame that hits this ACE is dropped.

Rate Limiter

Specify the rate limiter in number of base units. The allowed range is 1

to 16. Disabled indicates that the rate limiter operation is disabled.

Port Copy

Frames that hit the ACE are copied to the port number specified here.
The allowed range is the same as the switch port number range.
Disabled indicates that the port copy operation is disabled.

e Mirror

Specify the mirror operation of this port. The allowed values are:
Enabled: Frames received on the port are mirrored.

Disabled: Frames received on the port are not mirrored.

The default value is "Disabled".

Logging

Specify the logging operation of the ACE. The allowed values are:
Enabled: Frames matching the ACE are stored in the System Log.
Disabled: Frames matching the ACE are not logged.

Please note that the System Log memory size and logging rate is
limited.

Shutdown

Specify the port shut down operation of the ACE. The allowed values
are:

Enabled: If a frame matches the ACE, the ingress port will be disabled.
Disabled: Port shut down is disabled for the ACE.

Counter

The counter indicates the number of times the ACE was hit by a frame.

B MAC Parameters

Object

Description

e SMAC Filter

(Only displayed when the frame type is Ethernet Type or ARP.)
Specify the source MAC filter for this ACE.

Any: No SMAC filter is specified. (SMAC filter status is "don't-care".)
Specific: If you want to filter a specific source MAC address with this

ACE, choose this value. A field for entering an SMAC value appears.

¢ SMAC Value

When "Specific" is selected for the SMAC filter, you can enter a
specific source MAC address. The legal format is "xx-xx-xx-xx-xx-xx". A
frame that hits this ACE matches this SMAC value.

o DMAC Filter

Specify the destination MAC filter for this ACE.

Any: No DMAC filter is specified. (DMAC filter status is "don't-care".)
MC: Frame must be multicast.

BC: Frame must be broadcast.

218



IFS NS53502-8P-2S User Manual

UC: Frame must be unicast.
Specific: If you want to filter a specific destination MAC address with
this ACE, choose this value. A field for entering a DMAC value appears.

¢ DMAC Value

When "Specific" is selected for the DMAC filter, you can enter a
specific destination MAC address. The legal format is
"xX-XX-XX-XX-XX-Xx". A frame that hits this ACE matches this DMAC

value.

| VLAN Parameters

Object

Description

e 802.1Q Tagged

Specify whether frames can hit the action according to the
802.1Q tagged. The allowed values are:

Any: Any value is allowed ("don't-care").

Enabled: Tagged frame only.

Disabled: Untagged frame only.

The default value is "Any".

e VLAN ID Filter

Specify the VLAN ID filter for this ACE.

Any: No VLAN ID filter is specified. (VLAN ID filter status is
"don't-care".)

Specific: If you want to filter a specific VLAN ID with this ACE,
choose this value. A field for entering a VLAN ID number appears.

e VLANID

When "Specific" is selected for the VLAN ID filter, you can enter a
specific VLAN ID number. The allowed range is 1 to 4095. A frame
that hits this ACE matches this VLAN ID value.

e Tag Priority

Specify the tag priority for this ACE. A frame that hits this ACE
matches this tag priority. The allowed number range is 0 to 7. The
value Any means that no tag priority is specified (tag priority is
"don't-care".)

] ARP Parameters

The ARP parameters can be configured when Frame Type "ARP" is selected.

Object

Description

e ARP/RARP

Specify the available ARP/RARP opcode (OP) flag for this ACE.
Any: No ARP/RARP OP flag is specified. (OP is "don't-care".)
ARP: Frame must have ARP/RARP opcode set to ARP.

RARP: Frame must have ARP/RARP opcode set to RARP.
Other: Frame has unknown ARP/RARP Opcode flag.

e Request/Reply

Specify the available ARP/RARP opcode (OP) flag for this ACE.
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Any: No ARP/RARP OP flag is specified. (OP is "don't-care".)
Request: Frame must have ARP Request or RARP Request OP flag
set.

Reply: Frame must have ARP Reply or RARP Reply OP flag.

Sender IP Filter

Specify the sender IP filter for this ACE.

Any: No sender IP filter is specified. (Sender IP filter is
"don't-care".)

Host: Sender IP filter is set to Host. Specify the sender IP address
in the SIP Address field that appears.

Network: Sender IP filter is set to Network. Specify the sender IP
address and sender IP mask in the SIP Address and SIP Mask
fields that appear.

Sender IP Address

When "Host" or "Network" is selected for the sender IP filter, you
can enter a specific sender IP address in dotted decimal notation.

Sender IP Mask

When "Network" is selected for the sender IP filter, you can enter
a specific sender IP mask in dotted decimal notation.

Target IP Filter

Specify the target IP filter for this specific ACE.

Any: No target IP filter is specified. (Target IP filter is
"don't-care".)

Host: Target IP filter is set to Host. Specify the target IP address
in the Target IP Address field that appears.

Network: Target IP filter is set to Network. Specify the target IP
address and target IP mask in the Target IP Address and Target IP
Mask fields that appear.

Target IP Address

When "Host" or "Network" is selected for the target IP filter, you

can enter a specific target IP address in dotted decimal notation.

Target IP Mask

When "Network" is selected for the target IP filter, you can enter

a specific target IP mask in dotted decimal notation.

ARP SMAC Match

Specify whether frames can hit the action according to their
sender hardware address field (SHA) settings.

0: ARP frames where SHA is not equal to the SMAC address.
1: ARP frames where SHA is equal to the SMAC address.

Any: Any value is allowed ("don't-care").

RARP SMAC Match

Specify whether frames can hit the action according to their
target hardware address field (THA) settings.

0: RARP frames where THA is not equal to the SMAC address.
1: RARP frames where THA is equal to the SMAC address.
Any: Any value is allowed ("don't-care").

IP/Ethernet Length

Specify whether frames can hit the action according to their
ARP/RARP hardware address length (HLN) and protocol address
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length (PLN) settings.

0: ARP/RARP frames where the HLN is equal to Ethernet (0x06)
and the (PLN) is equal to IPv4 (0x04).

1: ARP/RARP frames where the HLN is equal to Ethernet (0x06)
and the (PLN) is equal to IPv4 (0x04).

Any: Any value is allowed ("don't-care").

o |P Specify whether frames can hit the action according to their
ARP/RARP hardware address space (HRD) settings.

0: ARP/RARP frames where the HLD is equal to Ethernet (1).
1: ARP/RARP frames where the HLD is equal to Ethernet (1).
Any: Any value is allowed ("don't-care").

e Ethernet Specify whether frames can hit the action according to their
ARP/RARP protocol address space (PRO) settings.

0: ARP/RARP frames where the PRO is equal to IP (0x800).
1: ARP/RARP frames where the PRO is equal to IP (0x800).
Any: Any value is allowed ("don't-care").

| IP Parameters

The IP parameters can be configured when Frame Type "IPv4" is selected.

Object Description
o |P Protocol Filter Specify the IP protocol filter for this ACE.
Any: No IP protocol filter is specified ("don't-care").

Specific: If you want to filter a specific IP protocol filter with this
ACE, choose this value. A field for entering an IP protocol filter
appears.

ICMP: Select ICMP to filter IPv4 ICMP protocol frames. Extra
fields for defining ICMP parameters will appear. These fields are
explained later in this help file.

UDP: Select UDP to filter IPv4 UDP protocol frames. Extra fields
for defining UDP parameters will appear. These fields are
explained later in this help file.

TCP: Select TCP to filter IPv4 TCP protocol frames. Extra fields
for defining TCP parameters will appear. These fields are
explained later in this help file.

¢ |P Protocol Value When "Specific" is selected for the IP protocol value, you can
enter a specific value. The allowed range is O to 255. A frame
that hits this ACE matches this IP protocol value.

o IPTTL Specify the Time-to-Live settings for this ACE.

Zero: IPv4 frames with a Time-to-Live field greater than zero

must not be able to match this entry.
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Non-zero: IPv4 frames with a Time-to-Live field greater than
zero must be able to match this entry.

Any: Any value is allowed ("don't-care").

e |IP Fragment

Specify the fragment offset settings for this ACE. This involves the
settings for the More Fragments (MF) bit and the Fragment
Offset (FRAG OFFSET) field for an IPv4 frame.

No: IPv4 frames where the MF bit is set or the FRAG OFFSET field
is greater than zero must not be able to match this entry.

Yes: IPv4 frames where the MF bit is set or the FRAG OFFSET
field is greater than zero must be able to match this entry.

Any: Any value is allowed ("don't-care").

e IP Option

Specify the options flag setting for this ACE.

No: IPv4 frames where the options flag is set must not be able to
match this entry.

Yes: IPv4 frames where the options flag is set must be able to
match this entry.

Any: Any value is allowed ("don't-care").

e SIP Filter

Specify the source IP filter for this ACE.

Any: No source IP filter is specified. (Source IP filter is
"don't-care".)

Host: Source IP filter is set to Host. Specify the source IP address
in the SIP Address field that appears.

Network: Source IP filter is set to Network. Specify the source IP
address and source IP mask in the SIP Address and SIP Mask fields
that appear.

e SIP Address

When "Host" or "Network" is selected for the source IP filter, you

can enter a specific SIP address in dotted decimal notation.

e SIP Mask When "Network" is selected for the source IP filter, you can enter
a specific SIP mask in dotted decimal notation.
e DIP Filter Specify the destination IP filter for this ACE.

Any: No destination IP filter is specified. (Destination IP filter is
"don't-care".)

Host: Destination IP filter is set to Host. Specify the destination
IP address in the DIP Address field that appears.

Network: Destination IP filter is set to Network. Specify the
destination IP address and destination IP mask in the DIP Address
and DIP Mask fields that appear.

e DIP Address

When "Host" or "Network" is selected for the destination IP filter,
you can enter a specific DIP address in dotted decimal notation.

e DIP Mask

When "Network" is selected for the destination IP filter, you can
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enter a specific DIP mask in dotted decimal notation.

ICMP Parameters

Object

Description

e ICMP Type Filter

Specify the ICMP filter for this ACE.

Any: No ICMP filter is specified (ICMP filter status is
"don't-care").

Specific: If you want to filter a specific ICMP filter with this ACE,
you can enter a specific ICMP value. A field for entering an ICMP

value appears.

¢ |ICMP Type Value

When "Specific" is selected for the ICMP filter, you can enter a
specific ICMP value. The allowed range is 0 to 255. A frame that
hits this ACE matches this ICMP value.

e |[CMP Code Filter

Specify the ICMP code filter for this ACE.

Any: No ICMP code filter is specified (ICMP code filter status is
"don't-care").

Specific: If you want to filter a specific ICMP code filter with this
ACE, you can enter a specific ICMP code value. A field for

entering an ICMP code value appears.

e |[CMP Code Value

When "Specific" is selected for the ICMP code filter, you can
enter a specific ICMP code value. The allowed range is O to 255.
A frame that hits this ACE matches this ICMP code value.

TCP/UDP Parameters
Object Description
e TCP/UDP Source Specify the TCP/UDP source filter for this ACE.
Filter Any: No TCP/UDP source filter is specified (TCP/UDP source filter

status is "don't-care").

Specific: If you want to filter a specific TCP/UDP source filter
with this ACE, you can enter a specific TCP/UDP source value. A
field for entering a TCP/UDP source value appears.

Range: If you want to filter a specific TCP/UDP source range
filter with this ACE, you can enter a specific TCP/UDP source
range value. A field for entering a TCP/UDP source value appears.

e TCP/UDP Source
No.

When "Specific" is selected for the TCP/UDP source filter, you can
enter a specific TCP/UDP source value. The allowed range is O to
65535. A frame that hits this ACE matches this TCP/UDP source
value.
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e TCP/UDP Source
Range

When "Range" is selected for the TCP/UDP source filter, you can
enter a specific TCP/UDP source range value. The allowed range
is 0 to 65535. A frame that hits this ACE matches this TCP/UDP

source value.

e TCP/UDP
Destination Filter

Specify the TCP/UDP destination filter for this ACE.

Any: No TCP/UDP destination filter is specified (TCP/UDP
destination filter status is "don't-care").

Specific: If you want to filter a specific TCP/UDP destination
filter with this ACE, you can enter a specific TCP/UDP destination
value. A field for entering a TCP/UDP destination value appears.
Range: If you want to filter a specific range TCP/UDP destination
filter with this ACE, you can enter a specific TCP/UDP destination
range value. A field for entering a TCP/UDP destination value

appears.
e TCP/UDP When "Specific" is selected for the TCP/UDP destination filter,
Destination you can enter a specific TCP/UDP destination value. The allowed
Number range is 0 to 65535. A frame that hits this ACE matches this
TCP/UDP destination value.
e TCP/UDP When "Range" is selected for the TCP/UDP destination filter, you

Destination Range

can enter a specific TCP/UDP destination range value. The
allowed range is O to 65535. A frame that hits this ACE matches
this TCP/UDP destination value.

e TCPFIN Specify the TCP "No more data from sender" (FIN) value for this
ACE.
0: TCP frames where the FIN field is set must not be able to
match this entry.
1: TCP frames where the FIN field is set must be able to match
this entry.
Any: Any value is allowed ("don't-care").

e TCP SYN Specify the TCP "Synchronize sequence numbers" (SYN) value for
this ACE.
0: TCP frames where the SYN field is set must not be able to
match this entry.
1: TCP frames where the SYN field is set must be able to match
this entry.
Any: Any value is allowed ("don't-care").

e TCP RST Specify the TCP "Reset the connection" (RST) value for this ACE.

0: TCP frames where the RST field is set must not be able to
match this entry.
1: TCP frames where the RST field is set must be able to match
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this entry.

Any: Any value is allowed ("don't-care").

e TCP PSH Specify the TCP "Push Function" (PSH) value for this ACE.

0: TCP frames where the PSH field is set must not be able to
match this entry.

1: TCP frames where the PSH field is set must be able to match

this entry.

Any: Any value is allowed ("don't-care").

e TCP ACK Specify the TCP "Acknowledgment field significant" (ACK) value
for this ACE.

0: TCP frames where the ACK field is set must not be able to
match this entry.

1: TCP frames where the ACK field is set must be able to match
this entry.

Any: Any value is allowed ("don't-care").

e TCP URG Specify the TCP "Urgent Pointer field significant" (URG) value for
this ACE.

0: TCP frames where the URG field is set must not be able to
match this entry.

1: TCP frames where the URG field is set must be able to match
this entry.

Any: Any value is allowed ("don't-care").

u Ethernet Type Parameters

The Ethernet Type parameters can be configured when Frame Type "Ethernet Type" is selected.

Object Description

o EtherType Filter Specify the Ethernet type filter for this ACE.

Any: No EtherType filter is specified (EtherType filter status is
"don't-care").

Specific: If you want to filter a specific EtherType filter with this
ACE, you can enter a specific EtherType value. A field for entering
an EtherType value appears.

e Ethernet Type When "Specific" is selected for the EtherType filter, you can enter

Value a specific EtherType value. The allowed range is 0x600 to OxFFFF
but excluding 0x800(IPv4), 0x806(ARP) and 0x86DD (IPv6). A
frame that hits this ACE matches this EtherType value.

Buttons

: Click to save changes.
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: Click to undo any changes made locally and revert to previously saved values.

:Mﬂ: Return to the previous page.

4.10.4 ACL Ports Configuration

Configure the ACL parameters (ACE) of each switch port. These parameters will affect frames received

on a port unless the frame matches a specific ACE.

The ACL Ports Configuration screen in Figure 4-10-4 appears.

ACL Ports Configuration

Port | Policy ID| Action |Rate Limiter ID| Port Copy | Mirror | Logging Shutdown | Counter
1 1 »| | Pemoit « Dizakled & | | Disabled s« | | Dizabled » | |Disabled « | | Disabled 37149
2 1 w| |Pemgoit « Dizakled | | Disabled » | | Dizabled » | |Disabled w | | Disabled w 1]
3 1 % | |Peonit Disabled » | | Disabled » | | Disabled s | | Disabled s | Disahled s 0
4 1 » | |Peomt « Disabled % | | Disabled % | | Disabled | | Disabled | | Disabled 0
i 1 % | | Pemoit + Dizabled » | | Disabled » | | Disabled w0 | | Dizabled » | | Disabled w0 1
B 1 »| | Pemoit + Dizabled | | Disabled » | | Disabled » | | Disabled » | | Disabled » 0
7 1 % | Pemoit + Dizabled | | Disabled » | | Disabled » | | Disabled & |Disabled » 0
8 1 »| | Pemoit « Dizabled | | Disabled » | | Dizabled » | | Disabled » | | Disabled 0
9 1 w| |Pemgoit « Dizakled | | Disabled « | |Dizabled » | |Disabled w | | Disabled w 1]
10 1 w| |Pemnit Disabled s | | Disahled » | | Disabled s | | Disabled s | Disahled s 1]

| Save | | Reset || Refesh || Clear |

Figure 4-10-4: ACL Ports Configuration page screenshot

The page includes the following fields:

Object Description

e Port The logical port for the settings contained in the same row.

e Policy ID Select the policy to apply to this port. The allowed values are 1
through 8. The default value is 1.

e Action Select whether forwarding is permitted ("Permit") or denied

("Deny"). The default value is "Permit".

Rate Limiter ID

Select which rate limiter to apply to this port. The allowed values
are Disabled or the values 1 through 15. The default value is
"Disabled".

e Port Copy Select which port frames are copied to. The allowed values are
Disabled or a specific port number. The default value is
"Disabled".

e Mirror Specify the mirror operation of this port. The allowed values are:

Enabled: Frames received on the port are mirrored.
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Disabled: Frames received on the port are not mirrored.

The default value is "Disabled".

e Logging Specify the logging operation of this port. The allowed values are:
Enabled: Frames received on the port are stored in the System
Log.

Disabled: Frames received on the port are not logged.

The default value is "Disabled".

Please note that the System Log memory size and logging rate is

limited.

e Shutdown Specify the port shut down operation of this port. The allowed
values are:

Enabled: If a frame is received on the port, the port will be
disabled.

Disabled: Port shut down is disabled.

The default value is "Disabled".

e Counter Counts the number of frames that match this ACE.

Buttons

: Click to save changes.

: Click to undo any changes made locally and revert to previously saved values.

: Click to refresh the page; any changes made locally will be undone.

:IEEI: Click to clear the counters.

4.10.5 ACL Rate Limiter Configuration

Configure the rate limiter for the ACL of the switch.
The ACL Rate Limiter Configuration screen in Figure 4-10-5 appears.
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ACL Rate Limiter Configuration

Rate Limiter ID| Rate | Unit
1 1| |pms
2 1| |pms »
3 1) s
4 1) |
5 1| |pms »
B 1) s
7 1| |pms o«
o 1| |pms »
9 1) s
10 1| [ v
11 1 o v
12 1 s W
13 1 [
14 1 s v
15 1 s W
16 1| [ v

Figure 4-10-5: ACL Rate Limiter Configuration page screenshot

The page includes the following fields:

Object Description

e Rate Limiter ID The rate limiter ID for the settings contained in the same row.

e Rate The allowed values are: 0-3276700 in pps or 0, 100, 200, 300,
1000000 in kbps.

e Unit Specify the rate unit. The allowed values are:

pps: packets per second.
Kbps: Kbits per second.

Buttons

: Click to save changes.

: Click to undo any changes made locally and revert to previously saved values.
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4.11 Authentication

This section is to control the access of the Managed Switch, includes the user access and management
control.

The Authentication section contains links to the following main topics:

B |EEE 802.1X Port-Based Network Access Control
B MAC-Based Authentication
B User Authentication

Overview of 802.1X (Port-Based) Authentication

In the 802.1X-world, the user is called the supplicant, the switch is the authenticator, and the RADIUS
server is the authentication server. The switch acts as the man-in-the-middle, forwarding requests and
responses between the supplicant and the authentication server. Frames sent between the supplicant
and the switch are special 802.1X frames, known as EAPOL (EAP Over LANs) frames. EAPOL frames
encapsulate EAP PDUs (RFC3748). Frames sent between the switch and the RADIUS server is RADIUS
packets. RADIUS packets also encapsulate EAP PDUs together with other attributes like the switch's IP
address, name, and the supplicant's port number on the switch. EAP is very flexible, in that it allows for
different authentication methods, like MD5-Challenge, PEAP, and TLS. The important thing is that the
authenticator (the switch) doesn't need to know which authentication method the supplicant and the
authentication server are using, or how many information exchange frames are needed for a particular
method. The switch simply encapsulates the EAP part of the frame into the relevant type (EAPOL or
RADIUS) and forwards it.

When authentication is complete, the RADIUS server sends a special packet containing a success or
failure indication. Besides forwarding this decision to the supplicant, the switch uses it to open up or

block traffic on the switch port connected to the supplicant.

Overview of MAC-Based Authentication

Unlike 802.1X, MAC-based authentication is not a standard, but merely a best-practices method
adopted by the industry. In MAC-based authentication, users are called clients, and the switch acts as
the supplicant on behalf of clients. The initial frame (any kind of frame) sent by a client is snooped by
the switch, which in turn uses the client's MAC address as both username and password in the
subsequent EAP exchange with the RADIUS server. The 6-byte MAC address is converted to a string on
the following form "xx-xx-xx-xx-xx-xx", that is, a dash (-) is used as separator between the lower-cased
hexadecimal digits. The switch only supports the MD5-Challenge authentication method, so the
RADIUS server must be configured accordingly.

When authentication is complete, the RADIUS server sends a success or failure indication, which in turn
causes the switch to open up or block traffic for that particular client, using static entries into the MAC

Table. Only then will frames from the client be forwarded on the switch. There are no EAPOL frames
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involved in this authentication, and therefore, MAC-based Authentication has nothing to do with the
802.1X standard.

The advantage of MAC-based authentication over 802.1X is that several clients can be connected to the
same port (e.g. through a 3rd party switch or a hub) and still require individual authentication, and that
the clients don't need special supplicant software to authenticate. The disadvantage is that MAC
addresses can be spoofed by malicious users, equipment whose MAC address is a valid RADIUS user
can be used by anyone, and only the MD5-Challenge method is supported.

The 802.1X and MAC-Based Authentication configuration consists of two sections, a system- and a

port-wide.

Overview of User Authentication
It is allowed to configure the Managed Switch to authenticate users logging into the system for
management access using local or remote authentication methods, such as telnet and Web browser.

This Managed Switch provides secure network management access using the following options:

B Remote Authentication Dial-in User Service (RADIUS)
B Terminal Access Controller Access Control System Plus (TACACS+)
B Local user name and Privilege Level control

RADIUS and TACACS+ are logon authentication protocols that use software running on a central server
to control access to RADIUS-aware or TACACS-aware devices on the network. An authentication server
contains a database of multiple user name / password pairs with associated privilege levels for each

user that requires management access to the Managed Switch.

4.11.1 Understanding IEEE 802.1X Port-Based Authentication

The IEEE 802.1X standard defines a client-server-based access control and authentication protocol that
restricts unauthorized clients from connecting to a LAN through publicly accessible ports. The
authentication server authenticates each client connected to a switch port before making available any
services offered by the switch or the LAN.

Until the client is authenticated, 802.1X access control allows only Extensible Authentication Protocol
over LAN (EAPOL) traffic through the port to which the client is connected. After authentication is
successful, normal traffic can pass through the port.

This section includes this conceptual information:
e Device Roles
e Authentication Initiation and Message Exchange

e Ports in Authorized and Unauthorized States
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B Device Roles

With 802.1X port-based authentication, the devices in the network have specific roles as shown below.

Authentication server == === Authentication server
(RADIUS Server) (TACACS+ Server)
Internet’ = i Authenticator
e ' ( 802.1X aware Switch )

lntranet

Supplicant I
(Client with 802.1X authentication) s !
Intranet
Figure 4-11-1

® Client—the device (workstation) that requests access to the LAN and switch services and
responds to requests from the switch. The workstation must be running 802.1X-compliant
client software such as that offered in the Microsoft Windows XP operating system. (The
client is the supplicant in the IEEE 802.1X specification.)

® Authentication server—performs the actual authentication of the client. The authentication
server validates the identity of the client and notifies the switch whether or not the client is
authorized to access the LAN and switch services. Because the switch acts as the proxy, the
authentication service is transparent to the client. In this release, the Remote Authentication
Dial-In User Service (RADIUS) security system with Extensible Authentication Protocol (EAP)
extensions is the only supported authentication server; it is available in Cisco Secure Access
Control Server version 3.0. RADIUS operates in a client/server model in which secure
authentication information is exchanged between the RADIUS server and one or more RADIUS
clients.

® Switch (802.1X device)—controls the physical access to the network based on the
authentication status of the client. The switch acts as an intermediary (proxy) between the
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client and the authentication server, requesting identity information from the client, verifying
that information with the authentication server, and relaying a response to the client. The
switch includes the RADIUS client, which is responsible for encapsulating and decapsulating the
Extensible Authentication Protocol (EAP) frames and interacting with the authentication server.
When the switch receives EAPOL frames and relays them to the authentication server, the
Ethernet header is stripped and the remaining EAP frame is re-encapsulated in the RADIUS
format. The EAP frames are not modified or examined during encapsulation, and the
authentication server must support EAP within the native frame format. When the switch
receives frames from the authentication server, the server's frame header is removed, leaving

the EAP frame, which is then encapsulated for Ethernet and sent to the client.

B Authentication Initiation and Message Exchange

The switch or the client can initiate authentication. If you enable authentication on a port by using
the dotlx port-control auto interface configuration command, the switch must initiate
authentication when it determines that the port link state transitions from down to up. It then
sends an EAP-request/identity frame to the client to request its identity (typically, the switch
sends an initial identity/request frame followed by one or more requests for authentication
information). Upon receipt of the frame, the client responds with an EAP-response/identity
frame.

However, if during boot up, the client does not receive an EAP-request/identity frame from the
switch, the client can initiate authentication by sending an EAPOL-start frame, which prompts the
switch to request the client's identity

If 802.1X is not enabled or supported on the network access device, any EAPOL
frames from the client are dropped. If the client does not receive an
EAP-request/identity frame after three attempts to start authentication, the

client transmits frames as if the port is in the authorized state. A port in the

authorized state effectively means that the client has been successfully

authenticated.

When the client supplies its identity, the switch begins its role as the intermediary, passing EAP frames
between the client and the authentication server until authentication succeeds or fails. If the
authentication succeeds, the switch port becomes authorized.

The specific exchange of EAP frames depends on the authentication method being used. “Figure
4-11-2” shows a message exchange initiated by the client using the One-Time-Password (OTP)

authentication method with a RADIUS server.
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Authentication

) Server
Client
802.1X Switch (RADIUS)

EAPOL-Start

EAP-Request/Identity

EAP-Response/Identity > RADIUS Access-Request >

EAP-Request/OTP < RADIUS Access-Challenge

EAP-Response/OTP > RADIUS Access-Request

|

EAP-Success RADIUS Access-Accept
< <

Port Authorized

EAPOL-Logoff

Port Unauthorized

Figure 4-11-2: EAP message exchange

B Ports in Authorized and Unauthorized States

The switch port state determines whether or not the client is granted access to the network. The
port starts in the unauthorized state. While in this state, the port disallows all ingress and egress
traffic except for 802.1X protocol packets. When a client is successfully authenticated, the port
transitions to the authorized state, allowing all traffic for the client to flow normally.

If a client that does not support 802.1X is connected to an unauthorized 802.1X port, the switch
requests the client's identity. In this situation, the client does not respond to the request, the port
remains in the unauthorized state, and the client is not granted access to the network.

In contrast, when an 802.1X-enabled client connects to a port that is not running the 802.1X protocol,
the client initiates the authentication process by sending the EAPOL-start frame. When no response is
received, the client sends the request for a fixed number of times. Because no response is received, the

client begins sending frames as if the port is in the authorized state

If the client is successfully authenticated (receives an Accept frame from the authentication server), the
port state changes to authorized, and all frames from the authenticated client are allowed through the
port. If the authentication fails, the port remains in the unauthorized state, but authentication can be
retried. If the authentication server cannot be reached, the switch can retransmit the request. If no
response is received from the server after the specified number of attempts, authentication fails, and

network access is not granted.

When a client logs off, it sends an EAPOL-logoff message, causing the switch port to transition to the

unauthorized state.

If the link state of a port transitions from up to down, or if an EAPOL-logoff frame is received, the port

returns to the unauthorized state.
233



IFS NS53502-8P-2S User Manual

4.11.2 Authentication Configuration

This page allows you to configure how a user is authenticated when he logs into the switch via one of

the management client interfaces. The Authentication Method Configuration screen in Figure 4-11-3

appears.

Authentication Method Configuration

Client | Authentication Method |Fa|lhac:k
consale | local w
telnet local w
ssh local w
wreh local w

Figure 4-11-3: Authentication Method Configuration page screenshot

The page includes the following fields:

Object

Description

e Client

The management client for which the configuration below
applies.

e Authentication
Method

Authentication Method can be set to one of the following values:
None: authentication is disabled and login is not possible.

Local: use the local user database on the switch stack for
authentication.

Radius: use a remote RADIUS server for authentication.
TACACSt+: use a remote TACACS+ server for authentication.

e Fallback

Enable fallback to local authentication by checking this box.
If none of the configured authentication servers are alive, the
local user database is used for authentication.

This is only possible if the Authentication Method is set to

something else than 'none or 'local’.

Buttons

: Click to save changes.

: Click to undo any changes made locally and revert to previously saved values.
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4.11.3 Network Access Server Configuration

This page allows you to configure the IEEE 802.1X and MAC-based authentication system and
port settings.

The IEEE 802.1X standard defines a port-based access control procedure that prevents
unauthorized access to a network by requiring users to first submit credentials for authentication.
One or more central servers, the backend servers, determine whether the user is allowed access
to the network. These backend (RADIUS) servers are configured on the
"Configuration->Security->AAA" page. The IEEE802.1X standard defines port-based operation,
but non-standard variants overcome security limitations as shall be explored below.
MAC-based authentication allows for authentication of more than one user on the same port, and
doesn't require the user to have special 802.1X supplicant software installed on his system. The
switch uses the user's MAC address to authenticate against the backend server. Intruders can
create counterfeit MAC addresses, which makes MAC-based authentication less secure than
802.1 X authentications. The NAS configuration consists of two sections, a system- and a
port-wide. The Network Access Server Configuration screen in Figure 4-11-4 appears.
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Mode Dizablad v
Reauthentication Enabled |
Reauthentication Period seconds
EAPOL Timeout 30 seconds
Aging Period m seconds
Hold Time ] seconds
RADIUS -Assigned QoS Enabled |
RADIUS -Assigned VLAN Enabled | []
Guest YLAN Enabled O
Guest VLAN ID
Max. Reauth. Count
Allow Guest VLAN if EAPOL Seen
Port Configuration

—_

Force Authorized v
Foree Authorized %
Force Authorized v
Foree Authorized %
Force Amthorized v
Foree Authorized v
Force Amthorized
Force Authorized v
Force Amthorized %
Force Authorized v

L v o = 1 & e A S T

—

Globally Disabled
Globally Disabled
Globally Disabled
Globally Disabled
Globally Disabled
Globally Disabled
Globally Disabled
Globally Disabled
Globally Disabled
Globally Disabled

| Refiesh || Save || Reset |

Figure 4-11-4: Network Access Server Configuration page screenshot

The page includes the following fields:

System Configuration

Object

Description

e Mode

Indicates if NAS is globally enabled or disabled on the switch. If

globally disabled, all ports are allowed forwarding of frames.

e Reauthentication
Enabled

If checked, successfully authenticated supplicants/clients are
reauthenticated after the interval specified by the
Reauthentication Period. Reauthentication for 802.1X-enabled
ports can be used to detect if a new device is plugged into a
switch port or if a supplicant is no longer attached.

For MAC-based ports, reauthentication is only useful if the
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RADIUS server configuration has changed. It does not involve
communication between the switch and the client, and therefore

doesn't imply that a client is still present on a port.

e Reauthentication
Period

Determines the period, in seconds, after which a connected client
must be reauthenticated. This is only active if the
Reauthentication Enabled checkbox is checked. Valid values are
in the range 1 to 3600 seconds.

e EAPOL Timeout

Determines the time between retransmission of Request Identity
EAPOL frames.

Valid values are in the range 1 to 255 seconds. This has no effect
for MAC-based ports.

e Aging Period

This setting applies to the following modes, i.e. modes using the
Port Security functionality to secure MAC addresses:

B Single 802.1X

B Multi 802.1X

B MAC-Based Auth

When the NAS module uses the Port Security module to secure
MAC addresses, the Port Security module needs to check for
activity on the MAC address in question at regular intervals and
free resources if no activity is seen within a given period of time.
This parameter controls exactly this period and can be setto a
number between 10 and 1000000 seconds.

If reauthentication is enabled and the port is in an 802.1X-based
mode, this is not so critical, since supplicants that are no longer
attached to the port will get removed upon the next
reauthentication, which will fail. But if reauthentication is not
enabled, the only way to free resources is by aging the entries.
For ports in MAC-based Auth. mode, reauthentication doesn't
cause direct communication between the switch and the client,
so this will not detect whether the client is still attached or not,
and the only way to free any resources is to age the entry.

¢ Hold Time

e This setting applies to the following modes, i.e. modes using
the Port Security functionality to secure MAC addresses:
B Single 802.1X
B Multi 802.1X
B MAC-Based Auth

If a client is denied access - either because the RADIUS server

237



IFS NS53502-8P-2S User Manual

denies the client access or because the RADIUS server request
times out (according to the timeout specified on the
"Configuration->Security->AAA" page) - the client is put on hold
in the Unauthorized state. The hold timer does not count during
an on-going authentication.

In MAC-based Auth. mode, the switch will ignore new frames
coming from the client during the hold time.

The Hold Time can be set to a number between 10 and 1000000

seconds.

e RADIUS-Assigned
QoS Enabled

RADIUS-assigned QoS provides a means to centrally control the
traffic class to which traffic coming from a successfully
authenticated supplicant is assigned on the switch. The RADIUS
server must be configured to transmit special RADIUS attributes
to take advantage of this feature (see RADIUS-Assigned QoS
Enabled below for a detailed description).

The "RADIUS-Assigned QoS Enabled" checkbox provides a quick
way to globally enable/disable RADIUS-server assigned QoS Class
functionality. When checked, the individual ports' ditto setting
determines whether RADIUS-assigned QoS Class is enabled for
that port. When unchecked, RADIUS-server assigned QoS Class is
disabled for all ports.

e RADIUS-Assigned
VLAN Enabled

RADIUS-assigned VLAN provides a means to centrally control the
VLAN on which a successfully authenticated supplicant is placed
on the switch. Incoming traffic will be classified to and switched
on the RADIUS-assigned VLAN. The RADIUS server must be
configured to transmit special RADIUS attributes to take
advantage of this feature (see RADIUS-Assigned VLAN Enabled
below for a detailed description).

The "RADIUS-Assigned VLAN Enabled" checkbox provides a quick
way to globally enable/disable RADIUS-server assigned VLAN
functionality. When checked, the individual ports' ditto setting
determines whether RADIUS-assigned VLAN is enabled for that
port. When unchecked, RADIUS-server assigned VLAN is disabled
for all ports.

e Guest VLAN
Enabled

A Guest VLAN is a special VLAN - typically with limited network
access - on which 802.1X-unaware clients are placed after a
network administrator-defined timeout. The switch follows a set
of rules for entering and leaving the Guest VLAN as listed below.

The "Guest VLAN Enabled" checkbox provides a quick way to
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globally enable/disable Guest VLAN functionality. When checked,
the individual ports' ditto setting determines whether the port
can be moved into Guest VLAN. When unchecked, the ability to
move to the Guest VLAN is disabled for all ports.

e Guest VLAN ID

This is the value that a port's Port VLAN ID is set to if a port is
moved into the Guest VLAN. It is only changeable if the Guest
VLAN option is globally enabled.

Valid values are in the range [1; 4095].

e Max. Reauth.
Count

The number of times that the switch transmits an EAPOL Request
Identity frame without response before considering entering the
Guest VLAN is adjusted with this setting. The value can only be
changed if the Guest VLAN option is globally enabled.

Valid values are in the range [1; 255].

e Allow Guest VLAN
if EAPOL Seen

The switch remembers if an EAPOL frame has been received on
the port for the life-time of the port. Once the switch considers
whether to enter the Guest VLAN, it will first check if this option
is enabled or disabled. If disabled (unchecked; default), the
switch will only enter the Guest VLAN if an EAPOL frame has not
been received on the port for the life-time of the port. If enabled
(checked), the switch will consider entering the Guest VLAN even
if an EAPOL frame has been received on the port for the life-time
of the port.

The value can only be changed if the Guest VLAN option is
globally enabled.

Port Configuration

The table has one row for each port on the selected switch in the stack and a number of columns,

which are:
Object Description
e Port The port number for which the configuration below applies.

e Admin State

If NAS is globally enabled, this selection controls the port's
authentication mode. The following modes are available:

B Force Authorized
In this mode, the switch will send one EAPOL Success frame when
the port link comes up, and any client on the port will be allowed
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network access without authentication.

B Force Unauthorized
In this mode, the switch will send one EAPOL Failure frame when
the port link comes up, and any client on the port will be

disallowed network access.

B Port-based 802.1X

In the 802.1X-world, the user is called the supplicant, the switch
is the authenticator, and the RADIUS server is the authentication
server. The authenticator acts as the man-in-the-middle,
forwarding requests and responses between the supplicant and
the authentication server. Frames sent between the supplicant
and the switch are special 802.1X frames, known as EAPOL (EAP
Over LANs) frames. EAPOL frames encapsulate EAP PDUs
(RFC3748). Frames sent between the switch and the RADIUS
server is RADIUS packets. RADIUS packets also encapsulate EAP
PDUs together with other attributes like the switch's IP address,
name, and the supplicant's port number on the switch. EAP is
very flexible, in that it allows for different authentication
methods, like MD5-Challenge, PEAP, and TLS. The important
thing is that the authenticator (the switch) doesn't need to know
which authentication method the supplicant and the
authentication server are using, or how many information
exchange frames are needed for a particular method. The switch
simply encapsulates the EAP part of the frame into the relevant
type (EAPOL or RADIUS) and forwards it.

When authentication is complete, the RADIUS server sends a
special packet containing a success or failure indication. Besides
forwarding this decision to the supplicant, the switch uses it to
open up or block traffic on the switch port connected to the
supplicant.

Note: Suppose two backend servers are enabled and that the
server timeout is configured to X seconds (using the AAA
configuration page), and suppose that the first server in the list is
currently down (but not considered dead). Now, if the supplicant
retransmits EAPOL Start frames at a rate faster than X seconds,
then it will never get authenticated, because the switch will
cancel on-going backend authentication server requests
whenever it receives a new EAPOL Start frame from the
supplicant. And since the server hasn't yet failed (because the X

seconds haven't expired), the same server will be contacted upon
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the next backend authentication server request from the switch.
This scenario will loop forever. Therefore, the server timeout
should be smaller than the supplicant's EAPOL Start frame

retransmission rate.

B Single 802.1X

In port-based 802.1X authentication, once a supplicant is
successfully authenticated on a port, the whole port is opened
for network traffic. This allows other clients connected to the
port (for instance through a hub) to piggy-back on the
successfully authenticated client and get network access even
though they really aren't authenticated. To overcome this
security breach, use the Single 802.1X variant.

Single 802.1X is really not an IEEE standard, but features many of
the same characteristics as does port-based 802.1X. In Single
802.1X, at most one supplicant can get authenticated on the port
at a time. Normal EAPOL frames are used in the communication
between the supplicant and the switch. If more than one
supplicant is connected to a port, the one that comes first when
the port's link comes up will be the first one considered. If that
supplicant doesn't provide valid credentials within a certain
amount of time, another supplicant will get a chance. Once a
supplicant is successfully authenticated, only that supplicant will
be allowed access. This is the most secure of all the supported
modes. In this mode, the Port Security module is used to secure a
supplicant's MAC address once successfully authenticated.

B Multi 802.1X

In port-based 802.1X authentication, once a supplicant is
successfully authenticated on a port, the whole port is opened
for network traffic. This allows other clients connected to the
port (for instance through a hub) to piggy-back on the
successfully authenticated client and get network access even
though they really aren't authenticated. To overcome this
security breach, use the Multi 802.1X variant.

Multi 802.1X is really not an IEEE standard, but features many of
the same characteristics as does port-based 802.1X. Multi 802.1X
is - like Single 802.1X - not an IEEE standard, but a variant that
features many of the same characteristics. In Multi 802.1X, one
or more supplicants can get authenticated on the same port at

the same time. Each supplicant is authenticated individually and
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secured in the MAC table using the Port Security module.

In Multi 802.1X it is not possible to use the multicast BPDU MAC
address as destination MAC address for EAPOL frames sent from
the switch towards the supplicant, since that would cause all
supplicants attached to the port to reply to requests sent from
the switch. Instead, the switch uses the supplicant's MAC
address, which is obtained from the first EAPOL Start or EAPOL
Response ldentity frame sent by the supplicant. An exception to
this is when no supplicants are attached. In this case, the switch
sends EAPOL Request Identity frames using the BPDU multicast
MAC address as destination - to wake up any supplicants that
might be on the port.

The maximum number of supplicants that can be attached to a
port can be limited using the Port Security Limit Control

functionality.

B MAC-based Auth.

Unlike port-based 802.1X, MAC-based authentication is not a
standard, but merely a best-practices method adopted by the
industry. In MAC-based authentication, users are called clients,
and the switch acts as the supplicant on behalf of clients. The
initial frame (any kind of frame) sent by a client is snooped by the
switch, which in turn uses the client's MAC address as both
username and password in the subsequent EAP exchange with
the RADIUS server. The 6-byte MAC address is converted to a
string on the following form "xx-xx-xx-xx-xx-xx", that is, a dash (-)
is used as separator between the lower-cased hexadecimal digits.
The switch only supports the MD5-Challenge authentication
method, so the RADIUS server must be configured accordingly.
When authentication is complete, the RADIUS server sends a
success or failure indication, which in turn causes the switch to
open up or block traffic for that particular client, using the Port
Security module. Only then will frames from the client be
forwarded on the switch. There are no EAPOL frames involved in
this authentication, and therefore, MAC-based Authentication
has nothing to do with the 802.1X standard.

The advantage of MAC-based authentication over port-based
802.1X is that several clients can be connected to the same port
(e.g. through a 3rd party switch or a hub) and still require
individual authentication, and that the clients don't need special
supplicant software to authenticate. The advantage of
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MAC-based authentication over 802.1X-based authentication is
that the clients don't need special supplicant software to
authenticate. The disadvantage is that MAC addresses can be
spoofed by malicious users - equipment whose MAC address is a
valid RADIUS user can be used by anyone. Also, only the
MD5-Challenge method is supported. The maximum number of
clients that can be attached to a port can be limited using the
Port Security Limit Control functionality.

e RADIUS-Assigned
QoS Enabled

When RADIUS-Assigned QoS is both globally enabled and enabled
(checked) for a given port, the switch reacts to QoS Class
information carried in the RADIUS Access-Accept packet
transmitted by the RADIUS server when a supplicant is
successfully authenticated. If present and valid, traffic received
on the supplicant's port will be classified to the given QoS Class. If
(re-)authentication fails or the RADIUS Access-Accept packet no
longer carries a QoS Class or it's invalid, or the supplicant is
otherwise no longer present on the port, the port's QoS Class is
immediately reverted to the original QoS Class (which may be
changed by the administrator in the meanwhile without affecting
the RADIUS-assigned).

This option is only available for single-client modes, i.e.

¢ Port-based 802.1X

¢ Single 802.1X
RADIUS attributes used in identifying a QoS Class:

Refer to the written documentation for a description of the
RADIUS attributes needed in order to successfully identify a QoS
Class. The User-Priority-Table attribute defined in RFC4675 forms
the basis for identifying the QoS Class in an Access-Accept packet.
Only the first occurrence of the attribute in the packet will be

considered, and to be valid, it must follow this rule:

All 8 octets in the attribute's value must be identical and consist
of ASCIl characters in the range '0' - '3', which translates into the
desired QoS Class in the range [0; 3].

e RADIUS-Assigned
VLAN Enabled

When RADIUS-Assigned VLAN is both globally enabled and
enabled (checked) for a given port, the switch reacts to VLAN ID
information carried in the RADIUS Access-Accept packet
transmitted by the RADIUS server when a supplicant is
successfully authenticated. If present and valid, the port's Port
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VLAN ID will be changed to this VLAN ID, the port will be set to be
a member of that VLAN ID, and the port will be forced into VLAN
unaware mode. Once assigned, all traffic arriving on the port will
be classified and switched on the RADIUS-assigned VLAN ID.

If (re-)authentication fails or the RADIUS Access-Accept packet no
longer carries a VLAN ID or it's invalid, or the supplicant is
otherwise no longer present on the port, the port's VLAN ID is
immediately reverted to the original VLAN ID (which may be
changed by the administrator in the meanwhile without affecting
the RADIUS-assigned).

This option is only available for single-client modes, i.e.

¢ Port-based 802.1X

¢ Single 802.1X

For trouble-shooting VLAN assignments, use the
"Monitor->VLANs—>VLAN Membership and VLAN Port" pages.
These pages show which modules have (temporarily) overridden

the current Port VLAN configuration.

RADIUS attributes used in identifying a VLAN ID:

RFC2868 and RFC3580 form the basis for the attributes used in
identifying a VLAN ID in an Access-Accept packet. The following
criteria are used:

- The Tunnel-Medium-Type, Tunnel-Type, and
Tunnel-Private-Group-ID attributes must all be present at
least once in the Access-Accept packet.

- The switch looks for the first set of these attributes that
have the same Tag value and fulfill the following
requirements (if Tag == 0 is used, the

Tunnel-Private-Group-ID does not need to include a Tag):

- Value of Tunnel-Medium-Type must be set to "IEEE-802"
(ordinal 6).

- Value of Tunnel-Type must be set to "VLAN" (ordinal 13).

- Value of Tunnel-Private-Group-ID must be a string of ASCII
chars in the range '0' - '9', which is interpreted as a
decimal string representing the VLAN ID. Leading '0's are
discarded. The final value must be in the range [1; 4095].

e Guest VLAN When Guest VLAN is both globally enabled and enabled
Enabled (checked) for a given port, the switch considers moving the port
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into the Guest VLAN according to the rules outlined below.

This option is only available for EAPOL-based modes, i.e.:

B Port-based 802.1X

B Single 802.1X

B Multi 802.1X

For trouble-shooting VLAN assignments, use the
"Monitor->VLANs—->VLAN Membership and VLAN Port" pages.
These pages show which modules have (temporarily) overridden

the current Port VLAN configuration.

Guest VLAN Operation:

When a Guest VLAN enabled port's link comes up, the switch
starts transmitting EAPOL Request Identity frames. If the number
of transmissions of such frames exceeds Max. Reauth. Count and
no EAPOL frames have been received in the meanwhile; the
switch considers entering the Guest VLAN. The interval between
transmissions of EAPOL Request Identity frames is configured
with EAPOL Timeout. If Allow Guest VLAN if EAPOL Seen is
enabled, the port will now be placed in the Guest VLAN. If
disabled, the switch will first check its history to see if an EAPOL
frame has previously been received on the port (this history is
cleared if the port link goes down or the port's Admin State is
changed), and if not, the port will be placed in the Guest VLAN.
Otherwise it will not move to the Guest VLAN, but continue
transmitting EAPOL Request Identity frames at the rate given by
EAPOL Timeout.

Once in the Guest VLAN, the port is considered authenticated,
and all attached clients on the port are allowed access on this
VLAN. The switch will not transmit an EAPOL Success frame when
entering the Guest VLAN.

While in the Guest VLAN, the switch monitors the link for EAPOL
frames, and if one such frame is received, the switch immediately
takes the port out of the Guest VLAN and starts authenticating
the supplicant according to the port mode. If an EAPOL frame is
received, the port will never be able to go back into the Guest
VLAN if the "Allow Guest VLAN if EAPOL Seen" is disabled.

e Port State

The current state of the port. It can undertake one of the
following values:
Globally Disabled: NAS is globally disabled.
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Link Down: NAS is globally enabled, but there is no link on the
port.

Authorized: The port is in Force Authorized or a single-supplicant
mode and the supplicant is authorized.

Unauthorized: The port is in Force Unauthorized or a
single-supplicant mode and the supplicant is not successfully
authorized by the RADIUS server.

X Auth/Y Unauth: The port is in a multi-supplicant mode.

Currently X clients are authorized and Y are unauthorized.

e Restart Two buttons are available for each row. The buttons are only
enabled when authentication is globally enabled and the port's
Admin State is in an EAPOL-based or MAC-based mode.

Clicking these buttons will not cause settings changed on the
page to take effect.

Reauthenticate: Schedules a reauthentication to whenever the
quiet-period of the port runs out (EAPOL-based authentication).
For MAC-based authentication, reauthentication will be
attempted immediately.

The button only has effect for successfully authenticated clients
on the port and will not cause the clients to get temporarily
unauthorized.

Reinitialize: Forces a reinitialization of the clients on the port and
thereby a reauthentication immediately. The clients will transfer
to the unauthorized state while the reauthentication is in

progress.

Buttons

: Click to refresh the page.
: Click to save changes.

: Click to undo any changes made locally and revert to previously saved values.
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4.11.4 Network Access Overview

This page provides an overview of the current NAS port states for the selected switch. The
Network Access Overview screen in Figure 4-11-5 appears.

Network Access Server Switch Status

=)
=
=1

Admin State |

Port State | Last Source |Last ID | QoS Class |Port YLAN ID

Force Authorized
Force Authorized
Force Authorized
Force Authaorized
Force Authorized
Force Authaorized
Force Authorized
Force Authorized
Force Authorized
Force Authorized

—
|l:l L il [ B S TR | L Y By

Globally Disabled
Globally Disabled
Globally Disabled
Slobally Disabled
Globally Disabled
Globally Disabled
Globally Disabled
Globally Disabled
Globally Disabled
Globally Disabled

Auto-refresh [

Figure 4-11-5: Network Access Server Switch Status page screenshot

The page includes the following fields:

Object Description

e Port The switch port number. Click to navigate to detailed NAS
statistics for this port.

e Admin State The port's current administrative state. Refer to NAS Admin
State for a description of possible values.

e Port State The current state of the port. Refer to NAS Port State for a

description of the individual states.

Last Source

The source MAC address carried in the most recently
received EAPOL frame for EAPOL-based authentication, and
the most recently received frame from a new client for
MAC-based authentication.

Last ID

The user name (supplicant identity) carried in the most
recently received Response Identity EAPOL frame for
EAPOL-based authentication, and the source MAC address
from the most recently received frame from a new client for
MAC-based authentication.

QoS Class

QoS Class assigned to the port by the RADIUS server if
enabled.

Port VLAN ID

The VLAN ID that NAS has put the port in. The field is blank,
if the Port VLAN ID is not overridden by NAS.
If the VLAN ID is assigned by the RADIUS server,
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"(RADIUS-assigned)" is appended to the VLAN ID. Read
more about RADIUS-assigned VLANS here.

If the port is moved to the Guest VLAN, "(Guest)" is
appended to the VLAN ID. Read more about Guest VLANs
here.

Buttons

Refiesh | Click to refresh the page immediately.

Auto-refresh i.i: Check this box to enable an automatic refresh of the page at regular intervals.

4.11.5 Network Access Statistics

This page provides detailed NAS statistics for a specific switch port running EAPOL-based IEEE
802.1X authentication. For MAC-based ports, it shows selected backend server (RADIUS
Authentication Server) statistics, only. Use the port select box to select which port details to be
displayed. The Network Access Statistics screen in Figure 4-11-6 appears.

NAS Statistics Port1
Partl | Auto-refresh [

Port State

Admin State | Force Authorized
Port State | Globally Disabled

Figure 4-11-6: Network Access Statistics page screenshot

The page includes the following fields:

Port State

Object Description

e Admin State The port's current administrative state. Refer to NAS Admin State
for a description of possible values.

e Port State The current state of the port. Refer to NAS Port State for a
description of the individual states.

e QoS Class The QoS class assigned by the RADIUS server. The field is blank if
no QoS class is assigned.

e Port VLAN ID The VLAN ID that NAS has put the port in. The field is blank, if the
Port VLAN ID is not overridden by NAS.
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If the VLAN ID is assigned by the RADIUS server,

"(RADIUS-assigned)" is appended to the VLAN ID. Read more

about RADIUS-assigned VLANSs here.

If the port is moved to the Guest VLAN, "(Guest)" is appended to
the VLAN ID. Read more about Guest VLANSs here.

Port Counters

Object

Description

e EAPOL Counters

These supplicant frame counters are available for the following

administrative states:
Force Authorized
Force Unauthorized
Port-based 802.1X

Single 802.1X
Multi 802.1X
Directio Name IEEE Name Description
n
Rx Total dotlxAuthEapolFra The number of valid
mesRx EAPOL frames of any
type that has been
received by the switch.
Rx Responsel dotlxAuthEapolRes The number of valid
D pldFramesRx EAPOL Response
Identity frames that
have been received by
the switch.
Rx Responses  dotlxAuthEapolRes The number of valid
pFramesRx EAPOL response
frames (other than
Response ldentity
frames) that have
been received by the
switch.
Rx Start dotlxAuthEapolSta The number of EAPOL
rtFramesRx Start frames that have
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dotlxAuthEapollLog

offFramesRx

dotlxAuthinvalidEa

polFramesRx

dotlxAuthEaplLengt
hErrorFramesRx

dot1xAuthEapolFra

mesTx

dotlxAuthEapolRe
gldFramesTx

dotlxAuthEapolRe
gFramesTx

switch.

The number of valid
EAPOL Logoff frames
that have been
received by the switch.

The number of EAPOL
frames that have been
received by the switch
in which the frame

type is not recognized.

The number of EAPOL
frames that have been
received by the switch
in which the Packet
Body Length field is
invalid.

The number of EAPOL
frames of any type
that has been
transmitted by the
switch.

The number of EAPOL
Request Identity
frames that have been
transmitted by the
switch.

The number of valid
EAPOL Request frames
(other than Request
Identity frames) that
have been transmitted
by the switch.

e Backend Server

Counters

These backend (RADIUS) frame counters are available for the following

administrative states:
Port-based 802.1X
Single 802.1X

Multi 802.1X
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MAC-based Auth.

Directio Name IEEE Name

n

Description

Rx Access dotlxAuthBackend
Challenge AccessChallenges
s

Rx Other dotlxAuthBackend
Requests OtherRequestsToSu
pplicant

Rx Auth. dotlxAuthBackend
Successes AuthSuccesses
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802.1X-based:

Counts the number of
times that the switch
receives the first request
from the backend server
following the first
response from the
supplicant. Indicates
that the backend server
has communication with
the switch.

MAC-based:

Counts all Access
Challenges received
from the backend server
for this port (left-most
table) or client

(right-most table).

802.1X-based:

Counts the number of
times that the switch
sends an EAP Request
packet following the first
to the supplicant.
Indicates that the
backend server chose an
EAP-method.
MAC-based:

Not applicable.

802.1X- and
MAC-based:

Counts the number of
times that the switch

receives a success



Rx

Tx

Auth.

Failures

Response

S

dotlxAuthBackend
AuthFails

dotlxAuthBackend

Responses
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indication. Indicates that
the supplicant/client has
successfully
authenticated to the
backend server.

802.1X- and
MAC-based:

Counts the number of
times that the switch
receives a failure
message. This indicates
that the
supplicant/client has not
authenticated to the
backend server.

802.1X-based:

Counts the number of
times that the switch
attempts to send a
supplicant's first
response packet to the
backend server.
Indicates the switch
attempted
communication with the
backend server. Possible
retransmissions are not
counted.

MAC-based:

Counts all the backend
server packets sent from
the switch towards the
backend server for a
given port (left-most
table) or client
(right-most table).
Possible retransmissions

are not counted.
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o Last
Supplicant/Client
Info

Information about the last supplicant/client that attempted to
authenticate. This information is available for the following
administrative states:

Port-based 802.1X

Single 802.1X

Multi 802.1X

MAC-based Auth.

Name IEEE Name Description

MAC dotlxAuthLastEa The MAC address of the last
Address polFrameSource  supplicant/client.

VLAN ID The VLAN ID on which the last frame
from the last supplicant/client was

received.

Version  dotlxAuthlLastEa 802.1X-based:
polFrameVersion  The protocol version number carried in
the most recently received EAPOL
frame.
MAC-based:
Not applicable.

Identity - 802.1X-based:
The user name (supplicant identity)
carried in the most recently received
Response Identity EAPOL frame.
MAC-based:
Not applicable.

Selected Counters

Object

Description

e Selected Counters

The Selected Counters table is visible when the port is one of the
following administrative states:

Multi 802.1X

MAC-based Auth.

The table is identical to and is placed next to the Port Counters table,
and will be empty if no MAC address is currently selected. To populate
the table, select one of the attached MAC Addresses from the table
below.
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Object

Description

¢ |dentity

Shows the identity of the supplicant, as received in the Response
Identity EAPOL frame.

Clicking the link causes the supplicant's EAPOL and Backend Server
counters to be shown in the Selected Counters table. If no supplicants
are attached, it shows No supplicants attached.

This column is not available for MAC-based Auth.

e MAC Address

For Multi 802.1X, this column holds the MAC address of the attached
supplicant.

For MAC-based Auth., this column holds the MAC address of the
attached client.

Clicking the link causes the client's Backend Server counters to be
shown in the Selected Counters table. If no clients are attached, it
shows No clients attached.

e VLANID This column holds the VLAN ID that the corresponding client is
currently secured through the Port Security module.
e State The client can either be authenticated or unauthenticated. In the

authenticated state, it is allowed to forward frames on the port, and in
the unauthenticated state, it is blocked. As long as the backend server
hasn't successfully authenticated the client, it is unauthenticated. If an
authentication fails for one or the other reason, the client will remain

in the unauthenticated state for Hold Time seconds.

e Last Authentication

Shows the date and time of the last authentication of the client

(successful as well as unsuccessful).

Buttons

Auto-refresh

Refresh

: Check this box to enable an automatic refresh of the page at regular intervals.

: Click to refresh the page immediately.

: This button is available in the following modes:

¢ Force Authorized

¢ Force Unauthorized
* Port-based 802.1X

¢ Single 802.1X
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Click to clear the counters for the selected port.

: This button is available in the following modes:

¢ Multi 802.1X
* MAC-based Auth.X
Click to clear both the port counters and all of the attached client's counters. The "Last

Client" will not be cleared, however.

ClearThs |, s putton is available in the following modes:

e Multi 802.1X
e MAC-based Auth.X

Click to clear only the currently selected client's counters.
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4.11.6 Authentication Server Configuration

This page allows you to configure the Authentication Servers. The Authentication Server
Configuration screen in Figure 4-11-7 appears.

Authentication Server Configuration

Common Server Configuration

Timeout 15 seconds
Dead Time | |30 seconds

RADIUS Authentication Server Configuration

# | Enahled| IP AddressfHostname | Port | Secret
1 1812
1812
1812
1812
1812

OOoOonQdd

2
3
4
a

RADIUS Accounting Server Configuration

# | Enahled| IP AddressfHostname | Port | Secret
1 1813
1313
1813
1813
1813

OOooOoOdd

2
3
4
a

TACACS+ Authentication Server Configuration

# | Enahled| IP AddressfHostname | Port | Secret
1 O 49
2 O 49
3 O 49
4 [ 49
5 O 49

Figure 4-11-7: Authentication Server Configuration page screenshot
The page includes the following fields:

Port State
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These setting are common for all of the Authentication Servers.

Object

Description

e Timeout

The Timeout, which can be set to a number between 3 and 3600
seconds, is the maximum time to wait for a reply from a server.
If the server does not reply within this timeframe, we will
consider it to be dead and continue with the next enabled server

(if any).

RADIUS servers are using the UDP protocol, which is unreliable by
design. In order to cope with lost frames, the timeout interval is
divided into 3 subintervals of equal length. If a reply is not
received within the subinterval, the request is transmitted again.
This algorithm causes the RADIUS server to be queried up to 3

times before it is considered to be dead.

e Dead Time

The Dead Time, which can be set to a number between 0 and
3600 seconds, is the period during which the switch will not send
new requests to a server that has failed to respond to a previous
request. This will stop the switch from continually trying to
contact a server that it has already determined as dead.

Setting the Dead Time to a value greater than 0 (zero) will enable
this feature, but only if more than one server has been

configured.

RADIUS Authentication Server Configuration

The table has one row for each RADIUS Authentication Server and a number of columns, which are:

Object Description

o # The RADIUS Authentication Server number for which the
configuration below applies.

e Enabled Enable the RADIUS Authentication Server by checking this box.

o |P The IP address or hostname of the RADIUS Authentication Server.

Address/Hostname | IP address is expressed in dotted decimal notation.

e Port The UDP port to use on the RADIUS Authentication Server. If the
port is set to 0 (zero), the default port (1812) is used on the
RADIUS Authentication Server.

e Secret The secret - up to 29 characters long - shared between the
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RADIUS Authentication Server and the switch.

RADIUS Accounting Server Configuration

The table has one row for each RADIUS Accounting Server and a number of columns, which are:

Object Description

o # The RADIUS Accounting Server number for which the
configuration below applies.

e Enabled Enable the RADIUS Accounting Server by checking this box.

o |P The IP address or hostname of the RADIUS Accounting Server. IP

Address/Hostname | address is expressed in dotted decimal notation.

e Port The UDP port to use on the RADIUS Accounting Server. If the port
is set to O (zero), the default port (1813) is used on the RADIUS
Accounting Server.

e Secret The secret - up to 29 characters long - shared between the

RADIUS Accounting Server and the switch.

TACACS+ Authentication Server Configuration

The table has one row for each TACACS+ Authentication Server and a number of columns, which are:

Object Description

o # The TACACS+ Authentication Server number for which the
configuration below applies.

e Enabled Enable the TACACS+ Authentication Server by checking this box.

o IP The IP address or hostname of the TACACS+ Authentication

Address/Hostname | Server. IP address is expressed in dotted decimal notation.

e Port The TCP port to use on the TACACS+ Authentication Server. If the
port is set to 0 (zero), the default port (49) is used on the
TACACS+ Authentication Server.

e Secret The secret - up to 29 characters long - shared between the
TACACS+ Authentication Server and the switch.

Buttons
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: Click to save changes.

: Click to undo any changes made locally and revert to previously saved values.

4.11.7 RADIUS Overview

This page provides an overview of the status of the RADIUS servers configurable on the
Authentication configuration page. The RADIUS Authentication/Accounting Server Overview
screen in Figure 4-11-8 appears.

RADIUS Authentication Server Status Overview

# | IP Address | Status
1 00001812 Disable
2 00001812 Disable
3 00001812 Disable
4 0.000:1812 Disable
5 00001812 Disable

RADIUS Accounting Server Status Overview

# | IP Address | Status
1 0.000:1813 Dizable
2 0.000:1813 Dizsable
3 00001813 Disable
4 0.000:1813 Disable
5 0.000:1813 Disable

Auto Refresh [

Figure 4-11-8: RADIUS Authentication/Accounting Server Overview page screenshot
The page includes the following fields:

RADIUS Authentication Servers

Object Description

o # The RADIUS server number. Click to navigate to detailed statistics

for this server.

e |P Address The IP address and UDP port number (in <IP Address> :< UDP
Port> notation) of this server.

e State The current state of the server. This field takes one of the

following values:
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Disabled: The server is disabled.

Not Ready: The server is enabled, but IP communication is not
yet up and running.

Ready: The server is enabled, IP communication is up and
running and the RADIUS module is ready to accept access
attempts.

Dead (X seconds left): Access attempts were made to this server,
but it did not reply within the configured timeout. The server has
temporarily been disabled, but will get re-enabled when the
dead-time expires. The number of seconds left before this occurs
is displayed in parentheses. This state is only reachable when

more than one server is enabled.

RADIUS Accounting Servers

Object

Description

o i

The RADIUS server number. Click to navigate to detailed statistics

for this server.

e |P Address

The IP address and UDP port number (in <IP Address> :< UDP
Port> notation) of this server.

e State

The current state of the server. This field takes one of the
following values:

Disabled: The server is disabled.

Not Ready: The server is enabled, but IP communication is not
yet up and running.

Ready: The server is enabled, IP communication is up and
running and the RADIUS modaule is ready to accept accounting
attempts.

Dead (X seconds left): Accounting attempts were made to this
server, but it did not reply within the configured timeout. The
server has temporarily been disabled, but will get re-enabled
when the dead-time expires. The number of seconds left before
this occurs is displayed in parentheses. This state is only
reachable when more than one server is enabled.

Buttons

Auto-refresh i.i: Check this box to enable an automatic refresh of the page at regular intervals.

W: Click to refresh the page immediately.
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This page provides detailed statistics for a particular RADIUS server. The RADIUS
Authentication/Accounting for Server Overview screen in Figure 4-11-9 appears.

RADIUS Authentication Statistics for Server #1 (0.0.0.0:1812)

Auto Refresh [ [ Eefresh H Clear ] Server #1 v

Receive Packets ‘ Transmit Packets
Access Accepts 0 Access Requests 0
Access Rejects 0 Access Retransmissions 0

Access Challenges 0 Pending Requests 0

Malformed Access Responses [ Timeouts 0
Bad Authenticators 0
Unknown Types 0
Packets Dropped 0

Other Info
State Disable
Round-Trip Time 0 ms

RADIUS Accounting Statistics for Server #1 (0.0.0.0:1813)

Receive Packets ‘ Transmit Packets

Responses 0 Requests 0

Malformed Responses 0 Retransmissions 0

Bad Authenticators 0 Pending Requests 0

Unknown Types 0 Timeouts 0
Packets Dropped 0

Other Info
State Dizable
Round-Trip Time 0 ms

Figure 4-11-9: RADIUS Authentication/Accounting for Server Overview page screenshot

The page includes the following fields:

RADIUS Authentication Servers

The statistics map closely to those specified in RFC4668 - RADIUS Authentication Client MIB.
Use the server select box to switch between the backend servers to show details for.

Object Description

e Packet Counters

RADIUS authentication server packet counter. There are seven receive
and four transmit counters.
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RFC4668 Name

Description

Rx

Rx

Rx

Rx

Rx

Rx

Access
Accepts

Access
Rejects

Access
Challenges

Malformed
Access
Responses

Bad
Authenticato

rs

Unknown

Types
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radiusAuthClient
ExtAccessAccepts

radiusAuthClient
ExtAccessRejects

radiusAuthClient
ExtAccessChallen

ges

radiusAuthClient
ExtMalformedAc

cessResponses

radiusAuthClient
ExtBadAuthentic
ators

radiusAuthClient
ExtUnknownType

The number of RADIUS
Access-Accept packets
(valid or invalid) received
from the server.

The number of RADIUS
Access-Reject packets
(valid or invalid) received
from the server.

The number of RADIUS
Access-Challenge
packets (valid or invalid)
received from the

server.

The number of
malformed RADIUS
Access-Response packets
received from the
server. Malformed
packets include packets
with an invalid length.
Bad authenticators or
Message Authenticator
attributes or unknown
types are not included as
malformed access

responses.

The number of RADIUS
Access-Response packets
containing invalid
authenticators or
Message Authenticator
attributes received from

the server.

The number of RADIUS
packets that were

received from the server
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Tx

Tx

Tx

Tx

Packets
Dropped

Access
Requests

Access
Retransmissi

ons

Pending
Requests

Timeouts
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radiusAuthClient
ExtPacketsDropp
ed

radiusAuthClient
ExtAccessReques
ts

radiusAuthClient
ExtAccessRetrans

missions

radiusAuthClient
ExtPendingReque
sts

radiusAuthClient
ExtTimeouts

on the authentication
port and dropped for
some other reason.

The number of RADIUS
packets that were
received from the server
on the authentication
port and dropped for
some other reason.

The number of RADIUS

Access-Request packets
sent to the server. This

does not include

retransmissions.

The number of RADIUS
Access-Request packets
retransmitted to the
RADIUS authentication

server.

The number of RADIUS
Access-Request packets
destined for the server
that have not yet timed
out or received a
response. This variable is
incremented when an
Access-Request is sent
and decremented due to
receipt of an
Access-Accept,
Access-Reject,
Access-Challenge,
timeout, or

retransmission.

The number of
authentication timeouts
to the server. After a

timeout, the client may
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retry to the same server,
send to a different
server, or give up. A
retry to the same server
is counted as a
retransmit as well as a
timeout. Asend to a
different server is
counted as a Request as

well as a timeout.

e Other Info

This section contains information about the state of the server and the

latest round-trip time.

Name

RFC4668
Name

Description

State

Round-Tr

ip Time

radiusAuthCli
entExtRoundT
ripTime

Shows the state of the server. It takes one
of the following values:

Disabled: The selected server is disabled.
Not Ready: The server is enabled, but IP
communication is not yet up and running.
Ready: The server is enabled, IP
communication is up and running and the
RADIUS module is ready to accept access
attempts.

Dead (X seconds left): Access attempts
were made to this server, but it did not
reply within the configured timeout. The
server has temporarily been disabled, but
will get re-enabled when the dead-time
expires. The number of seconds left before
this occurs is displayed in parentheses. This
state is only reachable when more than

one server is enabled.

The time interval (measured in
milliseconds) between the most recent
Access-Reply/Access-Challenge and the
Access-Request that matched it from the
RADIUS authentication server. The
granularity of this measurement is 100 ms.
A value of 0 ms indicates that there hasn't
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been round-trip communication with the

server yet.

RADIUS Accounting Servers

The statistics map closely to those specified in RFC4670 - RADIUS Accounting Client MIB.

Use the server select box to switch between the backend servers to show details for.

Object

Description

e Packet Counters

RADIUS accounting server packet counter. There are five receive and

four transmit counters.

Directi | Name RFC4670 Name | Description
on ‘
Rx Responses radiusAccClient  The number of RADIUS
ExtResponses packets (valid or invalid)
received from the
server.
Rx Malformed radiusAccClient The number of
Responses ExtMalformedR  malformed RADIUS
esponses packets received from
the server. Malformed
packets include packets
with an invalid length.
Bad authenticators or
unknown types are not
included as malformed
access responses.
Rx Bad radiusAcctClien  The number of RADIUS
Authenticators tExtBadAuthent packets containing
icators invalid authenticators
received from the
server.
Rx Unknown radiusAccClient  The number of RADIUS
Types ExtUnknownTy  packets of unknown
pes types that were received
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radiusAccClient
ExtPacketsDrop
ped

radiusAccClient
ExtRequests

radiusAccClient
ExtRetransmissi

ons

radiusAccClient
ExtPendingReq
uests

radiusAccClient
ExtTimeouts

The number of RADIUS
packets that were
received from the server
on the accounting port
and dropped for some

other reason.

The number of RADIUS
packets sent to the
server. This does not

include retransmissions.

The number of RADIUS
packets retransmitted to
the RADIUS accounting

server.

The number of RADIUS
packets destined for the
server that have not yet
timed out or received a
response. This variable is
incremented when a
Request is sent and
decremented due to
receipt of a Response,
timeout, or

retransmission.

The number of
accounting timeouts to
the server. After a
timeout, the client may
retry to the same server,
send to a different
server, or give up. A
retry to the same server
is counted as a
retransmit as well as a
timeout. Asend to a
different server is
counted as a Request as
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well as a timeout.

e Other Info This section contains information about the state of the server and the

latest round-trip time.

Name RFC4670 Name Description

State - Shows the state of the server. It takes
one of the following values:
Disabled: The selected server is
disabled.
Not Ready: The server is enabled, but
IP communication is not yet up and
running.
Ready: The server is enabled, IP
communication is up and running and
the RADIUS module is ready to accept
accounting attempts.
Dead (X seconds left): Accounting
attempts were made to this server,
but it did not reply within the
configured timeout. The server has
temporarily been disabled, but will
get re-enabled when the dead-time
expires. The number of seconds left
before this occurs is displayed in
parentheses. This state is only
reachable when more than one

server is enabled.

Round-Tri radiusAccClientEx The time interval (measured in

p Time tRoundTripTime milliseconds) between the most
recent Response and the Request
that matched it from the RADIUS
accounting server. The granularity of
this measurement is 100 ms. A value
of 0 ms indicates that there hasn't
been round-trip communication with

the server yet.

Buttons

Auto-refresh i.i: Check this box to enable an automatic refresh of the page at regular intervals.
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Refiesh |, click to refresh the page immediately.

:lm: Clears the counters for the selected server. The "Pending Requests" counter will not be

cleared by this operation.

4.11.9 Windows Platform RADIUS Server Configuration

Setup the RADIUS server and assign the client IP address to the Managed switch. In this case, field in
the default IP Address of the Managed Switch with 192.168.0.100. And also make sure the shared
secret key is as same as the one you had set at the Managed Switch’s 802.1x system configuration —
12345678 at this case.

1. Configure the IP Address of remote RADIUS server and secret key.

Authentication Server Configuration

Common Server Configuration

Timeout 15 seconds
Dead Time | |30 seconds

RADIUS Authentication Server Configuration

# | Enahled| IP Address/fHostname | Port | Secret
1 1921680253 1812 (1 1 1 1111

OO00O0E

Figure 4-11-10: RADIUS Server Configuration screenshot

2.  Add New RADIUS Client on the Windows 2003 server
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";¢ Internet Authentication Service =101 x|

File  Action  Wiew Help

o | BmeRE 2
i@ Internet Authentication Service {Local) Friendly MName | Address I Pratacal

SRR £ DIUS Clienfs. "3 CATest 192.163.0.5 RADIUS

IR rew RADIUS Client

% Remate :C\cce: Hew 5
-] Connection R __—
igw »
Refresh
Expork Lisk,..
Help

« | | ~

Mew Client | |

Figure 4-11-11: Windows Server —add new RADIUS client setting

3. Assign the client IP address to the Managed switch

Mew RADIUS Client x|

Mame and Address

Type a friendly name and either an IF Addresz ar DNS name faor the client.

Eriendly name: 802 1% Managed Switch

Client addrezz [IP ar DMS]:

192165.0.100 Yerify... |

< Back I Mext = I Cancel

Figure 4-11-12: Windows Server RADIUS Server setting
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4. The shared secret key should be as same as the key configured on the Managed Switch.

New RADIUS Client x|

Additional Information

If pow are uzing remote access policies based on the client vendor attribute, specify the
vendor of the BADIUS client.

Clientendar;
RaADIIS Standard j
Shared zecret; Ixxxxx

Confirm shared secret; Ixxxxx

[T Bequest must contain the Message Authenticator attribute

< Back I Finizh I Cancel

Figure 4-11-13: Windows Server RADIUS Server setting
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5. Configure ports attribute of 802.1X, the same as “802.1X Port Configuration”.

RADIUS-Assigned | RADIUS-Assigned Guest
QoS Enabled YLAMN Enabled |VYLAN Enabled

1 [Portbased 8021w O O O Glabally Disabled
2 |Portbased 821X v i i i Globally Disahled

Port Admin State Port State Restart

Figure 4-11-14: 802.1x Port Configuration

6. Create user data. The establishment of the user data needs to be created on the Radius Server

PC. For example, the Radius Server founded on Win2003 Server, and then:

@E Active Directory Domains and Trusks
@ Active Directory Sites and Services

nd Compu

Compuber Management

E?Cnntrol 4 Corfigure Your Server Wizard
Diata Sources (ODBC)

% Adrrinis .E Diskributed File System
DNS

Damain Contraller Security Policy

Eg Painkt @ Help an Bﬁ] Domain Security Policy

-
| 2 f Windows Explorer —, 5
}:é Prinkers <

» - Event Viewer
w HyperTerminal -)') Zearch §3 Inkternet Authentication Service
& windaws Catalog t! Inkernet Information Services (II5) Manager
@ Ethereal & windows Update ¥y Licensing
Arcessories » ,l Manage Your Server
é Internet Explon Startup v §& Microsaft \MET Framewark 1.1 Configuration
ﬁ Internet Explarer % Microsoft \MET Framework 1.1 Wizards
@ Outlook Express @ Metwork Load Balancing Manager
.. Remote Assistance B Performance

& Administrative Tools  + EEREENEEIECE s
TxChariot » E Routing and Remaote Access
All Brograms Ethareal b % Services

“[EI Terminal Server Licensing
Log

,, Terminal Services Configuration

ImStart J @ é @ J %’ Terminal Services Manager

CL L C R

Figure 4-11-15: Windows 2003 AD server setting path
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Enter ” Active Directory Users and Computers”, create legal user data, the next, right-click a user

what you created to enter properties, and what to be noticed:

Mew Object - User x|
g Create . ca.test.po/Users
First name: Itest Iritials: I
Lazt name: I
Full hame: Itest
szer logon name:;
Itest I @ica test po j
|Jzer logon name [pre-windows 2000];
IE.-'l'-.'\ Itest
< Back I Mext = I Cancel
Figure 4-11-16: Add User Properties screen
Mew Object - User x|
g Create in.  catestpollzers
Pazsword: quu
LConfirm pazsward: I----".
[ User must change password at nest logaon
¥ Uzer cannot change pazsward
W Password never expires
[ Account is disabled
¢ Back I Mext » I Cancel

Figure 4-11-17: Add User Properties screen

Set the Ports Authenticate Status to “Force Authorized” if the port is
connected to the RADIUS server or the port is an uplink port that is connected
to another switch. Or once the 802.1X stat to work, the switch might not be
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able to access the RADIUS server.

4.11.10 802.1X Client Configuration

Windows XP is originally 802.1X support. As to other operating systems (windows 98SE, ME, 2000), an
802.1X client utility is needed. The following procedures show how to configure 802.1X Authentication
in Windows XP.

Please note that if you want to change the 802.1x authentication type of a wireless client, i.e. switch to
EAP-TLS from EAP-MD5, you must remove the current existing wireless network from your preferred
connection first, and add it in again.

B Configure Sample: EAP-MD5 Authentication
1. Go to Start > Control Panel, double-click on “Network Connections”.
2. Right-click on the Local Network Connection.

3. Click “Properties” to open up the Properties setting window.

My Network Status EI E|

General | Support
Connection
Status: Connected
Diuration: 03:35:37
Speed: 100.0 Mbpz
Bictivity
Sent .___ ‘F| Received

> 1

I_--l-'
Bytes: 146,938,760 10212126

Dizable

Figure 4-11-18

4. Select “Authentication” tab.

5. Select “Enable network access control using IEEE 802.1X” to enable 802.1x authentication.
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6. Select “MD-5 Challenge” from the drop-down list box for EAP type.

. My Network Properties

Gerneral | Authentication | Advanced |

Select thiz option to provide authenticated network, access for
Etherniet networks,

Enable IEEE 802.1x authentication for thiz network,

EAF type; | Protected EAP [PEAP] =

Protected EAP [PEAP]
Smart Card or other Certificate

Authenticate as computer when computer infarmation iz available

[ Authenticate az guest when user or computer infarmation is
unavailable

[ OF. ] [ Cancel

Figure 4-11-19

7. Click “OK”.
8. When client has associated with the Managed Switch, a user authentication notice appears in

system tray. Click on the notice to continue.

j.r) Local Area Connection 3 X

Click here to enter your user name and password Faor the
nebwork

10:15 PM

Figure 4-11-20: Windows client popup login request message
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9. Enter the user name, password and the logon domain that your account belongs.
10. Click “OK” to complete the validation process.

Local Area Connection 3

User name: | test ‘

Pazsword: ||-|-||-|-| ‘

Logon domain: || ‘

[ 1]4 ] [ Cancel

Figure 4-11-21
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4.12 Security
This section is to control the access of the Managed Switch, includes the user access and management
control.
The Security page contains links to the following main topics:
B Port Limit Control
Access Management
HTTPs / SSH
DHCP Snooping
IP Source Guard

ARP Inspection

4.12.1 Port Limit Control

This page allows you to configure the Port Security Limit Control system and port settings.

Limit Control allows for limiting the number of users on a given port. A user is identified by a MAC
address and VLAN ID. If Limit Control is enabled on a port, the limit specifies the maximum number of
users on the port. If this number is exceeded, an action is taken. The action can be one of the four
different actions as described below.

The Limit Control module utilizes a lower-layer module, Port Security module, which manages MAC
addresses, learnt on the port.

The Limit Control configuration consists of two sections, a system- and a port-wide.

The Port Limit Control Configuration screen in Figure 4-12-1 appears.
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Port Security Limit Control Configuration

System Configuration

Mode Dizahbled i
Aging Enabled | []
Aging Period secands

Port Configuration

Port Mode | Limit | Action | State |Re—upen
1 | Disabled '+ Digabled
2 | Disabled + Disabled
3 | Disabled + Digabled
4 | Dizabled + Disabled
5 | Disabled + Dizabled
B |Disabled + Digabled
7| Disabled » Disabled
g |Disabled + Digabled
9 | Disabled + Disabled

10 | Dizabled |+ Digabled

| Refiesh || Save || Reset |

Figure 4-12-1: Port Limit Control Configuration Overview page screenshot

The page includes the following fields:

System Configuration

Object

Description

e Mode

Indicates if Limit Control is globally enabled or disabled on the
switch stack. If globally disabled, other modules may still use the
underlying functionality, but limit checks and corresponding

actions are disabled.

e Aging Enabled

If checked, secured MAC addresses are subject to aging as
discussed under Aging Period.

e Aging Period

If Aging Enabled is checked, then the aging period is controlled
with this input. If other modules are using the underlying port
security for securing MAC addresses, they may have other

requirements to the aging period. The underlying port security

will use the shorter requested aging period of all modules that
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use the functionality.

The Aging Period can be set to a number between 10 and
10,000,000 seconds.

To understand why aging may be desired, consider the following
scenario: Suppose an end-host is connected to a 3rd party switch
or hub, which in turn is connected to a port on this switch on
which Limit Control is enabled. The end-host will be allowed to
forward if the limit is not exceeded. Now suppose that the
end-host logs off or powers down. If it wasn't for aging, the
end-host would still take up resources on this switch and will be
allowed to forward. To overcome this situation, enable aging.
With aging enabled, a timer is started once the end-host gets
secured. When the timer expires, the switch starts looking for
frames from the end-host, and if such frames are not seen within
the next Aging Period, the end-host is assumed to be
disconnected, and the corresponding resources are freed on the

switch.

Port Configuration

The table has one row for each port on the selected switch in the stack and a number of columns,

which are:

Object Description

e Port The port number for which the configuration below applies.

e Mode Controls whether Limit Control is enabled on this port. Both this
and the Global Mode must be set to Enabled for Limit Control to
be in effect. Notice that other modules may still use the
underlying port security features without enabling Limit Control
on a given port.

o Limit The maximum number of MAC addresses that can be secured on

this port. This number cannot exceed 1024. If the limit is
exceeded, the corresponding action is taken.

The stack switch is "born" with a total number of MAC addresses
from which all ports draw whenever a new MAC address is seen
on a Port Security-enabled port. Since all ports draw from the
same pool, it may happen that a configured maximum cannot be
granted, if the remaining ports have already used all available
MAC addresses.
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e Action

If Limit is reached, the switch can take one of the following
actions:

None: Do not allow more than Limit MAC addresses on the port,
but take no further action.

Trap: If Limit + 1 MAC addresses are seen on the port, send an
SNMP trap. If Aging is disabled, only one SNMP trap will be sent,
but with Aging enabled, new SNMP traps will be sent every time
the limit gets exceeded.

Shutdown: If Limit + 1 MAC addresses is seen on the port, shut
down the port. This implies that all secured MAC addresses will
be removed from the port, and no new will be learned. Even if
the link is physically disconnected and reconnected on the port
(by disconnecting the cable), the port will remain shut down.
There are three ways to re-open the port:

1) Boot the stack or select a new master switch.

2) Disable and re-enable Limit Control on the port or the stack
switch,

3) Click the Reopen button.

Trap & Shutdown: If Limit + 1 MAC addresses is seen on the port,
both the "Trap" and the "Shutdown" actions described above will
be taken.

e State

This column shows the current state of the port as seen from the
Limit Control's point of view. The state takes one of four values:
Disabled: Limit Control is either globally disabled or disabled on
the port.

Ready: The limit is not yet reached. This can be shown for all
actions.

Limit Reached: Indicates that the limit is reached on this port.
This state can only be shown if Action is set to None or Trap.
Shutdown: Indicates that the port is shut down by the Limit
Control module. This state can only be shown if Action is set to
Shut down or Trap & Shutdown.

e Reopen Button

If a port is shut down by this module, you may reopen it by
clicking this button, which will only be enabled if this is the case.
For other methods, refer to Shut down in the Action section.
Note, that clicking the reopen button causes the page to be
refreshed, so non-committed changes will be lost.

Buttons
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: Click to refresh the page. Note that non-committed changes will be lost.
: Click to save changes.

: Click to undo any changes made locally and revert to previously saved values.

4.12.2 Access Management

Configure access management table on this page. The maximum entry number is 16. If the application's
type matches any one of the access management entries, it will allow access to the switch. The Access

Management Configuration screen in Figure 4-12-2 appears.

Access Management Configuration

[ Mode | Disabie v/ |

Delete | Start IP Address [End IP Address | HTTP/HTTPS | SMMP | TELMETfSSH

Figure 4-12-2: Access Management Configuration Overview page screenshot

The page includes the following fields:

Object Description
e Mode Indicates the access management mode operation. Possible
modes are:

Enabled: Enable access management mode operation.
Disabled: Disable access management mode operation.

e Delete Check to delete the entry. It will be deleted during the next save.
e Start IP address Indicates the start IP address for the access management entry.
e End IP address Indicates the end IP address for the access management entry.

e HTTP/HTTPS Indicates the host can access the switch from HTTP/HTTPS

interface that the host IP address matched the entry.

SNMP Indicates the host can access the switch from SNMP interface
that the host IP address matched the entry.

TELNET/SSH Indicates the host can access the switch from TELNET/SSH
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interface that the host IP address matched the entry.

Buttons
: Click to add a new access management entry.

: Click to save changes.

: Click to undo any changes made locally and revert to previously saved values.

4.12.3 Access Management Statistics
This page provides statistics for access management. The Access Management Statistics screen in

Figure 4-12-3 appears.

Access Management Statistics

Interface | Receive Packets | Allow Packets | Discard Packets
HTTP 1] a 1]
HTTPS 1] 0 1]
SHMP 1] a 1]
TELHET 1] 0 1]
SSH 1] a 1]

Auto Refresh [ [ Eefiesh H Clear ]

Figure 4-12-3: Access Management Statistics Overview page screenshot

The page includes the following fields:

Object Description
e Interface The interface that allowed remote host can access the switch.
e Receive Packets The received packets number from the interface under access

management mode is enabled.

e Allow Packets The allowed packets number from the interface under access

management mode is enabled.

e Discard Packets The discarded packets number from the interface under access

management mode is enabled.

Buttons
Auto-refresh i-.: Check this box to enable an automatic refresh of the page at regular intervals.

ReEfiesh |, cjick to refresh the page immediately.

:IEEI: Clear all statistics.
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4.12.4 HTTPs
Configure HTTPS on this page. The HTTPS Configuration screen in Figure 4-12-4 appears.

HTTPS Configuration

Mode Disakled «
Automatic Redirect | | Dizabled

Figure 4-12-4: HTTPS Configuration screen page screenshot

The page includes the following fields:

Object Description

e Mode Indicates the HTTPS mode operation. Possible modes are:
Enabled: Enable HTTPS mode operation.

Disabled: Disable HTTPS mode operation.

e Automatic Redirect | Indicates the HTTPS redirect mode operation. Automatic redirect
web browser to HTTPS during HTTPS mode enabled. Possible

modes are:

Enabled: Enable HTTPS redirect mode operation.

Disabled: Disable HTTPS redirect mode operation.

Buttons

: Click to save changes.

: Click to undo any changes made locally and revert to previously saved values.

4.12.5 SSH

Configure SSH on this page. This page shows the Port Security status. Port Security is a module with no
direct configuration. Configuration comes indirectly from other modules - the user modules. When a
user module has enabled port security on a port, the port is set-up for software-based learning. In this
mode, frames from unknown MAC addresses are passed on to the port security module, which in turn
asks all user modules whether to allow this new MAC address to forward or block it. For a MAC address
to be set in the forwarding state, all enabled user modules must unanimously agree on allowing the
MAC address to forward. If only one chooses to block it, it will be blocked until that user module

decides otherwise.

282



IFS NS53502-8P-2S User Manual

The status page is divided into two sections - one with a legend of user modules and one with the
actual port status. The SSH Configuration screen in Figure 4-12-5 appears.

SSH Configuration

| Mode | Disakled « |

Figure 4-12-5: SSH Configuration screen page screenshot

The page includes the following fields:

Object Description

e Mode Indicates the SSH mode operation. Possible modes are:
Enabled: Enable SSH mode operation.
Disabled: Disable SSH mode operation.

Buttons

: Click to save changes.

: Click to undo any changes made locally and revert to previously saved values.

4.12.6 Port Security Status

This page shows the Port Security status. Port Security is a module with no direct configuration.
Configuration comes indirectly from other modules - the user modules. When a user module has
enabled port security on a port, the port is set-up for software-based learning. In this mode, frames
from unknown MAC addresses are passed on to the port security module, which in turn asks all user
modules whether to allow this new MAC address to forward or block it. For a MAC address to be set in
the forwarding state, all enabled user modules must unanimously agree on allowing the MAC address
to forward. If only one chooses to block it, it will be blocked until that user module decides otherwise.
The status page is divided into two sections - one with a legend of user modules and one with the

actual port status. The Port Security Status screen in Figure 4-12-6 appears.
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User Module Legend

User Module Name | Abbr

Lirnit Control

g02. 1%

DHCF Snoaping
Yoice WLAN

L

g
D
Y

Port Status

Port

Users

State

MAC Count

Current | Limit

—
|l:l 100 200 [ I3 O e O T

Disabled
Disabled
Disabled
Disahled
Disahled
Disabled
Disabled
Disabled
Disabled
Disabled

Auto-refresh [
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Figure 4-12-6: Port Security Status screen page screenshot

The page includes the following fields:

User Module Legend

The legend shows all user modules that may request Port Security services.

Object

Description

e User Module Name

The full name of a module that may request Port Security

services.

e Abbr

A one-letter abbreviation of the user module. This is used in the

Users column in the port status table.

Port Status

The table has one row for each port on the selected switch in the switch and a number of columns,

which are:
Object Description
e Port The port number for which the status applies. Click the port

number to see the status for this particular port.
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e Users Each of the user modules has a column that shows whether that
module has enabled Port Security or not. A '-' means that the
corresponding user module is not enabled, whereas a letter
indicates that the user module abbreviated by that letter (see
Abbr) has enabled port security.

e State Shows the current state of the port. It can take one of four
values:

Disabled: No user modules are currently using the Port Security
service.

Ready: The Port Security service is in use by at least one user
module, and is awaiting frames from unknown MAC addresses to
arrive.

Limit Reached: The Port Security service is enabled by at least the
Limit Control user module, and that module has indicated that
the limit is reached and no more MAC addresses should be taken
in.

Shutdown: The Port Security service is enabled by at least the
Limit Control user module, and that module has indicated that
the limit is exceeded. No MAC addresses can be learned on the
port until it is administratively re-opened on the Limit Control

configuration Web-page.

e MAC Count The two columns indicate the number of currently learned MAC
(Current, Limit) addresses (forwarding as well as blocked) and the maximum

number of MAC addresses that can be learned on the port,

respectively.

If no user modules are enabled on the port, the Current column

will show a dash (-).

If the Limit Control user module is not enabled on the port, the

Limit column will show a dash (-).

Buttons

: Click to refresh the page immediately.

Auto-refresh i..: Check this box to enable an automatic refresh of the page at regular intervals.

4.12.7 Port Security Detail

This page shows the MAC addresses secured by the Port Security module. Port Security is a module
with no direct configuration. Configuration comes indirectly from other modules - the user modules.
When a user module has enabled port security on a port, the port is set-up for software-based
learning. In this mode, frames from unknown MAC addresses are passed on to the port security

module, which in turn asks all user modules whether to allow this new MAC address to forward or
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block it. For a MAC address to be set in the forwarding state, all enabled user modules must
unanimously agree on allowing the MAC address to forward. If only one chooses to block it, it will be
blocked until that user module decides otherwise. The Port Security Detail screen in Figure 4-12-7

appears.

Port Security Port Status Port 1

Fortl »

MAC Address | YLAN ID | State | Time of Addition | Age/Hold
Mo MAC addresses sttached

Auto-refresh [

Figure 4-12-7: Port Security Detail screen page screenshot

The page includes the following fields:

Object Description
e MAC Address & The MAC address and VLAN ID that is seen on this port. If no MAC
VLAN ID addresses are learned, a single row stating "No MAC addresses

attached" is displayed.

e State Indicates whether the corresponding MAC address is blocked or
forwarding. In the blocked state, it will not be allowed to transmit

or receive traffic.

e Time of Adding Shows the date and time when this MAC address was first seen
on the port.
e Age/Hold If at least one user module has decided to block this MAC

address, it will stay in the blocked state until the hold time
(measured in seconds) expires. If all user modules have decided
to allow this MAC address to forward, and aging is enabled, the
Port Security module will periodically check that this MAC
address still forwards traffic. If the age period (measured in
seconds) expires and no frames have been seen, the MAC
address will be removed from the MAC table. Otherwise a new
age period will begin.

If aging is disabled or a user module has decided to hold the MAC

address indefinitely, a dash (-) will be shown.

Buttons
Refresh |, click to refresh the page immediately.
Auto-refresh i.:: Check this box to enable an automatic refresh of the page at regular intervals.
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4.12.8 DHCP Snooping

DHCP Snooping is used to block intruder on the untrusted ports of DUT when it tries to intervene by
injecting a bogus DHCP reply packet to a legitimate conversation between the DHCP client and server.
Configure DHCP Snooping on this page. The DHCP Snooping Configuration screen in Figure 4-12-8
appears.

DHCP Snooping Configuration

| Snooping Mode | Disabled + |

Port Mode Configuration

Port | Mode
1 | Trosted
Trusted
Trosted
Truzsted
Trusted
Trosted
Truzsted
Trusted
Trosted
Truzsted

Figure 4-12-8: DHCP Snooping Configuration screen page screenshot

L0 o e T 3 Y R = S K B 8

R 0 0 A A S S

—
]

The page includes the following fields:

Object Description
e Snooping Mode Indicates the DHCP snooping mode operation. Possible modes
are:

Enabled: Enable DHCP snooping mode operation. When enable
DHCP snooping mode operation, the request DHCP messages will
be forwarded to trusted ports and only allowed reply packets
from trusted ports.

Disabled: Disable DHCP snooping mode operation.

e Port Mode Indicates the DHCP snooping port mode. Possible port modes
are:
Trusted: Configures the port as trusted sources of the DHCP

message.
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Untrusted: Configures the port as untrusted sources of the DHCP

message.

Buttons

: Click to save changes.

: Click to undo any changes made locally and revert to previously saved values.

4.12.9 DHCP Snooping Statistics
This page provides statistics for DHCP snooping. The statistics only counter packet under DHCP

snooping mode is enabled and relay mode is disabled. And it doesn't count the DHCP packets for

system DHCP client. The DHCP Snooping Port Statistics screen in Figure 4-12-9 appears.
DHCP Snooping Port Statistics Port 1

Fortl

Receive Packets | Transmit Packets
Rx Discover ] Tx Discover 0
Rx Offer ] Tx Offer 0
Rx Request 0 Tx Request a
Rx Decline ] Tx Decline 0
Rx ACK 0 Tx ACK 0
Rx NAK 0 Tx HAK 0
Rx Release 0 Tx Release ]
Rx Inform 0 Tx Inform 0
Rx Lease Query 0 Tx Lease Query a
Rx Lease Unassigned 0 Tx Lease Unassigned a
R Lease Unknown 0 T= Lease Unknown 0
Rz Lease Active ] T Lease Active 0

Auto-refresh [

Figure 4-12-9: DHCP Snooping Port Statistics screen page screenshot

The page includes the following fields:

Object Description

e Rx and Tx Discover | The number of discover (option 53 with value 1) packets received

and transmitted.

e Rx and Tx Offer The number of offer (option 53 with value 2) packets received
and transmitted.

e Rx and Tx Request | The number of request (option 53 with value 3) packets received
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and transmitted.

¢ Rx and Tx Decline The number of decline (option 53 with value 4) packets received

and transmitted.

e Rx and Tx ACK The number of ACK (option 53 with value 5) packets received and
transmitted.

e Rx and Tx NAK The number of NAK (option 53 with value 6) packets received and
transmitted.

¢ Rx and Tx Release The number of release (option 53 with value 7) packets received

and transmitted.

e Rx and Tx Inform The number of inform (option 53 with value 8) packets received
and transmitted.

e Rx and Tx Lease The number of lease query (option 53 with value 10) packets
Query received and transmitted.

e Rx and Tx Lease The number of lease unassigned (option 53 with value 11)
Unassigned packets received and transmitted.

e Rx and Tx Lease The number of lease unknown (option 53 with value 12) packets
Unknown received and transmitted.

e Rx and Tx Lease The number of lease active (option 53 with value 13) packets
Active received and transmitted.

Buttons

Auto-refresh i-i: Check this box to enable an automatic refresh of the page at regular intervals.

: Click to refresh the page immediately.

: Clears the counters for the selected port.

4.12.10 IP Source Guard Configuration

IP Source Guard is a secure feature used to restrict IP traffic on DHCP snooping untrusted ports by
filtering traffic based on the DHCP Snooping Table or manually configured IP Source Bindings. It helps
prevent IP spoofing attacks when a host tries to spoof and use the IP address of another host. This page
provides IP Source Guard related configuration. The IP Source Guard Configuration screen in Figure

4-12-10 appears.
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IP Source Guard Configuration

| Mode | Dizabled « |

Port Mode Configuration

Purt| Mode | Max Dynamic Clients
1 | Disabled || Unlirnited bt
2 | Dizabled || Unliraited w
3 | Disabled || Unlirnited b
4 | Dizabled || Unliraited w
5 | Disabled || Unliraited w
B | Disabled || Unlirnited b
7 | Dizabled || Unliraited bt
8 | Disabled || Unliraited w
9 | Disabled || Unlirnited b
10 | Disabled (% || Unliroited bt

Figure 4-12-10: IP Source Guard Configuration screen page screenshot

The page includes the following fields:

Object Description
e Mode of IP Source | Enable the Global IP Source Guard or disable the Global IP Source
Guard Guard. All configured ACEs will be lost when the mode is enabled.

Configuration

e Port Mode Specify IP Source Guard is enabled on which ports. Only when
Configuration both Global Mode and Port Mode on a given port are enabled, IP
Source Guard is enabled on this given port.

e Max Dynamic Specify the maximum number of dynamic clients can be learned
Clients on given ports. This value can be 0, 1, 2 and unlimited. If the port

mode is enabled and the value of max dynamic client is equal 0, it

means only allow the IP packets forwarding that are matched in

static entries on the specific port.

Buttons

: Click to save changes.
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: Click to undo any changes made locally and revert to previously saved values.

4.12.11 IP Source Guard Static Table
This page provides Static IP Source Guard Table. The Static IP Source Guard Table screen in Figure
4-12-11 appears.

Static IP Source Guard Table

Delete | Port | YLAN ID (IP Address | MAC address

Figure 4-12-11: Static IP Source Guard Table screen page screenshot

The page includes the following fields:

Object Description
e Delete Check to delete the entry. It will be deleted during the next save.
e Port The logical port for the settings.
e VLAN ID The VLAN ID for the settings.
e |P Address Allowed Source IP address.
e MAC Address Allowed Source MAC address.
Buttons

: Click to add a new entry.
: Click to save changes.

: Click to undo any changes made locally and revert to previously saved values.

4.12.12 ARP Inspection

ARP Inspection is a secure feature. Several types of attacks can be launched against a host or devices
connected to Layer 2 networks by "poisoning" the ARP caches. This feature is used to block such
attacks. Only valid ARP requests and responses can go through DUT. This page provides ARP Inspection
related configuration. The ARP Inspection Configuration screen in Figure 4-12-12 appears.
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ARP Inspection Configuration

| Mode | Dizakled » |

Port Mode Configuration

Port | Mode
1| Dizahled
Dizahled
Dizabled
Dizahled
Dizahled
Dizabled
Dizahled
Dizahled
Dizabled
Dizahled

Figure 4-12-12: ARP Inspection Configuration screen page screenshot
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The page includes the following fields:

Object Description
e Mode of ARP Enable the Global ARP Inspection or disable the Global ARP
Inspection Inspection.

Configuration

e Port Mode Specify ARP Inspection is enabled on which ports. Only when
Configuration both Global Mode and Port Mode on a given port are enabled,

ARP Inspection is enabled on this given port.

Buttons

: Click to save changes.

: Click to undo any changes made locally and revert to previously saved values.
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4.12.13 ARP Inspection Static Table
This page provides Static ARP Inspection Table. The Static ARP Inspection Table screen in Figure 4-12-13

appears.

Static ARP Inspection Table

Delete | Port | YLAMN ID | MAC Address |IP Address

Figure 4-12-13: Static ARP Inspection Table screen page screenshot

The page includes the following fields:

Object Description
e Delete Check to delete the entry. It will be deleted during the next save.
e Port The logical port for the settings.
e VLAN ID The VLAN ID for the settings.
e MAC Address Allowed Source MAC address in ARP request packets.
e |P Address Allowed Source IP address in ARP request packets.
Buttons

: Click to add a new entry.
: Click to save changes.

: Click to undo any changes made locally and revert to previously saved values.
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4.13 Address Table

Switching of frames is based upon the DMAC address contained in the frame. The Managed Switch
builds up a table that maps MAC addresses to switch ports for knowing which ports the frames should
go to (based upon the DMAC address in the frame). This table contains both static and dynamic entries.
The static entries are configured by the network administrator if the administrator wants to do a fixed
mapping between the DMAC address and switch ports.

The frames also contain a MAC address (SMAC address), which shows the MAC address of the
equipment sending the frame. The SMAC address is used by the switch to automatically update the
MAC table with these dynamic MAC addresses. Dynamic entries are removed from the MAC table if no

frame with the corresponding SMAC address has been seen after a configurable age time.

4.13.1 MAC Address Table Configuration

The MAC Address Table is configured on this page. Set timeouts for entries in the dynamic MAC Table
and configure the static MAC table here. The MAC Address Table Configuration screen in Figure 4-13-1

appears.

MAC Address Table Configuration
Aging Configuration

Disable Automatic Aging O
Aging Time 00 seconds

MAC Table Learning

Port Members

i[2]3]4a]s]e][7]8]9]10
LT BN ONONONONONONONONONO!
Disable O O O O O O O OC OO
Secure O O O OO O OCOCOCO

Static MAC Table

O

onfiguration

Port Members
Delete | YLAN ID | MAC Address 1|2|3|4|5|ﬁ|?|8|9|1ﬂ

[ Add new static entey ]

Figure 4-13-1: MAC Address Table Configuration page screenshot

The page includes the following fields:
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By default, dynamic entries are removed from the MAC table after 300 seconds. This removal is also

called aging.
Object Description
e Disable Automatic | Enables/disables the automatic aging of dynamic entries
Aging
e Aging Time The time after which a learned entry is discarded. By default,

dynamic entries are removed from the MAC after 300 seconds.
This removal is also called aging.
(Range: 10-10000000 seconds; Default: 300 seconds)

MAC Table Learning

If the learning mode for a given port is greyed out, another module is in control of the mode, so that it

cannot be changed by the user. An example of such a module is the MAC-Based Authentication under

802.1X.
Object Description
e Auto Learning is done automatically as soon as a frame with unknown
SMAC is received.
e Disable No learning is done.
e Secure Only static MAC entries are learned, all other frames are

dropped.

Note: Make sure that the link used for managing the switch is
added to the Static Mac Table before changing to secure learning
mode, otherwise the management link is lost and can only be
restored by using another non-secure port or by connecting to

the switch via the serial interface.

Static MAC Table Configuration

The static entries in the MAC table are shown in this table. The static MAC table can contain 64
entries. The MAC table is sorted first by VLAN ID and then by MAC address.

Object Description
e Delete Check to delete the entry. It will be deleted during the next save.
e VLAN ID The VLAN ID of the entry.

e MAC Address

The MAC address of the entry.
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e Port Members

Checkmarks indicate which ports are members of the entry.

Check or uncheck as needed to modify the entry.

Buttons

: Click to add a new entry.

: Click to save changes.

: Click to undo any changes made locally and revert to previously saved values.

4.13.2 MAC Address Table Status

Dynamic MAC Table

Entries in the MAC Table are shown on this page. The MAC Table contains up to 8192 entries, and is
sorted first by VLAN ID, then by MAC address. The MAC Address Table screen in Figure 4-13-2 appears.

MAC Address Table

Auto-refresh (1| Refresh || Clear || |<< || =» |
Start from VLAN[1  |and MAC address|00-00-00-00-00-00 |with[20 | entries per page.
Port Members
Type |VLAN| MAC Address CPU|1|2|3|4|5|6|?|B|9|10
Dynamic 1 00-01-C9-DA-E3-94
Dynamic 1 00-05-5F-94-R0-0R
Dynamic 1 00-1C-C4-AD-ER-87
Dynamic 1 00-40-4E8-46-3E-83
Static 1 01-00-0C-CC-CC-CC |
Static 1 33-33-00-00-00-01
Static 1 33-33-00-00-00-02 |
Static 1 33-33-FF-03-18-84
Static 1 33-33-FF-Z8-00-64 ,
Dynamic 1 9C-F&e-1R-03-15-BR
Static 1 ©8C-F6-1A-03-18-64 ,
Dynamic 1 9C-Fe-1A-03-1C-48
Dynamic 1 D3-D3-85-34-FB-DR
Static 1 FF-FF-FF-FF-FF-FF

Navigating the MAC Table

Figure 4-13-2: MAC Address Table Status

Each page shows up to 999 entries from the MAC table, default being 20, selected through the

"entries per page" input field. When first visited, the web page will show the first 20 entries from
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the beginning of the MAC Table. The first displayed will be the one with the lowest VLAN ID and
the lowest MAC address found in the MAC Table.

The "Start from MAC address" and "VLAN" input fields allow the user to select the starting point
in the MAC Table. Clicking the “Refresh” button will update the displayed table starting from that
or the closest next MAC Table match.

In addition, the two input fields will - upon a “Refresh” button click - assume the value of the first

displayed entry, allowing for continuous refresh with the same start address.

The “>>" will use the last entry of the currently displayed VLAN/MAC address pairs as a basis for
the next lookup. When the end is reached the text "no more entries" is shown in the displayed

table. Use the “|<<” button to start over.

The page includes the following fields:

Object Description
o Type Indicates whether the entry is a static or dynamic entry.
e VLAN The VLAN ID of the entry.
o MAC address The MAC address of the entry.
e Port Members The ports that are members of the entry.
Buttons

Auto-refresh i-i: Check this box to enable an automatic refresh of the page at regular intervals.
: Refreshes the displayed table starting from the "Start from MAC address" and "VLAN" input
fields.

: Flushes all dynamic entries.

: Updates the table starting from the first entry in the MAC Table, i.e. the entry with the lowest
VLAN ID and MAC address.

: Updates the table, starting with the entry after the last entry currently displayed.

4.13.3 Dynamic ARP Inspection Table

Entries in the Dynamic ARP Inspection Table are shown on this page. The Dynamic ARP Inspection Table
contains up to 1024 entries, and is sorted first by port, then by VLAN ID, then by MAC address, and
then by IP address. The Dynamic ARP Inspection Table screen in Figure 4-13-3 appears.
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Dynamic ARP Inspection Table

Start from | Port1 s |, WLAN |1  MAC address |QOL00LO000-00-00 and IP address |0000 with |20 | entries per page.

Port| YLAN ID | MAC Address | IP Address
Mo more entries

Auto-refresh [ [ Refresh ][ [ ” = ]

Figure 4-13-3: Dynamic ARP Inspection Table screenshot

Navigating the ARP Inspection Table

Each page shows up to 999 entries from the Dynamic ARP Inspection table, default being 20, selected
through the "entries per page" input field. When first visited, the web page will show the first 20
entries from the beginning of the Dynamic ARP Inspection Table.

The "Start from port address", "VLAN", "MAC address" and "IP address" input fields allow the user to
select the starting point in the Dynamic ARP Inspection Table. Clicking the “Refresh” button will update
the displayed table starting from that or the closest next Dynamic ARP Inspection Table match. In
addition, the two input fields will - upon a “Refresh” button click - assume the value of the first
displayed entry, allowing for continuous refresh with the same start address.

The “>>” will use the last entry of the currently displayed as a basis for the next lookup. When the end
is reached the text "No more entries" is shown in the displayed table. Use the “|<<” button to start

over.

The page includes the following fields:

Object Description
e Port The port number for which the status applies. Click the port
number to see the status for this particular port.
e VLAN ID The VLAN ID of the entry.
o MAC Address The MAC address of the entry.
¢ |P Address The IP address of the entry.
Buttons

Auto-refresh i-i: Check this box to enable an automatic refresh of the page at regular intervals.
Refiesh |, pefreshes the displayed table starting from the "Start from MAC address" and "VLAN" input

fields.

: Flushes all dynamic entries.

: Updates the table starting from the first entry in the MAC Table, i.e. the entry with the lowest

VLAN ID and MAC address.

: Updates the table, starting with the entry after the last entry currently displayed.
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4.13.4 Dynamic IP Source Guard Table

Entries in the Dynamic IP Source Guard Table are shown on this page. The Dynamic IP Source Guard
Table is sorted first by port, then by VLAN ID, then by IP address, and then by IP mask. The Dynamic IP

Source Guard Table screen in Figure 4-13-4 appears.

Dynamic IP Source Guard Table

Start from |Port]l s |, WLAN |1 and IF address (0,000 with |20 | entries per page.

Port | VLAN 1D | IP address |MAC Address
Mo more entries

Auto-refresh [ [ Refresh H b H == ]

Figure 4-13-4: Dynamic IP Source Guard Table screenshot

Navigating the ARP Inspection Table

Each page shows up to 99 entries from the Dynamic IP Source Guard table, default being 20, selected
through the "entries per page" input field. When first visited, the web page will show the first 20
entries from the beginning of the Dynamic IP Source Guard Table.

The "Start from port address", "VLAN", "IP address" and "IP mask" input fields allow the user to select
the starting point in the Dynamic IP Source Guard Table. Clicking the “Refresh” button will update the
displayed table starting from that or the closest next Dynamic IP Source Guard Table match. In
addition, the two input fields will - upon a “Refresh” button click - assume the value of the first
displayed entry, allowing for continuous refresh with the same start address.

The “>>" will use the last entry of the currently displayed as a basis for the next lookup. When the end
is reached the text "No more entries" is shown in the displayed table. Use the “|<<” button to start

over.

The page includes the following fields:

Object Description

e Port The port number for which the status applies. Click the port
number to see the status for this particular port.

e VLANID The VLAN ID of the entry.

o MAC address The MAC address of the entry.

o IP Address The IP address of the entry.
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Buttons

Auto-refresh i-i: Check this box to enable an automatic refresh of the page at regular intervals.

: Refreshes the displayed table starting from the "Start from MAC address" and "VLAN" input

fields.

: Flushes all dynamic entries.

: Updates the table starting from the first entry in the MAC Table, i.e. the entry with the lowest
VLAN ID and MAC address.

: Updates the table, starting with the entry after the last entry currently displayed.

300



IFS NS53502-8P-2S User Manual

4.14 LLDP

4.14.1 Link Layer Discovery Protocol

Link Layer Discovery Protocol (LLDP) is used to discover basic information about neighboring devices
on the local broadcast domain. LLDP is a Layer 2 protocol that uses periodic broadcasts to advertise
information about the sending device. Advertised information is represented in Type Length Value
(TLV) format according to the IEEE 802.1ab standard, and can include details such as device
identification, capabilities and configuration settings. LLDP also defines how to store and maintain

information gathered about the neighboring network nodes it discovers.

Link Layer Discovery Protocol - Media Endpoint Discovery (LLDP-MED) is an extension of LLDP
intended for managing endpoint devices such as Voice over IP phones and network switches. The
LLDP-MED TLVs advertise information such as network policy, power, inventory, and device location
details. LLDP and LLDP-MED information can be used by SNMP applications to simplify troubleshooting,
enhance network management, and maintain an accurate network topology.

4.14.2 LLDP Configuration

This page allows the user to inspect and configure the current LLDP port settings. The LLDP
Configuration screen in Figure 4-14-1 appears.

LLDP Configuration
LLDP Parameters

Tx Interval |30 seconds
Tx Hold |3 times
Tx Delay |2 seconds

Tx Reinit |2 seconds

Optional TLYs

Port Mode Port Description ‘ System Name ‘ System Description | System Capabilities ‘ Management Address
Diisahled
Diisahled
Diisahled
Diisakled
Diisakled
Diisakled
Diisakled
Diisakled
Diisakled
Diisakled

—_

o o~ 5 M = L R
o L R L e A A
REREEREEEREEHE
NENEEEEEEA
NENEEEEEEA
NEHEEEEEEA
REEREEEEEREE

—
o

Figure 4-14-1: LLDP Configuration page screenshot
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The page includes the following fields:

LLDP Parameters

Object

Description

e Tx Interval

The switch is periodically transmitting LLDP frames to its
neighbors for having the network discovery information
up-to-date. The interval between each LLDP frame is determined
by the Tx Interval value. Valid values are restricted to 5 - 32768
seconds.

Default: 30 seconds

This attribute must comply with the following rule:

(Transmission Interval * Hold Time Multiplier) <65536, and

Transmission Interval >= (4 * Delay Interval)

e Tx Hold

Each LLDP frame contains information about how long the
information in the LLDP frame shall be considered valid. The LLDP
information valid period is set to Tx Hold multiplied by Tx
Interval seconds. Valid values are restricted to 2 - 10 times.

TTL in seconds is based on the following rule:
(Transmission Interval * Holdtime Multiplier) < 65536.

Therefore, the default TTL is 4*30 = 120 seconds.

e Tx Delay

If some configuration is changed (e.g. the IP address) a new LLDP
frame is transmitted, but the time between the LLDP frames will
always be at least the value of Tx Delay seconds. Tx Delay cannot
be larger than 1/4 of the Tx Interval value. Valid values are
restricted to 1 - 8192 seconds.

This attribute must comply with the rule:

(4 * Delay Interval) <Transmission Interval

e Tx Reinit

When a port is disabled, LLDP is disabled or the switch is
rebooted a LLDP shutdown frame is transmitted to the
neighboring units, signaling that the LLDP information isn't valid
anymore. Tx Reinit controls the amount of seconds between the
shutdown frame and a new LLDP initialization. Valid values are

restricted to 1 - 10 seconds.

LLDP Port Configuration

The LLDP port settings relate to the currently selected stack unit, as reflected by the page header.

Object

Description
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e Port The switch port number of the logical LLDP port.

e Mode Select LLDP mode.

Rx only The switch will not send out LLDP information, but LLDP
information from neighbor units is analyzed.

Tx only The switch will drop LLDP information received from
neighbors, but will send out LLDP information.

Disabled The switch will not send out LLDP information, and will
drop LLDP information received from neighbors.

Enabled The switch will send out LLDP information, and will
analyze LLDP information received from neighbors.

Port Descr Optional TLV: When checked the "port description" is included in
LLDP information transmitted.

Sys Name Optional TLV: When checked the "system name" is included in
LLDP information transmitted.

Sys Descr Optional TLV: When checked the "system description" is included
in LLDP information transmitted.

Sys Capa Optional TLV: When checked the "system capability" is included
in LLDP information transmitted.

The system capabilities identify the primary function(s) of the
system and whether or not these primary functions are enabled.
The information advertised by this TLV is described in IEEE
802.1AB.

Mgmt Addr Optional TLV: When checked the "management address" is

included in LLDP information transmitted.

The management address protocol packet includes the IPv4
address of the switch. If no management address is available, the
address should be the MAC address for the CPU or for the port
sending this advertisement. The management address TLV may
also include information about the specific interface associated
with this address, and an object identifier indicating the type of

hardware component or protocol entity associated with this

address

Buttons

: Click to save changes.

: Click to undo any changes made locally and revert to previously saved values.
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4.14.3 LLDPMED Configuration
This page allows you to configure the LLDP-MED. The LLDPMED Configuration screen in Figure 4-14-2

appears.
LLDPMED Configuration
Fast Start Repeat Count
| Fast start repeat count |f1 |
Coordinates Location
| Latitude |0 degrees | Morh v Longitude |0 degrees |Bast w |Allitude |0 Meters v Map Datum | W3Eed4 v

Civic Address Location

Country code
City
Street

Street suffix

Landmark

Zip code

Floor

Postal community name

State County
City district Block {Neighbourhood)
Leading street direction Trailing street suffix
House no. House no. suffiz
Additional location info Name
Building Apartment
Room no. Place type
P.O. Box Additional code

Emergency Call Service

Emergency Call Service |

Policies

Policy Port Configuration

Figure 4-14-2: LLDPMED Configuration page screenshot

The page includes the following fields:

Fast start repeat count

Object

Description

o Fast start repeat
count

Rapid startup and Emergency Call Service Location Identification
Discovery of endpoints is a critically important aspect of VolP
systems in general. In addition, it is best to advertise only those
pieces of information which are specifically relevant to particular
endpoint types (for example only advertise the voice network
policy to permitted voice-capable devices), both in order to
conserve the limited LLDPU space and to reduce security and
system integrity issues that can come with inappropriate
knowledge of the network policy.

With this in mind LLDP-MED defines an LLDP-MED Fast Start
interaction between the protocol and the application layers on
top of the protocol, in order to achieve these related properties.
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Initially, a Network Connectivity Device will only transmit LLDP
TLVs in an LLDPDU. Only after an LLDP-MED Endpoint Device is
detected, will an LLDP-MED capable Network Connectivity Device
start to advertise LLDP-MED TLVs in outgoing LLDPDUs on the
associated port. The LLDP-MED application will temporarily speed
up the transmission of the LLDPDU to start within a second, when
a new LLDP-MED neighbor has been detected in order share
LLDP-MED information as fast as possible to new neighbors.
Because there is a risk that a LLDP frame being lost during
transmission between neighbors, it is recommended to repeat
the fast start transmission multiple times to increase the
possibility for that the neighbors has received the LLDP frame.
With Fast start repeat count it is possible to specify the number
of times the fast start transmission is repeated. The
recommended value is 4 times, giving that 4 LLDP frames with a 1
second interval will be transmitted, when a LLDP frame with new
information is received.

It should be noted that LLDP-MED and the LLDP-MED Fast Start
mechanism is only intended to run on links between LLDP-MED
Network Connectivity Devices and Endpoint Devices, and as such
does not apply to links between LAN infrastructure elements,
including between Network Connectivity Devices, or to other
types of links.

Coordinates Location

Object

Description

e Latitude

Latitude SHOULD be normalized to within 0-90 degrees with a
maximum of 4 digits.
It is possible to specify the direction to either North of the

equator or South of the equator.

e Longitude

Longitude SHOULD be normalized to within 0-180 degrees with a
maximum of 4 digits.

It is possible to specify the direction to either East of the prime
meridian or West of the prime meridian.

e Altitude

Altitude SHOULD be normalized to within -32767 to 32767 with a
maximum of 4 digits.

It is possible to select between two altitude types (floors or
meters).

Meters: Representing meters of Altitude defined by the vertical
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datum specified.

Floors: Representing altitude in a form more relevant in buildings
which have different floor-to-floor dimensions. An altitude = 0.0
is meaningful even outside a building, and represents ground
level at the given latitude and longitude. Inside a building, 0.0
represents the floor level associated with ground level at the
main entrance.

The Map Datum used for the coordinates given in this Option
WGS84: (Geographical 3D) - World Geodesic System 1984, CRS
Code 4327, and Prime Meridian Name: Greenwich.
NAD83/NAVDS88: North American Datum 1983, CRS Code 4269,
Prime Meridian Name: Greenwich; The associated vertical datum
is the North American Vertical Datum of 1988 (NAVD88). This
datum pair is to be used when referencing locations on land, not
near tidal water (which would use Datum = NAD83/MLLW).
NADS83/MLLW: North American Datum 1983, CRS Code 4269,
Prime Meridian Name: Greenwich; The associated vertical datum

e Map Datum

is Mean Lower Low Water (MLLW). This datum pair is to be used

when referencing locations on water/sea/ocean.

Civic Address Location

IETF Geopriv Civic Address based Location Configuration Information (Civic Address LCl).

Object

e Country code

Description
The two-letter ISO 3166 country code in capital ASCII letters -

Example: DK, DE or US.

State National subdivisions (state, canton, region, province,
prefecture).

County County, parish, gun (Japan), district.

City City, township, shi (Japan) - Example: Copenhagen

City district City division, borough, city district, ward, chou (Japan)

Block Neighborhood, block

(Neighborhood)

Street Street - Example: Poppelvej

Leading street
direction

Leading street direction - Example: N

Trailing street
suffix

Trailing street suffix - Example: SW
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e Street suffix Street suffix - Example: Ave, Platz

e House no. House number - Example: 21

e House no. suffix House number suffix - Example: A, 1/2

e Landmark Landmark or vanity address - Example: Columbia University

e Additional location | Additional location info - Example: South Wing

info
e Name Name (residence and office occupant) - Example: Flemming John
e Zip code Postal/zip code - Example: 2791
e Building Building (structure) - Example: Low Library
e Apartment Unit (Apartment, suite) - Example: Apt 42
e Floor Floor - Example: 4
e Room no. Room number - Example: 450F
e Place type Place type - Example: Office

e Postal community Postal community name - Example: Leonia

name
e P.0O. Box Post office box (P.O. BOX) - Example: 12345
¢ Additional code Additional code - Example: 1320300003

Emergency Call Service

Emergency Call Service (e.g. E911 and others), such as defined by TIA or NENA.

Object Description
e Emergency Call Emergency Call Service ELIN identifier data format is defined to
Service carry the ELIN identifier as used during emergency call setup to a

traditional CAMA or ISDN trunk-based PSAP. This format consists
of a numerical digit string, corresponding to the ELIN to be used

for emergency calling.

Policies

Network Policy Discovery enables the efficient discovery and diagnosis of mismatch issues with the
VLAN configuration, along with the associated Layer 2 and Layer 3 attributes, which apply for a set of
specific protocol applications on that port. Improper network policy configurations are a very
significant issue in VolP environments that frequently result in voice quality degradation or loss of

service.
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Policies are only intended for use with applications that have specific 'real-time’ network policy

requirements, such as interactive voice and/or video services.

The network policy attributes advertised are:
1. Layer 2 VLAN ID (IEEE 802.1Q-2003)
2. Layer 2 priority value (IEEE 802.1D-2004)
3. Layer 3 Diffserv code point (DSCP) value (IETF RFC 2474)

This network policy is potentially advertised and associated with multiple sets of application types

supported on a given port. The application types specifically addressed are:

1. Voice
2. Guest Voice
3. Softphone Voice

4. Video Conferencing

5. Streaming Video

6. Control / Signaling (conditionally support a separate network policy for the media types above)

A large network may support multiple VolP policies across the entire organization, and different

policies per application type. LLDP-MED allows multiple policies to be advertised per port, each

corresponding to a different application type. Different ports on the same Network Connectivity Device

may advertise different sets of policies, based on the authenticated user identity or port configuration.

It should be noted that LLDP-MED is not intended to run on links other than between Network

Connectivity Devices and Endpoints, and therefore does not need to advertise the multitude of

network policies that frequently run on an aggregated link interior to the LAN.

Object Description
e Delete Check to delete the policy. It will be deleted during the next save.
e Policy ID ID for the policy. This is auto generated and shall be used when

selecting the polices that shall be mapped to the specific ports.

e Application Type

Intended use of the application types:

Voice - for use by dedicated IP Telephony handsets and other
similar appliances supporting interactive voice services. These
devices are typically deployed on a separate VLAN for ease of
deployment and enhanced security by isolation from data
applications.

Voice Signaling (conditional) - for use in network topologies that
require a different policy for the voice signaling than for the voice
media. This application type should not be advertised if all the
same network policies apply as those advertised in the Voice
application policy.

Guest Voice - support a separate 'limited feature-set' voice

308



IFS NS53502-8P-2S User Manual

service for guest users and visitors with their own IP Telephony
handsets and other similar appliances supporting interactive
voice services.

Guest Voice Signaling (conditional) - for use in network
topologies that require a different policy for the guest voice
signaling than for the guest voice media. This application type
should not be advertised if all the same network policies apply as
those advertised in the Guest Voice application policy.
Softphone Voice - for use by softphone applications on typical
data centric devices, such as PCs or laptops. This class of
endpoints frequently does not support multiple VLANSs, if at all,
and are typically configured to use an 'untagged’ VLAN or a single
'tagged’ data specific VLAN. When a network policy is defined for
use with an 'untagged’ VLAN (see Tagged flag below), then the L2
priority field is ignored and only the DSCP value has relevance.
Video Conferencing

Streaming Video - for use by broadcast or multicast based video
content distribution and other similar applications supporting
streaming video services that require specific network policy
treatment. Video applications relying on TCP with buffering
would not be an intended use of this application type.

Video Signaling (conditional) - for use in network topologies that
require a separate policy for the video signaling than for the
video media. This application type should not be advertised if all
the same network policies apply as those advertised in the Video

Conferencing application policy.

e Tag Tag indicating whether the specified application type is using a
'tagged’ or an 'untagged’ VLAN.

Untagged indicates that the device is using an untagged frame
format and as such does not include a tag header as defined by
IEEE 802.1Q-2003. In this case, both the VLAN ID and the Layer 2
priority fields are ignored and only the DSCP value has relevance.
Tagged indicates that the device is using the IEEE 802.1Q tagged
frame format, and that both the VLAN ID and the Layer 2 priority
values are being used, as well as the DSCP value. The tagged
format includes an additional field, known as the tag header. The
tagged frame format also includes priority tagged frames as
defined by IEEE 802.1Q-2003.

e VLAN ID VLAN identifier (VID) for the port as defined in IEEE 802.1Q-2003

e L2 Priority L2 Priority is the Layer 2 priority to be used for the specified
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application type. L2 Priority may specify one of eight priority
levels (0 through 7), as defined by IEEE 802.1D-2004. A value of 0
represents use of the default priority as defined in IEEE
802.1D-2004.

e DSCP DSCP value to be used to provide Diffserv node behavior for the
specified application type as defined in IETF RFC 2474. DSCP may

contain one of 64 code point values (0 through 63). A value of 0
represents use of the default DSCP value as defined in RFC 2475.

Port Policies Configuration
Every port may advertise a unique set of network policies or different attributes for the same network

policies, based on the authenticated user identity or port configuration.

Object Description
e Port The port number for which the configuration applies.
e Policy ID The set of policies that shall apply for a given port. The set of

policies is selected by check marking the checkboxes that
corresponds to the policies

Buttons

: click to add new policy.
: Click to save changes.

: Click to undo any changes made locally and revert to previously saved values.

4.14.4 LLDP-MED Neighbor

This page provides a status overview for all LLDP-MED neighbors. The displayed table contains a row
for each port on which an LLDP neighbor is detected. The LLDP-MED Neighbor Information screen in
Figure 4-14-3 appears. The columns hold the following information:

310



IFS NS53502-8P-2S User Manual

LLDP-MED Neighbour Information

Port 1
Device Type | Capabilities
Endpaint Class Il LLDP-MED Capahilities, Metwork Policy, Extended Power via MDI - PD, Inventory
Application Type | Policy Tag | YLAN ID | Priority | DSCP
“aice Defined Untagged - - 46
“oice Signaling Defined Untagged - - 32
Auto-negotiation Autu—;lteagtﬂi‘:siatiun Auto-negotiation Capabilities MAL Type
1000BASE-T half duplex mode, 1000BASE-X, -LX, -5X, -CX -
Supported Enabled full duplex mode |, Asymrmetric and Symmetric PAUSE for mDBaj.?;—Xﬁljﬁéf F:}{'rrﬁzfjeegmy e
full-duplex inks, Symmetric PAUSE for full-duplex links ' P

Figure 4-14-3: LLDP-MED Neighbor Information page screenshot

The page includes the following fields:

Fast start repeat count

Object Description
e Port The port on which the LLDP frame was received.
e Device Type LLDP-MED Devices are comprised of two primary Device Types:

Network Connectivity Devices and Endpoint Devices.
LLDP-MED Network Connectivity Device Definition
LLDP-MED Network Connectivity Devices, as defined in TIA-1057,
provide access to the IEEE 802 based LAN infrastructure for
LLDP-MED Endpoint Devices. An LLDP-MED Network Connectivity
Device is a LAN access device based on any of the following
technologies:

1. LAN Switch/Router

2. |IEEE 802.1 Bridge

3. IEEE 802.3 Repeater (included for historical reasons)

4. |IEEE 802.11 Wireless Access Point

5. Any device that supports the IEEE 802.1AB and MED

extensions defined by TIA-1057 and can relay IEEE 802 frames

via any method.
LLDP-MED Endpoint Device Definition
Within the LLDP-MED Endpoint Device category, the LLDP-MED
scheme is broken into further Endpoint Device Classes, as defined
in the following.
Each LLDP-MED Endpoint Device Class is defined to build upon
the capabilities defined for the previous Endpoint Device Class.
Fore-example will any LLDP-MED Endpoint Device claiming
compliance as a Media Endpoint (Class Il) also support all aspects
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of TIA-1057 applicable to Generic Endpoints (Class 1), and any
LLDP-MED Endpoint Device claiming compliance as a
Communication Device (Class Ill) will also support all aspects of
TIA-1057 applicable to both Media Endpoints (Class Il) and
Generic Endpoints (Class ).

LLDP-MED Generic Endpoint (Class 1)

The LLDP-MED Generic Endpoint (Class I) definition is applicable
to all endpoint products that require the base LLDP discovery
services defined in TIA-1057, however do not support IP media or
act as an end-user communication appliance. Such devices may
include (but are not limited to) IP Communication Controllers,
other communication related servers, or any device requiring
basic services as defined in TIA-1057.

Discovery services defined in this class include LAN configuration,
device location, network policy, power management, and
inventory management.

LLDP-MED Media Endpoint (Class Il)

The LLDP-MED Media Endpoint (Class Il) definition is applicable
to all endpoint products that have IP media capabilities however
may or may not be associated with a particular end user.
Capabilities include all of the capabilities defined for the previous
Generic Endpoint Class (Class 1), and are extended to include
aspects related to media streaming. Example product categories
expected to adhere to this class include (but are not limited to)
Voice / Media Gateways, Conference Bridges, Media Servers, and
similar.

Discovery services defined in this class include
media-type-specific network layer policy discovery.

LLDP-MED Communication Endpoint (Class Ill)

The LLDP-MED Communication Endpoint (Class Ill) definition is
applicable to all endpoint products that act as end user
communication appliances supporting IP media. Capabilities
include all of the capabilities defined for the previous Generic
Endpoint (Class 1) and Media Endpoint (Class Il) classes, and are
extended to include aspects related to end user devices. Example
product categories expected to adhere to this class include (but
are not limited to) end user communication appliances, such as IP
Phones, PC-based softphones, or other communication
appliances that directly support the end user.

Discovery services defined in this class include provision of
location identifier (including ECS / E911 information), embedded
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L2 switch support, inventory management

e LLDP-MED LLDP-MED Capabilities describes the neighbor unit's LLDP-MED
Capabilities capabilities. The possible capabilities are:

1. LLDP-MED capabilities

. Network Policy

. Location Identification

. Extended Power via MDI - PSE

. Extended Power via MDI - PD

. Inventory

A b W N

7. Reserved

e Application Type Application Type indicating the primary function of the
application(s) defined for this network policy, advertised by an
Endpoint or Network Connectivity Device. The possible
application types are shown below.

Voice - for use by dedicated IP Telephony handsets and other
similar appliances supporting interactive voice services. These
devices are typically deployed on a separate VLAN for ease of
deployment and enhanced security by isolation from data
applications.

Voice Signaling - for use in network topologies that require a
different policy for the voice signaling than for the voice media.
Guest Voice - to support a separate limited feature-set voice
service for guest users and visitors with their own IP Telephony
handsets and other similar appliances supporting interactive
voice services.

Guest Voice Signaling - for use in network topologies that require
a different policy for the guest voice signaling than for the guest
voice media.

Softphone Voice - for use by softphone applications on typical
data centric devices, such as PCs or laptops.

Video Conferencing - for use by dedicated Video Conferencing
equipment and other similar appliances supporting real-time
interactive video/audio services.

Streaming Video - for use by broadcast or multicast based video
content distribution and other similar applications supporting
streaming video services that require specific network policy
treatment. Video applications relying on TCP with buffering
would not be an intended use of this application type.

Video Signaling - for use in network topologies that require a
separate policy for the video signaling than for the video media.
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e Policy Policy

Unknown: The network policy for the specified application type is
currently unknown.

Defined: The network policy is defined.

TAG TAG is indicating whether the specified application type is using a
tagged or an untagged VLAN. Can be Tagged or Untagged
Untagged: The device is using an untagged frame format and as

such does not include a tag header as defined by IEEE

802.1Q-2003.
Tagged: The device is using the IEEE 802.1Q tagged frame format
e VLAN ID VLAN ID is the VLAN identifier (VID) for the port as defined in IEEE

802.1Q-2003. A value of 1 through 4094 is used to define a valid
VLAN ID. A value of O (Priority Tagged) is used if the device is
using priority tagged frames as defined by IEEE 802.1Q-2003,
meaning that only the IEEE 802.1D priority level is significant and
the default PVID of the ingress port is used instead.

o Priority Priority is the Layer 2 priority to be used for the specified
application type. One of eight priority levels (0 through 7)

e DSCP DSCP is the DSCP value to be used to provide Diffserv node
behavior for the specified application type as defined in IETF RFC

2474. Contain one of 64 code point values (0 through 63).

Buttons

: Click to refresh the page immediately.

Auto-refresh i-i: Check this box to enable an automatic refresh of the page at regular intervals.

4.14.5 Neighbor

This page provides a status overview for all LLDP neighbors. The displayed table contains a row for each
port on which an LLDP neighbor is detected. The LLDP Neighbor Information screen in Figure 4-14-4

appears.

LLDP Neighbour Information

Local Port | Chassis ID | Remote Port ID | System Name | Port Description | System Capabilities | Management Address

No LLDP neighbour information found

Auto-refresh [

Figure 4-14-4: LLDP Neighbor Information page screenshot

The page includes the following fields:
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Object Description
e Local Port The port on which the LLDP frame was received.
e Chassis ID The Chassis ID is the identification of the neighbor's LLDP frames.

Remote Port ID

The Remote Port ID is the identification of the neighbor port.

System Name

System Name is the name advertised by the neighbor unit.

Port Description

Port Description is the port description advertised by the

neighbor unit.

System Capabilities

System Capabilities describes the neighbor unit's capabilities. The

possible capabilities are:

1.

. Repeater

0 N o un A W N

Other

. Bridge

. WLAN Access Point
. Router

. Telephone

. DOCSIS cable device
. Station only

9.

Reserved

When a capability is enabled, the capability is followed by (+). If

the capability is disabled, the capability is followed by (-).

e Management
Address

Management Address is the neighbor unit's address that is used

for higher layer entities to assist the discovery by the network

management. This could for instance hold the neighbor's IP

address.

Buttons

W: Click to refresh the page immediately.

Auto-refresh i..: Check this box to enable an automatic refresh of the page at regular intervals.
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4.14.6 Port Statistics

This page provides an overview of all LLDP traffic. Two types of counters are shown. Global counters
are counters that refer to the whole stack, switch, while local counters refer to counters for the
currently selected switch. The LLDP Statistics screen in Figure 4-14-5 appears.

Global Counters

Neighbour entries were last changed at - (523 sec. ago)

Total Neighbours Entries Added 0
Total Neighbours Entries Deleted 0
Total Neighbours Entries Dropped 0
Total Neighbours Entries Aged Out 0

LLDP Statistics

Local Counters
Local Port| T% Frames | Rx Frames | Rx Errors | Frames Discarded |TLV5 Discarded | TLYs Unrecognized | Org. Discarded | Age-Outs
1 0 il il 0 0 il il il
2 0 il il u} u} il il il
3 0 il il 0 0 il il il
4 0 il il u} u} il il il
a 0 0 0 0 0 0 0 0
53 0 il il u} u} il il il
7 0 0 0 0 0 0 0 0
8 0 il il u} u} il il il
9 0 0 0 0 0 0 0 0
10 0 il il 0 0 il il il
Auto-refresh [

Figure 4-14-5: LLDP Statistics page screenshot
The page includes the following fields:

Global Counters

Object Description

e Neighbor entries It also shows the time when the last entry was last deleted or

were last changed added. It also shows the time elapsed since the last change was

on detected.

e Total Neighbors Shows the number of new entries added since switch reboot.
Entries Added

e Total Neighbors Shows the number of new entries deleted since switch reboot.

Entries Deleted

e Total Neighbors Shows the number of LLDP frames dropped due to that the entry
Entries Dropped table was full.
e Total Neighbors Shows the number of entries deleted due to Time-To-Live

Entries Aged Out expiring.

Local Counters

The displayed table contains a row for each port. The columns hold the following information:
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Object Description

e Local Port The port on which LLDP frames are received or transmitted.

e Tx Frames The number of LLDP frames transmitted on the port.

e Rx Frames The number of LLDP frames received on the port.

o Rx Errors The number of received LLDP frames containing some kind of
error.

e Frames Discarded If an LLDP frame is received on a port, and the switch's internal

table has run full, the LLDP frame is counted and discarded. This
situation is known as "Too Many Neighbors" in the LLDP
standard. LLDP frames require a new entry in the table when the
Chassis ID or Remote Port ID is not already contained within the
table. Entries are removed from the table when a given port links
down, an LLDP shutdown frame is received, or when the entry

ages out.

e TLVs Discarded Each LLDP frame can contain multiple pieces of information,
known as TLVs (TLV is short for "Type Length Value"). If a TLV is
malformed, it is counted and discarded.

e TLVs Unrecognized | The number of well-formed TLVs, but with an unknown type

value.
e Org. Discarded The number of organizationally TLVs received.
e Age-Outs Each LLDP frame contains information about how long time the

LLDP information is valid (age-out time). If no new LLDP frame is
received within the age out time, the LLDP information is

removed, and the Age-Out counter is incremented.

Buttons

Refiesh | Click to refresh the page immediately.

:IEEI: Clears the local counters. All counters (including global counters) are cleared upon reboot.

Auto-refresh i.i: Check this box to enable an automatic refresh of the page at regular intervals.

4.14.7 Port Statistics

By using EEE power savings can be achieved at the expense of traffic latency. This latency
occurs due to that the circuits EEE turn off to save power, need time to boot up before sending
traffic over the link. This time is called "wakeup time". To achieve minimal latency, devices can
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use LLDP to exchange information about their respective tx and rx "wakeup time ", as a way to
agree upon the minimum wakeup time they need.

This page provides an overview of EEE information exchanged by LLDP. The LLDP Neighbors
EEE Information screen in Figure 4-14-6 appears.

LLDP Neighbors EEE Information

Local Purt|Tx Twe | Rx Tw | Fallback Receive Tw | Echo Tx Tw | Echo Rx Tw | Resolved Tx Tw | Resolved Rx Tw | EEE activated

MNo LLDP EEE information found

Auto-refresh [

Figure 4-14-6: LLDP Neighbors EEE Information page screenshot

The page includes the following fields:

Object Description

e Local Port The port on which LLDP frames are received or transmitted.

o TxTw The link partner’s maximum time that transmit path can hold off
sending data after deassertion of LPI.

o Rx Tw The link partner’s time that receiver would like the transmitter to

hold off to allow time for the receiver to wake from sleep.

e Fallback Receive

Tw

The link partner’s fallback receive Tw.

A receiving link partner may inform the transmitter of an
alternate desired Tw_sys_tx. Since a receiving link partner is likely
to have discrete levels for savings, this provides the transmitter
with additional information that it may use for a more efficient
allocation. Systems that do not implement this option default the

value to be the same as that of the Receive Tw_sys_tx.

e Echo Tx Tw

The link partner's Echo Tx Tw value.

The respective echo values shall be defined as the local link
partner’s reflection (echo) of the remote link partners respective
values. When a local link partner receives its echoed values from
the remote link partner it can determine whether or not the
remote link partner has received, registered and processed its
most recent values. For example, if the local link partner receives
echoed parameters that do not match the values in its local MIB,
then the local link partner infers that the remote link partners

request was based on stale information.

e Echo Rx Tw

The link partner's Echo Rx Tw value.
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e Resolved Tx Tw The resolved Tx Tw for this link. Note : NOT the link partner

The resolved value that is the actual "tx wakeup time” used
for this link (based on EEE information exchanged via LLDP).
¢ Resolved Rx Tw The resolved Rx Tw for this link. Note : NOT the link partner

The resolved value that is the actual "tx wakeup time” used
for this link (based on EEE information exchanged via LLDP).

Buttons

Refiesh |, cjick to refresh the page immediately.

Auto-refresh i-i: Check this box to enable an automatic refresh of the page at regular intervals.
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4.15 Network Diagnostics

This section provide the Physical layer and IP layer network diagnostics tools for troubleshoot. The
diagnostic tools are designed for network manager to help them quickly diagnose problems between
point to point and better service customers.

Use the Diagnostics menu items to display and configure basic administrative details of the Managed
Switch. Under System the following topics are provided to configure and view the system information:
This section has the following items:

B Ping

B |Pv6 Ping

B Remote IP Ping

B Cable Diagnostic

PING

The ping and IPv6 ping allow you to issue ICMP PING packets to troubleshoot IP connectivity issues. The
Managed Switch transmits ICMP packets, and the sequence number and roundtrip time are displayed
upon reception of a reply.

Cable Diagnostics

The Cable Diagnostics performing tests on copper cables. These functions have the ability to identify
the cable length and operating conditions, and to isolate a variety of common faults that can occur on
the Cat5 twisted-pair cabling. There might be two statuses as follow:
B If the link is established on the twisted-pair interface in 1000Base-T mode, the Cable Diagnostics
can run without disruption of the link or of any data transfer.
B If the link is established in 100Base-TX or 10Base-T, the Cable Diagnostics cause the link to drop

while the diagnostics are running.

After the diagnostics are finished, the link is reestablished. And the following functions are available.
B Coupling between cable pairs.
B Cable pair termination
B Cable Length

4.15.1 Ping

This page allows you to issue ICMP PING packets to troubleshoot IP connectivity issues.

After you press “Start”, 5 ICMP packets are transmitted, and the sequence number and roundtrip time
are displayed upon reception of a reply. The page refreshes automatically until responses to all packets
are received, or until a timeout occurs. The ICMP Ping screen in Figure 4-15-1 appears.
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ICMP Ping

IP Address | 0000
Ping Size | &4

B

Figure 4-15-1: ICMP Ping page screenshot

The page includes the following fields:

Object Description

o |P Address The destination IP Address.

e Ping Size The payload size of the ICMP packet. Values range from 8 bytes
to 1400 bytes.

%ng Be sure the target IP Address is within the same network subnet of the switch, or
——

Note you had setup the correct gateway IP address.

Buttons

: Click to transmit ICMP packets.

4.15.2 IPv6 Ping

This page allows you to issue ICMPv6 PING packets to troubleshoot IPv6 connectivity issues.

After you press “Start”, 5 ICMPv6 packets are transmitted, and the sequence number and roundtrip
time are displayed upon reception of a reply. The page refreshes automatically until responses to all
packets are received, or until a timeout occurs. The ICMPv6 Ping screen in Figure 4-15-2 appears.

ICMPv6 Ping

IP Address | |0:00:0:0:0:0:0
Ping Size | |&d

Figure 4-15-2: ICMPv6 Ping page screenshot
The page includes the following fields:
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Object Description

o |Pv6 Address The destination IPv6 Address.

e Ping Size The payload size of the ICMPv6 packet. Values range from 8 bytes
to 1400 bytes.

Buttons

: Click to transmit ICMP packets.

4.15.3 Remote IP Ping Test

This page allows you to issue ICMP PING packets to troubleshoot IP connectivity issues on special port.

After you press “Test”, 5 ICMP packets are transmitted, and the sequence number and roundtrip time
are displayed upon reception of a reply. The page refreshes automatically until responses to all packets

are received, or until a timeout occurs. The ICMP Ping screen in Figure 4-15-3 appears.

Remote IP Ping Test

Purt| Remote IP Address | Ping Size | Ping Button ‘ Result
1 0000 &
2 0000 &4
3 0000 &
4 0000 &4
5 0,000 &4
B 0000 &
7 0000 &
g 0000 &
5 0000 &

10 0000 64

| Save || Reset || Clewr |

Figure 4-15-3: Remote IP Ping Test page screenshot

The page includes the following fields:

Object Description

e Port The logical port for the settings.

e Remote IP Address | The destination IP Address.
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e Ping Size The payload size of the ICMP packet. Values range from 8 bytes
to 1400 bytes.
o Result Display the ping result.

4.15.4 Cable Diagnostics

This page is used for running the Cable Diagnostics.

Press to run the diagnostics. This will take approximately 5 seconds. If all ports are selected, this can
take approximately 15 seconds. When completed, the page refreshes automatically, and you can view
the cable diagnostics results in the cable status table. Note that Cable Diagnostics is only accurate for

cables of length 7 - 140 meters.

10 and 100 Mbps ports will be linked down while running cable diagnostic. Therefore, running cable
diagnostic on a 10 or 100 Mbps management port will cause the switch to stop responding until
VeriPHY is complete. The ports belong to the currently selected stack unit, as reflected by the page
header. The VeriPHY Cable Diagnostics screen in Figure 4-15-4 appears.

VeriPHY Cable Diagnostics

Cable Status
Purt| Pair A | Length & | Pair B | Length B | Pair C | Length C | Pair D | Length D

0O~ @M M &= )k

Figure 4-15-4: VeriPHY Cable Diagnostics page screenshot

The page includes the following fields:

Object Description

e Port The port where you are requesting Cable Diagnostics.

323



IFS NS53502-8P-2S User Manual

e Cable Status Port: Port number.
Pair: The status of the cable pair.
Length: The length (in meters) of the cable pair.

Buttons

: Click to run the diagnostics.
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4.16 Power over Ethernet (NS3502-8P-2S)

Providing up to 8 PoE, in-line power interface, the NS3502-8P-2S PoE Switch can easily build a power
central-controlled IP phone system, IP Camera system, AP group for the enterprise. For instance, 8
camera / AP can be easily installed around the corner in the company for surveillance demands or build
a wireless roaming environment in the office. Without the power-socket limitation, the PoE Switch
makes the installation of cameras or WLAN AP more easily and efficiently.

NS3502-8P-25

NS3502-8P-2S

+ SFP Information b Power Over Ethernet Status

+ Port Mirror
Current Power Consumption n 17.2 1 150[W]
= Link Aggregation Total Power Reseved [1%] 17.2/ 1500
= VLANs Temperature H[CI1[F]
= Spanning Tree
i+ Multicast T
Local Port| PD CIassiAFfAT Mode | Power Used [W] : Current Used [mA] | Prioritv} Port Status

2 1 0 = 0 0 Ciitical  PoE OFF
= Access Control List 2 3 AF 86 159 Critical  PoE OM
= Authentication 3 0 - 0 0 Critical  PoE OFF
— 7 4 3 AF 8.6 152 Critical PoE OM

el 5 0 = 0 0 Critical  PoE OFF
= MAC Address Table [ 0 0 0 Critical PoE OFF
= LLDP 7 0 0 0 Critical  PoE OFF
= Di i ] 0 - 0 0 Critical PoE OFF

Geletes Total 17.2 (W] 311 [mA]
2 PoE
+» System Configuration Alits Refesh ]
+ Port Configuration
» Status
+ Schedule
» LLDP PoE Neighbours
+ POE Ping Alive

M el [ B comma. L i -! B2 .. -3} (=] winda... i; = TfiGen !- B8 tcast El = @g B rzsem

Figure 4-16-1: Power over Ethernet Status

4.16.1 Power over Ethernet Powered Device

Voice over IP phones
Enterprise can install POE VolP Phone, ATA and other Ethernet/non-Ethernet

end-devices to the central where UPS is installed for un-interrupt power system

and power control system.

3~5 watts

Wireless LAN Access Points
Museum, Sightseeing, Airport, Hotel, Campus, Factory, Warehouse can install
the Access Point anywhere with no hesitation

6~12 watts
IP Surveillance
Enterprise, Museum, Campus, Hospital, Bank, can install IP Camera without
limits of install location — no need electrician to install AC sockets.

10~12 watts
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PoE Splitter
i PoE Splitter split the PoOE 56V DC over the Ethernet cable into 5/12V DC power

output. It frees the device deployment from restrictions due to power outlet
3~12 watts locations, which eliminate the costs for additional AC wiring and reduces the
installation time.
High Power PoE Splitter
/ High PoE Spilitter split the PoE 56V DC over the Ethernet cable into 12/24V DC
power output. It frees the device deployment from restrictions due to power
12~25 Watts outlet locations, which eliminate the costs for additional AC wiring and reduces

the installation time.

4.16.2 Power Configuration

In a power over Ethernet system, operating power is applied from a power source (PSU-power supply
unit) over the LAN infrastructure to powered devices (PDs), which are connected to ports. Under some
conditions, the total output power required by PDs can exceed the maximum available power provided
by the PSU. The system must be paired with a PSU capable of supplying enough power for the total
potential power consumption of all the PoE ports in the system. In order to maintain the majority of

ports active, power management is implemented.

The PSU input power consumption is monitored by measuring voltage and current .The input power
consumption is equal to the system’s aggregated power consumption .The power management
concept allows all ports to be active and activates additional ports, as long as the aggregated power of
the system is lower than the power level at which additional PDs cannot be connected .When this value
is exceeded, ports will be deactivated, according to user-defined priorities. The power budget is
managed according to the following user-definable parameters: maximum available power, ports

priority, maximum allowable power per port.

Reserved Power determined by
There are five modes for configuring how the ports/PDs may reserve power and when to shut down
ports.

B Classification mode
In this mode each port automatic determines how much power to reserve according to the class
the connected PD belongs to, and reserves the power accordingly. Four different port classes exist
and one for 4, 7, 15.4 and 30.8 Watts.

Range of maximum power used by Class Description

Class Usage the PD

Classification

0 Default 0.44 to 12.95 Watts .
unimplemented
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1 Optional 0.44 to 3.84 Watts Very low power
2 Optional 3.84 to 6.49 Watts Low power
3 Optional |6.49 to 12.95 Watts (or to 15.4Watts) Mid power
. 12.95 to 25.50 Watts (or to High power
4 | Optional 30.8Watts)

=24
%’D In this mode the Maximum Power fields have no effect.

Note

Allocation mode

In this mode the user allocates the amount of power that each port may reserve. The
allocated/reserved power for each port/PD is specified in the Maximum Power fields. The ports
are shut down when total reserved powered exceeds the amount of power that the power supply
can deliver.

In this mode the port power is not turned on if the PD requests more power
the available.

Consumption mode

In this mode the ports are shut down when the actual power consumption for all ports exceeds
the amount of power that the power supply can deliver or if the actual power consumption for a
given port exceeds the reserved power for that port. The ports are shut down according to the
ports priority. If two ports have the same priority the port with the highest port number is shut

down.

Priority mode

In this mode the user assign the priority to the ports/PD. When the total PoE power consumption
request is over the allowed power supply limitation, the system shut down PoE ports by port
priority setting.
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This section allows the user to inspect and configure the current PoE port setting, screen in Figure 4-16-2 appears.

Power Over Ethernet Configuration

System PoE Admin Mode Enable VI

PoE Temperature Protection | | Enable VI

Power Supply Budget[\W]

Temperature Threshold
PoE Usage Threshold

150

an Degree C

85

PoE Management Mode Consumption VI

Ya

Figure 4-16-2: PoE Configuration screenshot
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The page includes the following fields:

Object Description

e System PoE Admin | Allows user enable or disable PoE function. It will cause all of PoE
Mode ports supply or not supply power.

e Power There are five modes for configuring how the ports/PDs may
Management reserve power and when to shut down ports.
Mode Classification mode: System reserves PoE power to PD according

to PoE class level.

Allocation mode: allows user to assign PoE power to per port.
Consumption mode: System offers PoE power according to PD
real power consumption.

Priority mode: System offers PoE power according to per port
priority setting when power consumption has been over total
power budget.

The default PoE management mode is “Consumption mode”.

e Power Supply Set limit value of the total PoE port provided power to the PDs.
Budget [W] For NS3502-8P-2S, the available max. Value is 150.

e Temperature Allows setting over temperature protection threshold value. It
Threshold system temperature was over it then system lower total PoE

power budget automatically.

e PoE Usage Allows setting how much PoE power budget could be limited.
Threshold

Buttons

: Click to save changes.

: Click to undo any changes made locally and revert to previously saved values.

%‘-;_;g"]] For NS3502-8P-28S, the total PoE power reservation from Port-1~8 is up to
e 150W

MNote

PD Classifications

A PD may be classified by the PSE based on the classification information provided by the PD. The
intent of PD classification is to provide information about the maximum power required by the PD
during operation. Class 0 is the default for PDs. However, to improve power management at the PSE,
the PD may opt to provide a signature for Class 1 to 4.
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The PD is classified based on power. The classification of the PD is the maximum power that the PD will
draw across all input voltages and operational modes.

A PD shall return Class 0 to 4 in accordance with the maximum power draw as specified by Table
4-16-1.

Class Usage Range of maximum power used by Class Description
the PD
0 | Default 0.44 to 12.95 Watts Classification
unimplemented
1 Optional 0.44 to 3.84 Watts Very low power
2 Optional 3.84 to 6.49 Watts Low power
3 Optional |6.49 to 12.95 Watts (or to 15.4Watts) Mid power
. 12.95 to 25.50 Watts (or to High power
4 | Optional 30.8Watts)

Table 4-16-1: Device class

4.16.3 Port Configuration

This section allows the user to inspect and configure the current PoE port settings; screen in Figure 4-16-3 appears.

Port| PoE Mode | Schedule |AFfAT Mode | Priority |[Maximum Power [W]| Power &llocation[w]
1 |Enmable B0 3at s | | Critical an.a 308
2 |Enable » B0 3at s | | Critical 30.8 ang
3 | Emable v B2 3at v | | Critical 0.8 08
4 | Enmable B0 3at s | | Critical an.a 308
5 | Emable B0 3at s | | Critical an.a 308
6 | Enablz 802 3at s | | Critical 0. a0
7 | Emable B0 3at s | | Critical an.a 308
8 | Enmable B0 3at s | | Critical an.a 308

Figure 4-16-3: Power over Ethernet Configuration screenshot

The page includes the following fields:

Object Description

e PoE Mode There are three modes for PoE mode.

Enable: enable PoE function...

Disable: disable PoE function.

Schedule: enable PoE function in schedule mode.

e Schedule Indicates the schedule profile mode. Possible porifles are:
Profilel
Profile2
Profile3
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Profile4

e AF/AT Mode Allows user to select 802.3at or 802.3af compatibility mode. The
default value is 802.3at mode. This function will affect PoE power
reservation on Classification power limit mode only, as 802.3af
mode, system is going to reserve 15.4W maximum for PD that
supported Class3 level. As IEEE 802.3at mode, system is going to
reserve 30.8Watts for PD that support Class4 level. From class1
to class3 level on the 802.3at mode will be reserved the same
PoE power with 802.3af mode.

e Priority The Priority represents PoE ports priority. There are three levels

of power priority named Low, High and Critical.

The priority is used in the case when total power consumption
has been over total power budget. In this case the port with the
lowest priority will be turn off, and offer power for the port of

higher priority.

e Maximum Power The Maximum Power value contains a numerical value that
indicates the maximum power in watts that can be delivered to
a remote device.

Per port maximum value must less than 30.8 watts, total ports
values must less than the Power Reservation value.

Once power overload detected, the port will auto shut down
and keep on detection mode until PD’s power consumption
lower than the power limit value.

e Power Allocation It can limit the port PoE supply watts. Per port maximum value
must less than 30.8 watts, total ports values must less than the
Power Reservation value. Once power overload detected, the

port will auto shut down and keep on detection mode until PD’s

power consumption lower than the power limit value

Buttons

: Click to save changes.

: Click to undo any changes made locally and revert to previously saved values.
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status for all PoE ports. The screen in Figure 4-16-4 appears.

Power Over Ethernet Status

Current Power Consumption m 0/ 1500W1
Total Power Resenved [ 0% | 0/ 150[W]
Temperature 3T[C)99[F]
Local Port | PD Cla5s| Power Used [W] | Current Used [mA] | Prinrityr| Port Status

1 0 0 0 Critical PoE OFF

2 ] ] 0 Critical PoE OFF

3 ] ] 0 Critical PoE OFF

4 ] ] 0 Critical PoE OFF

5 ] ] 0 Critical PoE OFF

6 0 0 0 Critical PoE OFF

T 0 0 0 Critical PoE OFF

8 ] ] 0 Critical PoE OFF

Total 0 W] 0 [mA]

Auto Refresh []

Figure 4-16-4: PoE Status screenshot

The page includes the following fields:

Object

Description

Current Power
Consumption

Show the total watts usage of PoE Switch.

e Total Power Shows how much the total power be reserved for all PDs.
Reserved

e Temperature Display the current operating temperature of PoE chip unit.

e Local Port This is the logical port number for this row.

e PD Class Display the class of the PD attached to the port, as established by

the classification process. Class 0 is the default for PDs. The PD is
powered based on PoE Class level if system working on
Classification mode. A PD shall return Class 0 to 4 in accordance
with the maximum power draw as specified by Table 4-16-1.

Power Used [W]

The Power Used shows how much power the PD currently is using.

Current Used [mA]

The Power Used shows how much current the PD currently is using.
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e Priority The Priority shows the port's priority configured by the user.
e Port Status The Port Status shows the port's status.
e Total Show the total watts usage of all PDs.

Buttons

Auto-refresh i-i: Check this box to enable an automatic refresh of the page at regular intervals.

Refiesh |, click to refresh the page immediately.

4.16.5 PoE Schedule

This page allows the user to define PoE schedule. The screen in Figure 4-16-5 appears.

Power Over Ethernet Schedule

| Profile | | Profile1 v |

| Delete | Week Day | Start Hour | Start Min | End Hour | End Min | Reboot Enable | Reboot Only | Reboot Hour | Reboot Min

[ AddMewRule || Save |

PoE Schedule
o PoE Reboot

Figure 4-16-5: PoE Schedule screenshot
Please press Add New Rule button to start set PoE Schedule function. You have to set PoE schedule to

profile then go back to PoE Port Configuration, and select “Schedule” mode from per port “PoE Mode”

option then you can indicate which schedule profile could be apply to the PoE port.

333



IFS NS53502-8P-2S User Manual

The page includes the following fields:

Object

Description

e Profile

Set the schedule profile mode. Possible porifles are:
Profilel
Profile2
Profile3
Profile4

e Week Day

Allows user to set week day for defining PoE function should be
enabled on the day.

e Start Hour

Allows user to set what hour does PoE function enables.

e Start Min Allows user to set what minute does PoE function enables.
e End Hour Allows user to set what hour does PoE function disables.
e End Min Allows user to set what minute does PoE function disables.

e Reboot Enable

Allows user to enable or disable whole PoE port reboot by PoE
reboot schedule. Please be noticed that if you want to PoE schedule
and PoE reboot schedule work at the same time, please use this
function, and don’t use Reboot Only function.

This function offers administrator to reboot PoE device at indicate

time if administrator has this kind of requirement.

e Reboot Only

Allows user to reboot PoE function by PoE reboot schedule. Please
notice that if administrator enables this function, PoE schedule will
need to set time to profile. This function is just for PoE port reset on

the indicated time.

e Reboot Hour

Allows user to set what hour PoE reboots. This function is only for

PoE reboot schedule.

e Reboot Min

Allows user to set what minute PoE reboots. This function only for

PoE reboot schedule.

Buttons

: click to add new rule.

: Click to save changes.

: Check to delete the entry.
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4.16.6 LLDP PoE Neighbors
This page provides a status overview for all LLDP PoE neighbors. The displayed table contains a row for
each port on which an LLDP PoE neighbor is detected. The columns hold the following information: The

screen in Figure 4-16-6 appears.

LLDP Neighbour Power Over Ethernet Information

Local Purt| Power Type | Power Source | Power Priurit\,r| Maximum Power

Mo PoE neighbour information found

Auto-refresh [

Figure 4-16-6: LLDP PoE Neighbor screenshot

Please be noticed that administrator has to enable LLDP port from LLDP configuration, please refer to
following example (The screen in Figure 4-16-7 appears.) we enabled LLDP function from port1 to
port3, administrator has to plug a PD that supports PoE LLDP function, and then the administrator is
going to see the PoE information of the PD from the LLDP.

[ System - a
= SNMP LLDP Configuration
[+ Port Management LLDP Parameters
[# Link Aggregation
5 VLANS Tx Interval |30 |seconds
[# Spanning Tree Tx Hold |4 times
[+ Multicast Tx Delay |2 seconds
B1QoS Tx Reinit |2 seconds
[+ Access Control List
[+ Authentication LLDP Port Configuration
[+ Securi -
I MAC A?dress Table ol Tl
= tLL[[;ﬁ confi - FEmE il AstDa:e Des::,irpttion l‘lame Des‘criplinn Cap‘ahilities . Ad;ress
onfiguration
:LLDP Neighghors . <.f.\||> ~ o O O O | |
+ LLDP-MED Configuration 1 DfSﬁbled ~ O ] M %] i ¥
, LLDP-MED Neighbours 2 [Disabled v|  [] M M %] ] M
, Port Statistics 3 [Deabled v|  [J ¥ ] M M ]
, LLDP EEE Neighbours 4 |Disabled v O 15 %] ] %] 1]
5 |Disabled v O il %) W W il
6 |Disabled v O =) v = ] ]
I Diagnostics 7 [Disabled v| [ v ] ] v =
LIREE 8 [Enabled v 7] ] v v ] wi|
9 |Enabled » =] =) %] 7 ] ;]
m 10 |Enabled v ] 7} ]| v W W

Figure 4-16-7: LLDP Configuration screenshot
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4.16.7 PD Alive-check

NS3502-8P-2S PoE switch can be configured to monitor connected PD’s status in real-time via ping
action. Once the PD stops working and without response, NS3502-8P-2S is going to restart PoE port
power, and bring the PD back to work. It will greatly enhance the reliability and reduces administrator
management burden.

This page provides you how to configure PD Alive Check. The screen in Figure 4-16-8 appears.

poe confpd

Port Mode Ping PD IP Address | Interval Time(10~300s) | Retry Count{1~5) Action Reboot Time(30~180 5)
1 |Enable « 12168010 30 2| | PDReboot v a0
2 |Enable + 192168020 30 2| | Febootdrblam a0
3 |Emable + 192.168.0,30 30 2| | Alam v 1201
4 |Disable »
5 | Disable
6 | Disable
7 | Disable
8 |Disakle »

Figure 4-16-8: PD Alive Check Configuration screenshot

The page includes the following fields:

Object Description

e Mode Allows user to enable or disable per port PD Alive Check function.

As default value all ports are disabled.

e Ping PD IP Address | This column allows user to set PoE device IP address here for
system making ping to the PoE device. Please be noticed that the
PD’s IP address must be set to the same network segment with
NS3502-8P-2S.

o Interval Time This column allows user to set how long system should be issue a

(10~300s) ping request to PD for detecting PD is alive or dead. Interval time
range is from 10 seconds to 300 seconds.

e Retry Count (1~5) This column allows user to set how many times system retry ping to
PD. For example, if we set count 2, the meaning is that if system
retry ping to the PD and the PD doesn’t response continuously, the
PoE port will be reset.

e Action Allows user to set which action will be apply if the PD without any
response. NS3502-8P-2S offers 3 actions as following.
> PD Reboot: It means system will reset the PoE port that
connected the PD.
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> Reboot & Alarm: It means system will reset the PoE port
and issue an alarm message via Syslog, SMTP.

> Alarm: It means system will issue an alarm message via
Syslog, SMTP.

e Reboot Time
(30~180s)

This column allows user to set the PoE device rebooting time,
because there are so many kind of PoE devices on the market and
they have different rebooting time. The PD Alive-check is not a
defining standard, so the PoE device on the market doesn’t report
reboots done information to NS3502-8P-2S, so user has to make
sure how long the PD will be finished to boot, and then set the time
value to this column.

System is going to check the PD again according to the reboot time.
If you cannot make sure precisely booting time, we suggest you to

set it longer.

Buttons

: Click it to save changes.

: Click it to reset configuration which doesn’t to be saved yet.
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5. COMMAND LINE INTERFACE

5.1 Accessing the CLI

When accessing the management interface for the switch over a direct connection to the server’s
console port, or via a Telnet connection, the switch can be managed by entering command keywords
and parameters at the prompt. Using the switch's command-line interface (CLI) is very similar to
entering commands on a UNIX system.

This chapter describes how to use the Command Line Interface (CLI).

Logon to the Console
Once the terminal has connected to the device, power on the Managed Switch, the terminal will
display that it is running testing procedures.

Then, the following message asks the login username & password. The factory default password as
following and the login screen in Figure 5-1 appears.

Username: admin
Password: admin

T COM1:115200band - Tera Term ¥T

File Edit Setup Contral Window Resize Help

+RAM: Dx800DDPKD-Ux88DDDIDY [Ux800Z20e/8-Dx87/f el availablel ~
FLASH: Ox40000000-0x4Q7fffff, 128 x Ox10000 blocks

== Executing boot script in 3.00@ seconds - enter ~C to abort

> fis load -d managed
Image loaded from 8x8@84@9@9—@x897c@9a&

? go

Kelcome to IFS Command Line Interface.
Port Numbers:

Fmmmmmmmm e NS3502-8P-28 ———-—-———ooe——— +
| Fm—d—— == |
| I 21 41 &1 8] |
| Fm—bm— bk m—k——F ==t +——+ |
| I 11 31 51 71 | 91 |18l |
| t——+——+——F——+ +——+ +-—+ |
L itttk +

sername: admin
assword:
3] €55. ..

NS3502-8P-25 />

Figure 5-1: Managed Switch Console Login screen

For security reason, please change and memorize the new password after
this first setup.

Only accept command in lowercase letter under console interface.
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Configure IP address
The IFS Managed Switch is shipped with default IP address as following.

IP Address: 192.168.0.100
Subnet Mask: 255.255.255.0

To check the current IP address or modify a new IP address for the Switch, please use the procedures
as follow:

B Show the current IP address
1. On”NS3502-8P-2S/>” prompt, enter “ip configuration”.

2. The screen displays the current IP address, Subnet Mask and Gateway. As show in Figure 5-2.

W COMIL-115200band - Tera Term ¥T g@@l

File Edit Zetup Contol Window Resize Help
J go ~

Helcome to IFS Command Line Interface.
Port Numbers:

$mm e NS3502-8P-28 mmmmmmmmmmme e +
| L it LT T |
| I 21 4l &1 8l |
| Fm—dm—b—— k==t k==t +——F |
| I 11 31 51 71 1 <9 I1ial |
| tm—dm—b—— == k==t ==t |
L ettt +

Usernamﬁ: admin

| ad
Coqin in proaress..
ion

NS3502-8P-2S ->ip configurat

IP Configuration:

DHCP Client : Disabled

P Address : 192.168.0. 120

P Mask  255.255.255.0

P Router 1 192.168.08.1

DNS Server 1 0.0.0.0

VLAN ID HE

DNS Proxy : Disabled

Pv6 AUTOCONFIG mode : Disabled

Pv6 Link-Local Address: fe00::0300:4fff:cda6:349d
Pvé Address P ::192,168.0. 100
Pv6 Prefix T 94

P ot er HEH
NS3502-8P-28 /> v

Figure 5-2: Show IP information screen

B Configure IP address

3.  On “NS3502-8P-2S/> " prompt, enter the following command and press <Enter>. As show in
Figure 5-3.

NS3502-8P-2S/> ip setup 192.168.0.101 255.255.255.0 192.168.0.253 1

The previous command would apply the follow settings for the Switch.
IP: 192.168.0.101
Subnet Mask: 255.255.255.0
Gateway: 192.168.0.253
VLANID: 1
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W COM1:115200band - Tera Term ¥ T (=153
File Edit Zetup Contml Window Resize Help

Welcome to IFS Command Line Interface.
Port Numbers:

b NS3502-8P-28 mmmmmmmmmmm e +
| e —dm—tm = —— 4 |
| I 21 41 &l 8l |
| t——t——d——t——+ ==+ +——+ |
| I 11 31 S1 71 | 91 118l |
| +——+——+——+——+ +——+ +-—+ |
B e it T +

Username: admin
Password:
Login in Progress .....

NS3502-8P-28 ->ip configuration
IP Configuration:

DECP Client

Disable

dress 192.168.@. 190
P Mask : 255.255.255.0
P Router 1 192.168.0.1
DNS Serwver 1 B.0.0.0
VLAN ID 1
DNS Proxy Disabled
Pv6 AUTOCONFIG mode : Disabled
Pv6 Link-Local Address: fe00::0300:4fff:cda6:349d
Pvé Address 1 :1:192.168.0. 100
Pv6 Prefix : 96

/2lp setup 192.168.0.1801 255.255.255.0 192. 168.09.

LISBSOQ—SPQS s>

Figure 5-3: Set IP address screen

4. Repeat Step 1 to check if the IP address is changed.

If the IP address is successfully configured, the Managed Switch will apply the new IP address setting
immediately. You can access the Web interface of Managed Switch through the new IP address.

If you do not familiar with console command or the related parameter, enter

%’m

N “help” anytime in console to get the help description.

You can change these settings, if desired, after you log on. This management method is often preferred
because you can remain connected and monitor the system during system reboots. Also, certain error
messages are sent to the serial port, regardless of the interface through which the associated action
was initiated. A Macintosh or PC attachment can use any terminal-emulation program for connecting

to the terminal serial port. A workstation attachment under UNIX can use an emulator such as TIP
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5.2 Telnet Login

The Managed Switch also supports telnet for remote management. The switch asks for user name and

password for remote login when using telnet, please use “admin” for username & password.

& Telnet 192.168.0.101

Welcome to IFS Command Line Interface.
Port Mumbhers:

——t————t——+
i 21 41 61 8i
+——t——————+
I I T I

+——t——+—+

Uzername: admin
Password:
Login in progress... N
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6. Command Line Mode

The CLI groups all the commands in appropriate modes according to the nature of the command. A
sample of the CLI command modes are described below. Each of the command modes supports specific
software commands.

Command Groups:

System System settings and reset options
IP IP configuration and Ping

Port Port management

MAC MAC address table

VLAN Virtual LAN

PVLAN Private VLAN

Security Security management

STP Spanning Tree Protocol

Aggr Link Aggregation

LACP Link Aggregation Control Protocol
LLDP Link Layer Discovery Protocol
LLDPMED Link Layer Discovery Protocol Media
EEE Energy Efficient Ethernet

PoE Power Over Ethernet

Thermal Thermal Protection

Led_power LED power reduction

QoS Quality of Service

Mirror Port mirroring

Config Load/Save of configuration via TFTP
Firmware Download of firmware via TFTP
UPnP Universal Plug and Play

MVR Multicast VLAN Registration
Voice VLAN Specific VLAN for voice traffic
IPMC MLD/IGMP Snooping

VLC VLAN Control List

6.1 System Command

System Configuration
Description:
Show system configuration.
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System Configuration [all] [<port_list>]
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Parameters:
all : Show all switch configuration, default: Show system configuration
port : Show switch port configuration

<port_list>: Port list or 'all’, default: All ports

Example:

To display system information:

NS3502-8P-2S:/>System configuration

System Contact

System Name : NS3502-8P-2S

System Location :

Timezone Offset : 0

MAC Address : 00-30-4f-a6-34-9d
System Time :1970-01-01T00:10:55+00:00
System Uptime : 00:10:55

Software Version: Betal109061425
Software Date  :2011-09-06 14:27:40 +0800
Previous Restart: Cold

NS3502-8P-2S:/>

System Log Configuration

Description:

Show system log configuration.

Syntax:
System Log Configuration

Example:

To display system log information:

NS3502-8P-2S:/>System log configuration
System Log Configuration:

System Log Server Mode : Disabled
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System Log Server Address
System Log Level : Info
NS3502-8P-2S:/>

System Version

Description:

Show system version information.

Syntax:
System Version

Example:

To display system version:

NS3502-8P-2S:/>System version

Version : Betal109061425

Build Date  :2011-09-06 14:27:40 +0800
NS3502-8P-2S:/>

System Log Server Mode

Description:
Show or set the system log server mode.

Syntax:
System Log Server Mode [enable|disable]

Parameters:
enable : Enable system log server mode
disable: Disable system log server mode
(default: Show system Log server mode)

Default Setting:
disable

Example:

To show the log server mode:

NS3502-8P-2S:/>System log server mode
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System Log Server Mode : Disabled

System Name

Description:
Set or show the system name.

Syntax:
System Name [<name>] [clear]

Parameters:
<name>: System name string. (1-255)

Use 'clear' or "" to clear the string

System name is a text string drawn from the alphabet (A-Za-z), digits (0-9), minus sign
(-)-

In CLI, no blank or space characters are permitted as part of a name.

The first character must be an alpha character, and the first or last character must not
be a minus sign.

clear : Clear system name

Example:

To set device title:

NS3502-8P-2S:/>System name NS3502-8P-2S-LAB

System Contact

Description:
Set or show the system contact.

Syntax:
System Contact [<contact>] [clear]

Parameters:
<contact>: System contact string. (1-255)

Use 'clear' or "" to clear the string
In CLI, No blank or space characters are permitted as part of a contact.
clear : Clear system contact
Default Setting:

empty
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To set device contact:
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NS3502-8P-2S:/>System contact NS3502-8P-2S-Test

System Log Server Address

Description:
Show or set the system log server address.

Syntax:
System Log Server Address [<ip_addr_string>]

Parameters:

<ip_addr_string>: IP host address (a.b.c.d) or a host name string

Default Setting:
empty

Example:

To set log server address:

NS3502-8P-2S:/> log server address 192.168.0.21

System Location

Description:

Set or show the system location.

Syntax:
System Location [<location>] [clear]

Parameters:

<location>: System location string. (1-255)

Use 'clear' or "" to clear the string

In CLI, no blank or space characters are permitted as part of a location.

clear : Clear system location

Default Setting:
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Example:

To set device location:

IFS NS53502-8P-2S User Manual

NS3502-8P-2S:/>System location CM-LAB

System Log Level

Description:

Show or set the system log level.

It uses to determine what kind of message will send to syslog server.

Syntax:
System Log Level [info|warning|error]

Parameters:
info : Send information, warnings and errors
warning : Send warnings and errors

error : Send errors

Default Setting:
info

Example:

To set log level:

NS3502-8P-2S:/> log level warning

System Timezone

Description:

Set or show the system timezone offset.

Syntax:
System Timezone [<offset>]

Parameters:
<offset>: Time zone offset in minutes (-720 to 720) relative to UTC
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Default Setting:
0

Example:

To set timezone:
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NS3502-8P-2S:/>system timezone 0

System Log Lookup

Description:
Show or clear the system log.

Syntax:
System Log Lookup [<log_id>] [all|info|warning|error] [clear]

Parameters:
<log_id>: System log ID or range (default: All entries)
all : Show all levels (default)
info : Show information

warning : Show warnings

error : Show errors
clear : Clear log
Example:

To show system log:

NS3502-8P-2S:/>system log lookup
Number of entries:
Info 12
Warning: 0
Error :0
All 12
ID Level Time Message
1 Info - Switch just made a cold boot.
2 Info 1970-01-01T00:00:05+00:00 Link up on port 8
NS3502-8P-2S:/>
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System Reboot

Description:
Reboot the system.

Syntax:
System Reboot

Example:

To reboot device without changing any of the settings:

NS3502-8P-2S:/>system reboot

System Restore Default

Description:
Restore factory default configuration.

Syntax:
System Restore Default [keep_ip]

Parameters:

keep_ip: Keep IP configuration, default: Restore full configuration

Example:

To restore default value but not reset IP address:

NS3502-8P-2S:/>system restore default keep_ip

System Load

Description:

Show current CPU load: 100ms, 1s and 10s running average (in percent, zero is idle).

Syntax:
System Load

Example:
To show current CPU load:

NS3502-8P-2S:/>system load
Load average(100ms, 1s, 10s): 1%, 1%, 1%
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6.2 IP Command

IP Configuration
Description:

Show IP configuration.

Syntax:

IP Configuration

Example:

Show IP configuration:
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NS3502-8P-2S:/>ip configuration

IP Configuration:

DHCP Client : Disabled

IP Address :192.168.0.101
IP Mask : 255.255.255.0
IP Router :192.168.0.253
DNS Server :0.0.0.0

VLAN ID 01

DNS Proxy : Disabled

IPv6 AUTOCONFIG mode : Disabled

IPv6 Link-Local Address: fe00::030:4fff:cda6:349d
IPv6 Address :::192.168.0.100

IPv6 Prefix : 96

IPv6 Router

IP DHCP
Description:

Set or show the DHCP client mode.

Syntax:
IP DHCP [enable|disable]
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Parameters:
enable : Enable or renew DHCP client
disable: Disable DHCP client

Default Setting:
Disable

Example:

Disable DHCP sever:
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NS3502-8P-2S:/>ip dhcp disable

IP Setup
Description:

Set or show the IP setup.

Syntax:

IP Setup [<ip_addr>] [<ip_mask>] [<ip_router>] [<vid>]

Parameters:
<ip_addr> :IP address (a.b.c.d), default: Show IP address
<ip_mask> :IP subnet mask (a.b.c.d), default: Show IP mask
<ip_router>: IP router (a.b.c.d), default: Show IP router
<vid> :VLAN ID (1-4095), default: Show VLAN ID

Default Setting:

IP Address :192.168.0.100
IP Mask :255.255.255.0
IP Router :192.168.0.1
DNS Server :0.0.0.0
VLAN ID 01

Example:

Set IP address:

NS3502-8P-2S:/>ip setup 192.168.0.100 255.255.255.0
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IP Ping
Description:

Ping IP address (ICMP echo).

Syntax:

IP Ping <ip_addr_string> [<ping_length>]

Parameters:
<ip_addr_string>: IP host address (a.b.c.d) or a host name string
<ping_length> : Ping data length (8-1400), excluding MAC, IP and ICMP headers

Example:

NS3502-8P-2S:/>ip ping 192.168.0.21

PING server 192.168.0.21

60 bytes from 192.168.0.21: icmp_seq=0, time=0ms
60 bytes from 192.168.0.21: icmp_seq=1, time=0ms
60 bytes from 192.168.0.21: icmp_seq=2, time=0ms
60 bytes from 192.168.0.21: icmp_seq=3, time=10ms
60 bytes from 192.168.0.21: icmp_seq=4, time=0ms
Sent 5 packets, received 5 OK, 0 bad

IP DNS

Description:

Set or show the DNS server address.

Syntax:
IP DNS [<ip_addr>]

Parameters:

<ip_addr>: IP address (a.b.c.d), default: Showdns IP address

Default Setting:
0.0.0.0

Example:

Set DNS IP address:
NS3502-8P-2S:/>ip dns 168.95.1.1
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IP DNS Proxy
Description:

Set or show the IP DNS Proxy mode.

Syntax:
IP DNS_Proxy [enable|disable]

Parameters:
enable : Enable DNS Proxy
disable: Disable DNS Proxy

Default Setting:
disable

Example:

Enable DNS proxy function:
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NS3502-8P-2S:/>ip dns_proxy enable

IPv6 AUTOCINFIG
Description:

Set or show the IPv6 AUTOCONFIG mode.

Syntax:
IP IPv6 AUTOCONFIG [enable|disable]

Parameters:
enable : Enable IPv6 AUTOCONFIG mode
disable: Disable IPv6 AUTOCONFIG mode

Default Setting:
disable

Example:

Enable IPv6 autoconfig function:

NS3502-8P-2S:/>ip ipv6 autoconfig enable
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IPv6 Setup
Description:

Set or show the IPv6 setup.

Syntax:
IP IPv6 Setup [<ipv6_addr>] [<ipv6_prefix>] [<ipv6_router>]

Parameters:

<ipv6_addr> :IPv6 address is in 128-bit records represented as eight fields of up to four
hexadecimal digits with a colon separates each field (:). For example, four
hexadecimal digits with a colon separate each field (:). For example,
‘fe00::030:4fff:cda6:349d’. The symbol "::' is a special syntax that can be used as a
shorthand way of representing multiple 16-bit groups of contiguous zeros; but it
can only appear once. It also used a following legally IPv4 address. For
example,'::192.1.2.34".

<ipv6_prefix>: IPv6 subnet mask, default: Show IPv6 prefix

<ipv6_router>: IPv6 router, default: Show IPv6 router. IPv6 address is in 128-bit records
represented as eight fields of up to four hexadecimal digits with a colon separate
each field (:). For example, ‘fe00::030:4fff:cda6:349d’. The symbol "::" is a special
syntax that can be used as a shorthand way of representing multiple 16-bit groups
of contiguous zeros; but it can only appear once. It also used a following legally IPv4
address. For example,'::192.1.2.34".

Default Setting:
IPv6 AUTOCONFIG mode  : Disabled
IPv6 Link-Local Address: “fe00::030:4fff:cda6:349d’
IPv6 Address :::192.168.0.100
IPv6 Prefix : 96
IPv6 Router

Example:
Set IPv6 address:
NS3502-8P-2S:/>ip ipv6 setup 2001::0002 64 2100::0001

IPv6 Ping
Description:

Ping IPv6 address (ICMPv6 echo).
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Syntax:
IP IPv6 Ping6 <ipv6_addr> [<ping_length>]

Parameters:

<ipv6_addr> :IPv6 host address.
IPv6 address is in 128-bit records represented as eight fields of up to four
hexadecimal digits with a colon separate each field (:). For example, four
hexadecimal digits with a colon separate each field (:). For example,
‘fe00::030:4fff:.cda6:349d’. The symbol '::' is a special syntax that can be used
as a shorthand way of representing multiple 16-bit groups of contiguous zeros;
but it can only appear once. It also used a following legally IPv4 address. For
example,'::192.1.2.34'".

<ping_length>: Ping data length (8-1400), excluding MAC, IP and ICMP headers

Example:

NS3502-8P-2S:/>ip ipv6 ping 2001::0002
PING6 server 2001::2

68 bytes from 2001::2: icmp_seq=0, time=0ms
68 bytes from 2001::2: icmp_seq=1, time=0ms
68 bytes from 2001::2: icmp_seq=2, time=0ms
68 bytes from 2001::2: icmp_seq=3, time=0ms
68 bytes from 2001::2: icmp_seq=4, time=0ms
Sent 5 packets, received 5 OK, 0 bad

IP NTP Configuration
Description:

Show NTP configuration.

Syntax:
IP NTP Configuration

Default Setting:
IP NTP Configuration:

NTP Mode: Disabled
Idx  Server IP host address (a.b.c.d) or a host name string
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1 pool.ntp.org
2 europe.pool.ntp.org
3 north-america.pool.ntp.org
4 asia.pool.ntp.org
5 oceania.pool.ntp.org
IP NTP Mode
Description:

Set or show the NTP mode.

Syntax:
IP NTP Mode [enable | disable]

Parameters:
enable : Enable NTP mode
disable : Disable NTP mode

(default: Show NTP mode)

Default Setting:
disable

Example:

Enable NTP mode:

IFS NS53502-8P-2S User Manual

NS3502-8P-2S:/>ip ntp mode enable

IP NTP Server Add
Description:

Add NTP server entry.

Syntax:

IP NTP Server Add <server_index> <ip_addr_string>

Parameters:
<server_index> :The serverindex (1-5)
<ip_addr_string>: IP host address (a.b.c.d) or a host name string

Example:
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To add NTP server:
NS3502-8P-2S:/>ip ntp server add 1 60.249.136.151

IP NTP Server IPv6 Add
Description:

Add NTP server IPv6 entry.

Syntax:

IP NTP Server lpv6 Add <server_index> <server_ipv6>

Parameters:
<server_index>: The server index (1-5)
<server_ipv6> : IPv6 server address. IPv6 address is in 128-bit records represented as eight fields

of up to four hexadecimal digits with a colon separate each field (:). For example,
‘fe00::030:4fff:cda6:349d’. The symbol "::' is a special syntax that can be used as a
shorthand way of representing multiple 16-bit groups of contiguous zeros; but it
can only appear once. It also used a following legally IPv4 address. For
example,'::192.1.2.34".

Example:

To add IPv6 NTP server:
NS3502-8P-2S:/>ip ntp server ipv6 add 1 2001:8b7:3:2c::132

IP NTP Server Delete
Description:

Delete NTP server entry.

Syntax:

IP NTP Server Delete <server_index>

Parameters:

<server_index>: The server index (1-5)

Example:

To delete NTP server:

NS3502-8P-2S:/>ip ntp server delete 1
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6.3 Port Management Command

Port Configuration

Description:

Show port configuration.

Syntax:

Port Configuration [<port_list>] [up|down]

Parameters:
<port_list>: Port list or 'all’, default: All ports

up
down

: Show ports, which are up

: Show ports, which are down

(default: Show all ports)

Example:

Display port1~4 status

IFS NS53502-8P-2S User Manual

Port Configuration:

Port

State
Excessive Link

Mode

NS3502-8P-2S:/>port configuration 1-4

Flow Control

MaxFrame

1
Down
2
Down
3
Down
4
Down

Enabled

Enabled

Enabled

Enabled

Auto

Auto

Auto

Auto

Disabled

Disabled

Disabled

Disabled

9600

9600

9600

9600

Power

Disabled

Disabled

Disabled

Disabled

Discard

Discard

Discard

Discard

Port Mode

Description:

Set or show the port speed and duplex mode.
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Syntax:
Port Mode [<port_list>] [auto|10hdx|10fdx | 100hdx| 100fdx | 1000fdx]

Parameters:
<port_list>: Port list or 'all', default: All ports

auto : Auto negotiation of speed and duplex
10hdx : 10 Mbps, half duplex

10fdx : 10 Mbps, full duplex

100hdx : 100 Mbps, half duplex

100fdx : 100 Mbps, full duplex

1000fdx : 1 Gbps, full duplex

(default: Show configured and current mode)

Default Setting:
Auto

Example:

Set 10Mbps (half duplex) speed for portl

IFS NS53502-8P-2S User Manual

NS3502-8P-2S:/>port mode 1 10hdx

Port Flow Control

Description:
Set or show the port flow control mode.

Syntax:
Port Flow Control [<port_list>] [enable|disable]

Parameters:
<port_list>: Port list or 'all', default: All ports
enable : Enable flow control
disable : Disable flow control
(default: Show flow control mode)

Default Setting:
Disable

Example:

Enable flow control function for portl
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NS3502-8P-2S:/>port flow control 1 enable

Port State
Description:

Set or show the port administrative state.

Syntax:
Port State [<port_list>] [enable|disable]

Parameters:
<port_list>: Port list or 'all', default: All ports
enable : Enable port
disable : Disable port
(default: Show administrative mode)

Default Setting:
Enable

Example:

Disable portl

NS3502-8P-2S:/>port state 1 disable

Port Maximum Frame

Description:

Set or show the port maximum frame size.

Syntax:
Port MaxFrame [<port_list>] [<max_frame>]

Parameters:
<port_list>: Port list or 'all', default: All ports

<max_frame>: Port maximum frame size (1518-9600), default: Show maximum frame size

Default Setting:
9600

Example:

Set 2048 frame size for portl
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NS3502-8P-2S:/>port maxframe 1 2048

Port Power

Description:
Set or show the port PHY power mode.

Syntax:
Port Power [<port_list>] [enable|disable|actiphy|dynamic]

Parameters:
<port_list>: Port list or ‘all', default: All ports
enable : Enable all power control
disable: Disable all power control
actiphy: Enable ActiPHY power control
dynamic: Enable Dynamic power control

Default Setting:
disable

Example:

Disable port power function for portl-4

NS3502-8P-2S:/>port power 1-4 enable

Port Excessive

Description:
Set or show the port excessive collision mode.

Syntax:

Port Excessive [<port_list>] [discard |restart]

Parameters:
<port_list>: Port list or 'all', default: All ports
discard : Discard frame after 16 collisions
restart : Restart backoff algorithm after 16 collisions
(default: Show mode)

Default Setting:
Discard
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Example:

IFS NS53502-8P-2S User Manual

NS3502-8P-2S:/>port excessive 1 restart

Port Statistics

Description:
Show port statistics.

Syntax:

Port Statistics [<port_list>] [xcommand>] [up|down]

Parameters:

<port_list>: Port list or 'all’, default: All ports

<command> : The command parameter takes the following values:

clear : Clear port statistics

packets : Show packet statistics

bytes : Show byte statistics

errors : Show error statistics

discards  : Show discard statistics

filtered : Show filtered statistics

0.7 : Show priority statistics
(default: Show all port statistics)

up : Show ports, which are up
down : Show ports, which are down

(default: Show all ports)

Port VeriPHY

Description:
Run cable diagnostics.

Syntax:
Port VeriPHY [<port_list>]

Parameters:
<port_list>: Port list or 'all', default: All ports
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Port SFP

Description:
Show SFP port information.

Syntax:
Port SFP [<port_list>]

Parameters:
<port_list>: Port list or ‘all', default: All ports

Example:

Show SFP information for port21-24

NS3502-8P-2S:/>port sfp

Port Type Speed Wave Length(nm) Distance(m)
9 1000Base-LX 1000-Base 1310 10000
10 1000Base-LX 1000-Base 1310 10000
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6.4 MAC Address Table Command

MAC Configuration

Description:
Show MAC address table configuration.

Syntax:
MAC Configuration [<port_list>]

Parameters:
<port_list>: Port list or 'all’, default: All ports

Example:

Show Mac address state

IFS NS53502-8P-2S User Manual

NS3502-8P-2S:/>mac configuration

MAC Configuration:

MAC Address : 00-30-4f-a6-34-9d
MAC Age Time: 300

Port Learning
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MAC Add

Description:
Add MAC address table entry.
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Syntax:
MAC Add <mac_addr> <port_list> [<vid>]

Parameters:
<mac_addr> : MAC address (XX-XX-XX-XX-XX-XX)
<port_list>: Port list or ‘all' or 'none'
<vid> : VLAN ID (1-4095), default: 1

Example:

Add Mac address 00-30-4f-a6-34-9d in portl and vidl

IFS NS53502-8P-2S User Manual

NS3502-8P-2S:/>mac add 00-30-4f-01-01-02 1 1

MAC Delete

Description:
Delete MAC address entry.

Syntax:
MAC Delete <mac_addr> [<vid>]

Parameters:
<mac_addr>: MAC address (XX-XX-XX-XX-XX-XX)
<vid> : VLAN ID (1-4095), default: 1

Example:

Delete Mac address 00-30-4f-a6-34-9d in vid1

NS3502-8P-2S:/>mac delete 00-30-4f-a6-34-9d 1

MAC Lookup

Description:
Lookup MAC address entry.

Syntax:
MAC Lookup <mac_addr> [<vid>]

Parameters:

<mac_addr>: MAC address (XX-XX-XX-XX-XX-XX)
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<vid> : VLAN ID (1-4095), default: 1

Example:

Lookup state of Mac address 00-30-4f-a6-34-9d

IFS NS53502-8P-2S User Manual

NS3502-8P-2S:/>mac lookup 00-30-4f-a6-34-9d

MAC Age Time

Description:

Set or show the MAC address age timer.

Syntax:
MAC Agetime [<age_time>]

Parameters:
<age_time>: MAC address age time (0,10-1000000) O=disable,
(default: Show age time)

Default Setting:
300

Example:

Set agetime value in 30

NS3502-8P-2S:/>mac agetime 30

MAC Learning

Description:
Set or show the port learn mode.

Syntax:
MAC Learning [<port_list>] [auto|disable|secure]

Parameters:
<port_list>: Port list or 'all’, default: All ports
auto  : Automatic learning
disable: Disable learning

secure : Secure learning
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(default: Show learn mode)

Default Setting:
Auto

Example:

Set secure learning mode in portl

NS3502-8P-2S:/>mac learning 1 secure

MAC Dump

Description:
Show sorted list of MAC address entries.

Syntax:
MAC Dump [<mac_max>] [<xmac_addr>] [<vid>]

Parameters:
<mac_max> : Maximum number of MAC addresses 1-8192, default: Show all addresses
<mac_addr>: First MAC address (xx-xx-xx-xx-xx-xx), default: MAC address zero
<vid> : First VLAN ID (1-4095), default: 1

Example:

Show all of MAC table

NS3502-8P-2S:/>mac dump
Type VID MAC Address Ports
Static 1 00-30-4f-a6-22-55 1
Static 1 00-30-4f-24-a8-d1 None,CPU
Static 1 33-31-ff-24-04-d1 None,CPU
Static 1 33-34-ff-a8-00-64 None,CPU
1 40-61-84-04-18-59 10
1 ff-ff-ff-ff-ff-ff 1-24,CPU

Dynamic

Static

MAC Statistics

Description:
Show MAC address table statistics.
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Syntax:
MAC Statistics [<port_list>]

Parameters:
<port_list>: Port list or 'all’,
(default: All ports)

Example:

Set all of MAC statistics

NS3502-8P-2S:/>mac statistics
Port Dynamic Addresses

O 00 N OO U1 A W N BB
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o

Total Dynamic Addresses: 0
Total Static Addresses : 4

MAC Flush

Description:
Flush all learned entries.

Syntax:
MAC Flush

6.5 VLAN Configuration Command

VLAN Configuration

Description:
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Show VLAN configuration.

Syntax:
VLAN Configuration [<port_list>]

Parameters:
<port_list>: Port list or 'all’,
(default: All ports)

Example:

Show VLAN status of portl

IFS NS53502-8P-2S User Manual

NS3502-8P-2S:/>vlan configuration 1

VLAN Configuration:

Mode : IEEE 802.1Q
Port PVID IngrFilter FrameType

LinkType Q-in-Q Mode

1 1 Disabled All

VID VLAN Name

1 default

VID VLAN Name

VLAN forbidden table is empty

UnTag Disable

Ports

1-10

Ports

Eth type

N/A

VLAV PVID

Description:
Set or show the port VLAN ID.

Syntax:
VLAN PVID [<port_list>] [<vid>|none]

Parameters:

<port_list>: Port list or 'all’, default: All ports
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<vid>|none : Port VLAN ID (1-4095) or 'none’,

(default: Show port VLAN ID)

Default Setting:
1

Example:

Set PVID2 for port10

IFS NS53502-8P-2S User Manual

NS3502-8P-2S:/>vlan pvid 10 2

VLAN Frame Type

Description:
Set or show the port VLAN frame type.

Syntax:

VLAN FrameType [<port_list>] [all |tagged]

Parameters:

<port_list>: Port list or 'all’, default: All ports
all : Allow tagged and untagged frames
tagged : Allow tagged frames only

(default: Show accepted frame types)

Default Setting:
All

Example:

Set port10 that allow tagged frames only

NS3502-8P-2S:/>vlan frametype 10 tagged

VLAN Ingress Filter

Description:

Set or show the port VLAN ingress filter.

Syntax:

VLAN IngressFilter [<port_list>] [enable|disable]



Parameters:
<port_list>: Port list or ‘all', default: All ports
enable : Enable VLAN ingress filtering
disable : Disable VLAN ingress filtering
(default: Show VLAN ingress filtering)

Default Setting:
Disable

Example:

Enable VLAN ingress filtering for port10

IFS NS53502-8P-2S User Manual

NS3502-8P-2S:/>vlan ingressfilter 10 enable

VLAN Mode

Description:
Set or show the VLAN Mode.

Syntax:
VLAN Mode [portbased|dotlq]

Parameters:
portbased : Port-Based VLAN Mode
dotlq : 802.1Q VLAN Mode

(default: Show VLAN Mode)

Default Setting:
IEEE 802.1Q

Example:

Set VLAN mode in port base

NS3502-8P-2S:/>vlan mode portbased

VLAN Link Type

Description:
Set or show the port VLAN link type.
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Syntax:
VLAN LinkType [<port_list>] [untagged |tagged]

Parameters:
<port_list>: Port list or 'all’, default: All ports
untagged :VLAN Link Type Tagged
tagged : VLAN Link Type Untagged
(default: Show VLAN link type)

Default Setting:
Un-tagged

Example:

Enable tagged frame for port2

IFS NS53502-8P-2S User Manual

NS3502-8P-2S:/>vlan linktype 2 tagged

VLAN Q-in-Q Mode
Description:
Set or show the port Q-in-Q mode.

Syntax:
VLAN QinQ [<port_list>] [disable| man|customer]

Parameters:
<port_list>: Port list or 'all', default: All ports

disable : Disable Q-in-Q VLAN Mode
man : Q-in-Q MAN Port Mode
customer : Q-in-Q Customer Port Mode

(default: Show VLAN QinQ Mode)

Example:

Set port2 in man port

NS3502-8P-2S:/>vlan qing 2 man

VLAN Ethernet Type

Description:
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Set or show out layer VLAN tag ether type in Q-in-Q VLAN mode.

Syntax:
VLAN Ethtype [<port_list>] [man|dotlq]

Parameters:
<port_list>: Port list or ‘all', default: All ports
man : Set out layer VLAN tag ether type : MAN
dotlq : Set out layer VLAN tag ether type : 802.1Q
(default: Show VLAN out layer VLAN tag ether type)

Default Setting:
N/A

Example:

Set out layer VLAN tag Ethernet type for port 10 in man Ethernet type

IFS NS53502-8P-2S User Manual

NS3502-8P-2S:/>vlan ethtype 10 man

VLAN Add

Description:
Add or modify VLAN entry.

Syntax:
VLAN Add <vid>|<name> [<port_list>]

Parameters:
<vid>|<name>: VLAN ID (1-4095) or VLAN Name
<port_list> : Port list or 'all', default: All ports

Default Setting:
1

Example:

Add portl to port4 in VLAN10

NS3502-8P-2S:/>vlan add 10 1-4
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VLAN Forbidden Add

Description:
Add or modify VLAN entry in forbidden table.

Syntax:
VLAN Forbidden Add <vid>|<name> [<port_list>]

Parameters:
<vid>|<name>: VLAN ID (1-4095) or VLAN Name
<port_list> : Port list or ‘all’, default: All ports

Example:

Forbidden add portl to port4 in VLAN10

IFS NS53502-8P-2S User Manual

NS3502-8P-2S:/>vlan forbidden add 10 1-4

VLAN Delete

Description:
Delete VLAN entry.

Syntax:
VLAN Delete <vid>|<name>

Parameters:
<vid>]|<name>: VLAN ID (1-4095) or VLAN Name

Example:

Delete VLAN10

NS3502-8P-2S:/>vlan delete 10

VLAN Forbidden Delete

Description:
Delete VLAN entry.

Syntax:

LAN Forbidden Delete <vid>|<name>

Parameters:
<vid>|<name>: VLAN ID (1-4095) or VLAN Name
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Example:

Forbidden delete VLAN10
NS3502-8P-2S:/>vlan forbidden delete 10

VLAN Forbidden Lookup

Description:
Lookup VLAN Forbidden port entry.

Syntax:
VLAN Forbidden Lookup [<vid>] [(name <name>)]

Parameters:

<vid> : VLAN ID (1-4095), default: Show all VLANs

name :VLAN name string

<name>: VLAN name - Maximum of 32 characters. VLAN Name can only contain alphabets or
numbers.

VLAN name should contain at least one alphabet.

VLAN Lookup

Description:
Lookup VLAN entry.

Syntax:
VLAN Lookup [<vid>] [(name <name>)] [combined | static|nas| mvr|voice_vlan]all]

Parameters:

<vid> : VLAN ID (1-4095), default: Show all VLANs

name :VLAN name string

<name>: VLAN name - Maximum of 32 characters. VLAN Name can only contain alphabets or
numbers.

VLAN name should contain atleast one alphabet.

combined : Shows All the Combined VLAN database

static : Shows the VLAN entries configured by the administrator
nas : Shows the VLANs configured by NAS
mvr : Shows the VLANSs configured by MVR

voice_vlan : Shows the VLANs configured by Voice VLAN
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all : Shows all VLANSs configuration
(default: combined VLAN Users configuration)

Example:

Show VLAN status
NS3502-8P-2S:/>vlan lookup

VID VLAN Name Ports

1 default 1-10

VLAN Name Add

Description:
Add VLAN Name to a VLAN ID Mapping.

Syntax:
VLAN Name Add <name> <vid>

Parameters:

<name>: VLAN name - Maximum of 32 characters. VLAN Name can only contain alphabets or
numbers.

VLAN name should contain atleast one alphabet.

<vid> : VLAN ID (1-4095)

Example:

Add VLAN name for VLAN 1
NS3502-8P-2S:/>vlan name add test 1

VLAN Name Delete

Description:
Delete VLAN Name to VLAN ID Mapping.

Syntax:
VLAN Name Delete <name>

Parameters:
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<name>: VLAN name - Maximum of 32 characters. VLAN Name can only contain alphabets or
numbers.

VLAN name should contain atleast one alphabet.

Example:

Delete VLAN name

NS3502-8P-2S:/>vlan name delete test

VLAN Name Lookup

Description:
Show VLAN Name table.

Syntax:
VLAN Name Lookup [<name>]

Parameters:
<name>: VLAN name - Maximum of 32 characters. VLAN Name can only contain alphabets or
numbers.

VLAN name should contain atleast one alphabet.

Example:

To show VLAN Name table

NS3502-8P-2S:/>vlan name lookup
VLAN NAME vid

test 1

VLAN Status

Description:
VLAN Port Configuration Status.

Syntax:
VLAN Status [<port_list>] [combined|static|nas|mvr|voice_vlan|mstp]|all|conflicts]
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Parameters:

<port_list>: Port list or 'all’, default: All ports

combined : combined VLAN Users configuration
static : static port configuration

nas : NAS port configuration

mvr : MVR port configuration

voice_vlan : Voice VLAN port configuration

mstp : MISTP port configuration

all : All VLAN Users configuration

(default: combined VLAN Users configuration)

Default Setting:
Promiscuous

Example:

Show VLAN configuration of port10

NS3502-8P-2S:/>status 1
Port VLAN User PortType PVID Frame Type IngFilter Tx
Tag UVID  Conflicts
1 Static Unaware 1 All Disabled
Untag This 1
NAS
No
MVR
No
Voice VLAN
No
MSTP
No
Combined Unaware 1 All Disabled
Untag This 1 No

6.6 Private VLAN Configuration Command

PVLAN Configuration

Description:
Show Private VLAN configuration.

Syntax:
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PVLAN Configuration [<port_list>]

Parameters:
<port_list>: Port list or 'all', default: All ports

Example:

Show private VLAN configuration

PVLAN Add
Description:
Add or modify Private VLAN entry.

Syntax:
PVLAN Add <pvlan_id> [<port_list>]

Parameters:

379



IFS NS53502-8P-2S User Manual

<pvlan_id> : Private VLAN ID. The allowed range for a Private VLAN ID is the same as the switch
port number range.

<port_list>: Port list or 'all’, default: All ports

Example:

Add portl to port4 in PVLAN10

NS3502-8P-2S:/>pvlan add 10 1-4

PVLAN Delete

Description:
Delete Private VLAN entry.

Syntax:
PVLAN Delete <pvlan_id>

Parameters:
<pvlan_id>: Private VLAN ID. The allowed range for a Private VLAN ID is the same as the switch

port number range.

Example:

Delete PVLAN10

NS3502-8P-2S:/>pvlan delete 10

PVLAN Lookup

Description:
Lookup Private VLAN entry.

Syntax:
PVLAN Lookup [<pvlan_id>]

Parameters:
<pvlan_id>: Private VLAN ID, default: Show all PVLANs. The allowed range for a Private VLAN ID
is the same as the switch port number range.

Example:

Lookup PVLAN
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NS3502-8P-2S:/>pvlan lookup

PVLAN ID Ports

PVLAN Isolate

Description:

Set or show the port isolation mode.

Syntax:
PVLAN Isolate [<port_list>] [enable|disable]

Parameters:
<port_list>: Port list or 'all’, default: All ports
enable : Enable port isolation
disable : Disable port isolation
(default: Show port isolation port list)

Default Setting:
disable

Example:

Enable isolate for port10

NS3502-8P-2S:/>pvlan isolate 10 enable

6.7 Security Command

Security Switch User Configuration

Description:
Show users configuration.

Syntax:
Security Switch Users Configuration
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Default Setting:

User Name Privilege

admin 15

Example:

Show users configuration

NS3502-8P-2S:/>security switch user configuration

Users Configuration:

User Name Privilege Level

admin 15

Security Switch User Add

Description:

Add or modify users entry.

Syntax:

Security Switch Users Add <user_name> <password> <privilege_level>

Parameters:
<user_name> : A string identifying the user name that this entry should belong to. The
allowed string length is (1-32). The valid user name is a combination of letters,
numbers and underscores
<password> : The password for this user name. The allowed string length is (0-32). Use
‘clear' or "" as null string

<privilege_level>: User privilege level (1-15)

Example:

Add new user: username: test, password: test & privilege: 10

NS3502-8P-2S:/>security switch users add test 10

Security Switch User Delete

Description:
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Delete users entry.

Syntax:
Security Switch Users Delete <user_name>

Parameters:
<user_name>: A string identifying the user name that this entry should belong to. The allowed
string length is (1-32). The valid user name is a combination of letters, numbers and

underscores

Example:

Delete test account.

NS3502-8P-2S:/>security switch users delete user

Security Switch Privilege Level Configuration

Description:
Show privilege configuration.

Syntax:
Security Switch Privilege Level Configuration

Example:

Show privilege level

NS3502-8P-2S:/>security switch privilege level configuration

Privilege Level Configuration:

Privilege Current Level: 15

Group Name Privilege Level

CRO CRW SRO SRW
Aggregation 5 10 5 10
Debug 15 15 15 15
Diagnostics 5 10 5 10
DualCPU 5 10 5 10
EEE 5 10 5 10
IP 5 10 5 10
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LACP 5 10 5 10
LLDP 5 10 5 10
LLDP_MED 5 10 5 10
MAC_Table 5 10 5 10
MVR 5 10 5 10
Maintenance 15 15 15 15
Mirroring 5 10 5 10
Multicast 5 10 5 10
PoE 5 10 5 10
Port_Security 5 10 5 10
Ports 5 10 1 10
Private_VLANs 5 10 5 10
Protocol_based_VLAN 5 10 5 10
QoS 5 10 5 10
SNMP 5 10 5 10
Security 5 10 5 10
Spanning_Tree 5 10 5 10
System 5 10 1 10
UPnP 5 10 5 10
VLANSs 5 10 5 10
Voice_VLAN 5 10 5 10

Security Switch Privilege Level Group

Description:

Configure a privilege level group.

Syntax:
Security Switch Privilege Level Group <group_name> [<cro>] [<crw>] [<sro>] [<srw>]

Parameters:
<group_name>: Privilege group name

<cro> : Configuration read-only privilege level (1-15)

<crw> : Configuration/Execute read-write privilege level (1-15)

<sro> : Status/Statistics read-only privilege level (1-15)

<srw> : Status/Statistics read-write privilege level (1-15)
Example:

Change privilege level of MVR group.
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NS3502-8P-2S:/>security switch privilege level group mvr 15 15 15 15

Security Switch Privilege Level Current

Description:
Show the current privilege level.

Syntax:
Security Switch Privilege Level Current

Default Setting:
15

Security Switch Auth Configuration

Description:
Show Auth configuration.

Syntax:
Security Switch Auth Configuration

Example:

Show authentication configuration.

NS3502-8P-2S:/>security switch auth configuration

Auth Configuration:

Client Authentication Method Local Authentication Fallback

console local Disabled

telnet local Disabled
ssh local Disabled
web local Disabled

Security Switch Auth Method

Description:
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Set or show Auth method. (default: Show Auth method).

Syntax:
Security Switch Auth Method [console|telnet|ssh|web] [none|local | radius|tacacs+]
[enable|disable]

Parameters:
console : Settings for console
telnet : Settings for telnet
ssh : Settings for ssh
web : Settings for web

(default: Set or show the specific client authentication method)

none : Authentication disabled

local : Use local authentication

radius : Use remote RADIUS authentication
tacacs+ : Use remote TACACS+ authentication

(default: Show client authentication method)

enable : Enable local authentication if remote authentication fails
disable : Disable local authentication if remote authentication fails
(The parameter is effective when it is typed)

Default Setting:
disable

Example:

Use RADIUS authentication method for telnet.

NS3502-8P-2S:/>security switch auth method telnet radius enable

Security Switch SSH Configuration

Description:
Show SSH configuration.

Syntax:
Security Switch SSH Configuration

Example:

Show SSH configuration.

NS3502-8P-2S:/>security switch ssh configuration
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SSH Configuration:

SSH Mode : Enable

Security Switch SSH Mode

Description:
Set or show the SSH mode.

Syntax:
Security Switch SSH Mode [enable|disable]

Parameters:
enable : Enable SSH
disable: Disable SSH
(default: Show SSH mode)

Default Setting:
enable

Example:

Enable SSH function.

NS3502-8P-2S:/>security switch ssh mode enable

Security Switch HTTPs Configuration

Description:
Show HTTPS configuration.

Syntax:
Security Switch HTTPS Configuration

Example:

Show HTTPs configuration.

NS3502-8P-2S:/>security switch https configuration
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HTTPS Configuration:
HTTPS Mode : Enable
HTTPS Redirect Mode : Disabled

Security Switch HTTPs Mode

Description:
Set or show the HTTPS mode.

Syntax:
Security Switch HTTPS Mode [enable|disable]

Parameters:
enable : Enable HTTPs
disable: Disable HTTPs
(default: Show HTTPs mode)

Default Setting:
enable

Example:

Enable HTTPs function.

NS3502-8P-2S:/>security switch https mode enable

Security Switch HTTPs Redirect

Description:
Set or show the HTTPS redirect mode.

Automatic redirect web browser to HTTPS during HTTPS mode enabled.

Syntax:
Security Switch HTTPS Redirect [enable|disable]

Parameters:
enable : Enable HTTPs redirect
disable: Disable HTTPs redirect
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(default: Show HTTPs redirect mode)

Default Setting:
disable

Example:

Enable HTTPs redirect function.

IFS NS53502-8P-2S User Manual

NS3502-8P-2S:/>security switch https redirect enable

Security Switch Access Configuration

Description:
Show access management configuration.

Syntax:
Security Switch Access Configuration

Example:

Show access management configuration.

NS3502-8P-2S:/>security switch access configuration

Access Mgmt Configuration:

System Access Mode : Disabled

System Access number of entries: 0

Security Switch Access Mode

Description:

Set or show the access management mode.

Syntax:
Security Switch Access Mode [enable|disable]

Parameters:
enable : Enable access management

disable: Disable access management
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(default: Show access management mode)

Default Setting:
disable

Example:

Enable access management function.

IFS NS53502-8P-2S User Manual

NS3502-8P-2S:/>security switch access mode enable

Security Switch Access Configuration

Description:
Show access management configuration.

Syntax:
Security Switch Access Configuration

Example:

Show access management configuration.

NS3502-8P-2S:/>security switch access configuration

Access Mgmt Configuration:

System Access Mode : Disabled
W: WEB/HTTPS

S: SNMP

T: TELNET/SSH

Idx Start IP Address End IP Address
WST

Security Switch Access Mode

Description:
Set or show the access management mode.
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Syntax:
Security Switch Access Mode [enable|disable]

Parameters:
Enable: Enable access management
Disable: Disable access management

(Default: Show access management mode)

Default Setting:
Disable

Example:

Enable switch access mode

NS3502-8P-2S:/>security switch access mode enable

Security Switch Access Add

Description:

Add access management entry, default: Add all supported protocols.

Syntax:

Security Switch Access Add <access_id> <start_ip_addr> <end_ip_addr> [web] [snmp] [telnet]

Parameters:
<access_id> :entry index (1-16)
<start_ip_addr>: Start IP address (a.b.c.d)
<end_ip_addr> :End IP address (a.b.c.d)

web : Indicates that the host can access the switch from HTTP/HTTPS

snmp : Indicates that the host can access the switch from SNMP

telnet : Indicates that the host can access the switch from TELNET/SSH
Example:

Add access management list from 192.168.0.1 to 192.168.0.200 via web interface.

NS3502-8P-2S:/>security switch access add 1 192.168.0.1 192.168.0.200 web

Security Switch Access IPv6 Add

Description:
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Add access management IPv6 entry, default: Add all supported protocols.

Syntax:

Security Switch Access Ipv6 Add <access_id> <start_ipv6_addr> <end_ipv6_addr> [web] [snmp]

[telnet]

Parameters:
<access_id>

:entry index (1-16)

<start_ipv6_addr>: Start IPv6 address.

<end_ipv6_addr>

web
snmp

telnet

Example:

IPv6 address is in 128-bit records represented as eight fields of up to four
hexadecimal digits with a colon separate each field (:). For example,
‘fe00::030:4fff:cda6:349d’. The symbol "::" is a special syntax that can be used
as a shorthand way of representing multiple 16-bit groups of contiguous
zeros; but it can only appear once. It also used a following legally IPv4 address.
For example,'::192.1.2.34".

: End IPv6 address.

IPv6 address is in 128-bit records represented as eight fields of up to
four hexadecimal digits with a colon separate each field (:). For example,
‘fe00::030:4fff:cda6:349d’. The symbol "::' is a special syntax that can be used
as a shorthand way of representing multiple 16-bit groups of contiguous
zeros; but it can only appear once. It also used a following
legally IPv4 address. For example,'::192.1.2.34",

: Indicates that the host can access the switch from HTTP/HTTPS
: Indicates that the host can access the switch from SNMP
: Indicates that the host can access the switch from TELNET/SSH

Add access management list from 2001::0001 to 2001::0100 via web interface.

NS3502-8P-2S:/> security switch access add 2001::0001 2001::0100 web

Security Switch Access Delete

Description:

Delete access management entry.

Syntax:

Security Switch Access Delete <access_id>

Parameters:

<access_id>: entry index (1-16)
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Example:

Delete access management ID 1

IFS NS53502-8P-2S User Manual

NS3502-8P-2S:/>security switch access delete 1

Security Switch Access Lookup

Description:
Lookup access management entry.

Syntax:

Security Switch Access Lookup [<access_id>]

Parameters:

<access_id> :entry index (1-16)

Example:

Lookup access management entry.

NS3502-8P-2S:/>security switch access lookup 1

Security Switch Access Clear
Description:

Clear access management entry.
Syntax:

Security Switch Access Clear
Example:

Clear access management entry.

NS3502-8P-2S:/>security switch access clear

Security Switch Access Statistics

Description:
Show or clear access management statistics.

Syntax:
Security Switch Access Statistics [clear]
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Parameters:
clear: Clear access management statistics

Example:

Show access management statistics.

NS3502-8P-2S:/>security switch access statistics

Access Management Statistics:

HTTP Receive: 0] Allow: 0 Discard:
0

HTTPS Receive: 0 Allow: 0 Discard:
0

SNMP Receive: 0 Allow: 0 Discard:
0

TELNET  Receive: 0 Allow: 0 Discard:
0]

SSH Receive: 0 Allow: 0 Discard:
0]

Security Switch SNMP Configuration

Description:
Show SNMP configuration.

Syntax:
Security Switch SNMP Configuration

Security Switch SNMP Mode

Description:
Set or show the SNMP mode.

Syntax:
Security Switch SNMP Mode [enable|disable]

Parameters:
enable : Enable SNMP
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disable: Disable SNMP
(default: Show SNMP mode)

Default Setting:

enable

Example:

Disable SNMP mode.

IFS NS53502-8P-2S User Manual

NS3502-8P-2S:/>security switch snmp mode disable

Security Switch SNMP Version

Description:
Set or show the SNMP protocol version.

Syntax:
Security Switch SNMP Version [1]2c] 3]

Parameters:
1:SNMP version 1
2c: SNMP version 2c
3 : SNMP version 3
(default: Show SNMP version)

Default Setting:
2c

Example:

Set SNMP in version 3.

NS3502-8P-2S:/>security switch snmp version 3

Security Switch SNMP Read Community

Description:

Set or show the community string for SNMP read access.

Syntax:
Security Switch SNMP Read Community [<community>]
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Parameters:

<community>: Community string. Use 'clear' or "" to clear the string

(default: Show SNMP read community)

Default Setting:
public

Example:

Set SNMP read community private.

IFS NS53502-8P-2S User Manual

NS3502-8P-2S:/>security switch snmp read community private

Security Switch SNMP Write Community

Description:
Set or show the community string for SNMP write access.

Syntax:
Security Switch SNMP Write Community [<community>]

Parameters:

<community>: Community string. Use 'clear' or "" to clear the string

(default: Show SNMP write community)
Default Setting:

private

Example:

Set public value in SNMP write community.

NS3502-8P-2S:/>security switch snmp write community public

Security Switch SNMP Trap Mode

Description:
Set or show the SNMP trap mode.

Syntax:
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Security Switch SNMP Trap Mode [enable|disable]

Parameters:
enable : Enable SNMP traps
disable: Disable SNMP traps
(default: Show SNMP trap mode)

Default Setting:
disable

Example:

Enable SNMP trap mode.
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NS3502-8P-2S:/>security switch snmp trap mode enable

Security Switch SNMP Trap Version

Description:
Set or show the SNMP trap protocol version.

Syntax:
Security Switch SNMP Trap Version [1]|2c|3]

Parameters:

1:SNMP version 1

2¢: SNMP version 2c¢

3 : SNMP version 3

(default: Show SNMP trap version)
Default Setting:

1

Example:

Set SNMP trap version in version 2c.

NS3502-8P-2S:/>security switch snmp trap version 2c

Security Switch SNMP Trap Community

Description:
Set or show the community string for SNMP traps.
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Syntax:
Security Switch SNMP Trap Community [<community>]

Parameters:

<community>: Community string. Use 'clear' or "" to clear the string

(default: Show SNMP trap community)

Default Setting:
public

Example:

Set private value for SNMP trap community.

IFS NS53502-8P-2S User Manual

NS3502-8P-2S:/>security switch snmp trap community private

Security Switch SNMP Trap Destination

Description:
Set or Show the SNMP trap destination address.

Syntax:
Security Switch SNMP Trap Destination [<ip_addr_string>]

Parameters:
<ip_addr_string>: IP host address (a.b.c.d) or a host name string

Example:

Set SNMP trap destination address for 192.168.0.20

NS3502-8P-2S:/>security switch snmp trap destination 192.168.0.20

Security Switch SNMP Trap IPv6 Destination

Description:
Set or Show the SNMP trap destination IPv6 address.

Syntax:
Security Switch SNMP Trap IPv6 Destination [<ipv6_addr>]
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Parameters:
<ipv6_addr>: IPv6 address is in 128-bit records represented as eight fields of up to four

hexadecimal digits with a colon separate each field (:). For example, four
hexadecimal digits with a colon separate each field (:). For example,
fe00::030:4ffff:fea6:34d9'. The symbol '::' is a special syntax that can be used as a
shorthand way of representing multiple 16-bit groups of contiguous zeros; but it can
only appear once. It also used a following legally IPv4 address. For
example,'::192.1.2.34".

Example:

Set SNMP trap IPv6 destination address for 2001::0001

NS3502-8P-2S:/>security switch snmp trap ipv6 destination 2001::0001

Security Switch SNMP Trap Authentication Failure

Description:

Set or show the SNMP authentication failure trap mode.

Syntax:
Security Switch SNMP Trap Authentication Failure [enable|disable]

Parameters:
enable : Enable SNMP trap authentication failure
disable: Disable SNMP trap authentication failure
(default: Show SNMP trap authentication failure mode)

Default Setting:
enable

Example:

Disable SNMP trap authentication failure

NS3502-8P-2S:/>security switch snmp trap authentication failure disable

Security Switch SNMP Trap Link-up

Description:

Set or show the port link-up and link-down trap mode.

399



Syntax:
Security Switch SNMP Trap Link-up [enable|disable]

Parameters:
enable : Enable SNMP trap link-up and link-down
disable: Disable SNMP trap link-up and link-down
(default: Show SNMP trap link-up and link-down mode)

Default Setting:
enable

Example:

Disable SNMP trap link-up

IFS NS53502-8P-2S User Manual

NS3502-8P-2S:/>security switch snmp trap link-up disable

Security Switch SNMP Trap Inform Mode

Description:
Set or show the SNMP trap inform mode.

Syntax:
Security Switch SNMP Trap Inform Mode [enable|disable]

Parameters:
enable : Enable SNMP trap inform
disable: Disable SNMP trap inform
(default: Show SNMP inform mode)

Default Setting:
enable

Example:

Disable SNMP trap inform mode.

NS3502-8P-2S:/>security switch snmp trap inform mode disable
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Security Switch SNMP Trap Inform Timeout

Description:
Set or show the SNMP trap inform timeout (usecs).

Syntax:
Security Switch SNMP Trap Inform Timeout [<timeout>]

Parameters:
<timeout>: SNMP trap inform timeout (0-2147 seconds)
(default: Show SNMP trap inform timeout)

Default Setting:
1

Example:

Set SNMP trap inform timeout in 20sec.

IFS NS53502-8P-2S User Manual

NS3502-8P-2S:/>security switch snmp trap inform timeout 20

Security Switch SNMP Trap Inform Retry Times

Description:
Set or show the SNMP trap inform retry times.

Syntax:
Security Switch SNMP Trap Inform Retry Times [<retries>]

Parameters:
<retries>: SNMP trap inform retransmitted times (0-255)
(default: Show SNMP trap inform retry times)

Default Setting:
5

Example:

Set SNMP trap inform retry times in 10.

NS3502-8P-2S:/>security switch snmp trap inform retry times 10
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Security Switch SNMP Trap Probe Security Engine ID

Description:
Show SNMP trap security engine ID probe mode.

Syntax:
Security Switch SNMP Trap Probe Security Engine ID [enable | disable]

Parameters:
enable : Enable SNMP trap security engine ID probe
disable: Disable SNMP trap security engine ID probe
(default: Show SNMP trap security engine ID probe mode)

Default Setting:
enable

Example:

Disable SNMP trap probe security engine ID

NS3502-8P-2S:/>security switch snmp trap probe security engine id disable

Security Switch SNMP Trap Security Engine ID

Description:

Set or show SNMP trap security engine ID.

Syntax:
Security Switch SNMP Trap Security Engine ID [<engineid>]

Parameters:
<engineid>: Engine ID, the format may not be all zeros or all 'ff'H and is restricted to 5 - 32 octet

string

Example:

Set the SNMP trap security engine ID

NS3502-8P-2S:/>security switch snmp trap security engine id
800007f5017e000011
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Security Switch SNMP Trap Security Name

Description:
Set or show SNMP trap security name.

Syntax:
Security Switch SNMP Trap Security Name [<security_name>]

Parameters:
<security_name>: A string representing the security name for a principal (default: Show SNMP
trap security name). The allowed string length is (1-32), and the allowed content
is ASCII characters from 33 to 126

Example:

Set the SNMP trap security name

NS3502-8P-2S:/>security switch snmp trap security name 12345678

Security Switch SNMP Engine ID

Description:
Set or show SNMPv3 local engine ID.

Syntax:
Security Switch SNMP Engine ID [<engineid>]

Parameters:
<engineid>: Engine ID, the format may not be all zeros or all 'ff'H and is restricted to 5 - 32 octet
string

Default Setting:
800007e5017f000001

Example:

Set 800007f5017e000002 for SNMPv3 local engine ID

NS3502-8P-2S:/>security switch snmp engine id 800007e5017f000002

Security Switch SNMP Community Add

Description:
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Add or modify SNMPv3 community entry.
The entry index key is <community>.

Syntax:
Security Switch SNMP Community Add <community> [<ip_addr>] [<ip_mask>]

Parameters:
<community>: Community string
<ip_addr> : [P address (a.b.c.d), default: Show IP address
<ip_mask> :IP subnet mask (a.b.c.d), default: Show IP mask

Example:

Add SNMPv3 community entry.

NS3502-8P-2S:/>security switch snmp community add public 192.168.0.20
255.255.255.0

Security Switch SNMP Community Delete

Description:
Delete SNMPv3 community entry.

Syntax:
Security Switch SNMP Community Delete <index>

Parameters:

<index>: entry index (1-64)

Example:

Delete SNMPv3 community entry

NS3502-8P-2S:/>security switch snmp community delete 3

Security Switch SNMP Community Lookup

Description:
Lookup SNMPv3 community entry.

Syntax:
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Security Switch SNMP Community Lookup [<index>]

Parameters:
<index>: entry index (1-64)

Example:

Lookup SNMPv3 community entry

NS3502-8P-2S:/>security switch snmp community lookup

Idx Community Source IP Source Mask
1 public 192.168.0.20

255.255.255.0

2 private 0.0.0.0 0.0.0.0

Number of entries: 2

Security Switch SNMP User Add

Description:
Add SNMPv3 user entry.
The entry index key are <engineid> and <user_name> and it doesn't allow modify.

Syntax:
Security Switch SNMP User Add <engineid> <user_name> [MD5 |SHA] [<auth_password>] [DES]

[<priv_password>]

Parameters:
<engineid> : Engine ID, the format may not be all zeros or all 'ff'H and is restricted to 5 - 32
octet string
<user_name> : A string identifying the user name that this entry should belong to. The name
of "None" is reserved.
The allowed string length is (1-32), and the allowed content is ASCII
characters from 33 to 126
md5 : An optional flag to indicate that this user using MD5 authentication
protocol. The allowed length is (8-32), and the allowed content is ASCII
characters from 33 to 126
sha : An optional flag to indicate that this user using SHA authentication protocol.
The allowed length is (8-40), and the allowed content is ASCII characters from 33
to 126

<auth_password>: A string identifying the authentication pass phrase
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des : An optional flag to indicate that this user using DES privacy protocol privacy
protocol should belong to.
The allowed string length is (8-32), and the allowed content is ASCII
characters from 33 to 126
<priv_password>: A string identifying the privacy pass phrase.
The allowed string length is (8-40), and the allowed content is ASCII

characters from 33 to 126

Example:

Add SNMPv3 user entry

NS3502-8P-2S:/>security switch snmp user add 800007e5017f000003
admin_snmpv3 md5 12345678 des abcdefgh

Security Switch SNMP User Delete

Description:
Delete SNMPv3 user entry.

Syntax:
Security Switch SNMP User Delete <index>

Parameters:

<index>: entry index (1-64)

Example:

Delete SNMPv3 user entry

NS3502-8P-2S:/>security switch snmp user delete 1

Security Switch SNMP User Changekey

Description:
Change SNMPv3 user password.

Syntax:
Security Switch SNMP User Changekey <engineid> <user_name> <auth_password>

[<priv_password>]

Parameters:
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<engineid> : Engine ID, the format may not be all zeros or all 'ff'H and is restricted to 5 - 32
octet string
<user_name> : A string identifying the user name that this entry should belong to. The
name of "None" is reserved. The allowed string length is
(1-32), and the allowed content is ASCII characters from 33 to 126
<auth_password>: A string identifying the authentication pass phrase
<priv_password>: A string identifying the privacy pass phrase.
The allowed string length is (8-40), and the allowed content is ASCII
characters from 33 to 126

Example:

Delete SNMPv3 user entry

NS3502-8P-2S:/>security switch snmp user changekey 800007e5017f000003
admin_snmpv3 87654321 12345678

Security Switch SNMP User Lookup
Description:

Lookup SNMPv3 user entry.

Syntax:
Security Switch SNMP User Lookup [<index>]

Parameters:
<index>: entry index (1-64)

Example:

Lookup SNMPv3 user entry

NS3502-8P-2S:/>security switch snmp user lookup

Idx Engine ID  User Name Level

Auth Priv

1 Remote admin_snmpv3 Auth, Priv
MD5 DES

Number of entries: 1
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Security Switch SNMP Group Add
Description:
Add or modify SNMPv3 group entry.
The entry index key are <security_model> and <security_name>.

Syntax:

Security Switch SNMP Group Add <security_model> <security_name> <group_name>

Parameters:
<security_model>: v1 - Reserved for SNMPv1
v2c - Reserved for SNMPv2c
usm - User-based Security Model (USM)
<security_name> : A string identifying the security name that this entry should belong to. The
allowed string length is (1-32), and the allowed content is ASCIl characters from
33to 126
<group_name> : A string identifying the group name that this entry should belong to. The
allowed string length is (1-32), and the allowed content is ASCII characters from
33to 126

Example:

Add SNMPv3 group entry

NS3502-8P-2S:/>security switch snmp group add usm admin_snmpv3

group_snmpv3

Security Switch SNMP Group Delete
Description:

Delete SNMPv3 group entry.

Syntax:
Security Switch SNMP Group Delete <index>

Parameters:
<index>: entry index (1-64)

Example:

Delete SNMPv3 group entry

NS3502-8P-2S:/>security switch snmp group delete 1
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Security Switch SNMP Group Lookup

Description:

Lookup SNMPv3 group entry.

Syntax:
Security Switch SNMP Group Lookup [<index>]

Parameters:
<index>: entry index (1-64)

Example:
Lookup SNMPv3 group entry

NS3502-8P-2S:/>security switch snmp group lookup
Idx Model Security Name Group Name
1 vi1 public default_ro_group
2 vl private default_rw_group
3 v2c public default_ro_group
4 v2c private default_rw_group
5 usm default_user default_rw_group
Number of entries: 5

Security Switch SNMP View Add

Description:
Add or modify SNMPv3 view entry.
The entry index key are <view_name> and <oid_subtree>.

Syntax:
Security Switch SNMP View Add <view_name> [included | excluded] <oid_subtree>

Parameters:
<view_name> : A string identifying the view name that this entry should belong to. The

allowed string length is (1-32), and the allowed content is ASCII characters from 33

to 126
included : An optional flag to indicate that this view subtree should included
excluded : An optional flag to indicate that this view subtree should excluded
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<oid_subtree>: The OID defining the root of the subtree to add to the named view

Example:

Add SNMPv3 view entry

NS3502-8P-2S:/>security switch snmp view add snmpv3_view include .1

Security Switch SNMP View Delete
Description:

Delete SNMPv3 view entry.

Syntax:
Security Switch SNMP View Delete <index>

Parameters:

<index>: entry index (1-64)

Example:

Delete SNMPv3 view entry

NS3502-8P-2S:/>security switch snmp view delete 3

Security Switch SNMP View Lookup
Description:

Lookup SNMPv3 view entry.

Syntax:
Security Switch SNMP View Lookup [<index>]

Parameters:
<index>: entry index (1-64)

Example:

Lookup SNMPv3 view entry

NS3502-8P-2S:/>security switch snmp view lookup
Idx View Name View Type OID Subtree
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1 default_view included N |
2  snmpv3_viwe included |

Number of entries: 2

Security Switch SNMP Access Add
Description:
Add or modify SNMPv3 access entry.

The entry index key are <group_name>, <security_model> and <security level>.

Syntax:
Security Switch SNMP Access Add <group_name> <security_model> <security level>

[<read_view_name>] [<write_view_name>]

Parameters:
<group_name> : A string identifying the group name that this entry should belong to. The
allowed string length is (1-32), and the allowed content is ASCII characters
from 33 to 126
<security_model> : any - Accepted any security model (v1]|v2c|usm)
vl - Reserved for SNMPv1
v2c - Reserved for SNMPv2c
usm - User-based Security Model (USM)
<security_level> : noAuthNoPriv - None authentication and none privacy
AuthNoPriv - Authentication and none privacy
AuthPriv - Authentication and privacy
<read_view_name> : The name of the MIB view defining the MIB objects for which this request
may request the current values.
The name of "None" is reserved.
The allowed string length is (1-32), and the allowed content is ASCII
characters from 33 to 126
<write_view_name>: The name of the MIB view defining the MIB objects for which this request
may potentially SET new values.
The name of "None" is reserved.
The allowed string length is (1-32), and the allowed content is ASCII
characters from 33 to 126

Example:

Add SNMPv3 access entry

NS3502-8P-2S:/>security switch snmp access add group_snmpv3 usm authpriv
snmpv3_view
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Security Switch SNMP Access Delete
Description:

Delete SNMPv3 access entry.

Syntax:
Security Switch SNMP Access Delete <index>

Parameters:
<index>: entry index (1-64)

Example:

Delete SNMPv3 access entry

NS3502-8P-2S:/>security switch snmp access delete 3

Security Switch SNMP Access Lookup
Description:

Lookup SNMPv3 access entry.

Syntax:
Security Switch SNMP Access Lookup [<index>]

Parameters:

<index>: entry index (1-64)

Example:

Lookup SNMPv3 access entry

NS3502-8P-2S:/>security switch snmp access lookup

Idx Group Name Model Level
1  default_ro_group any  NoAuth, NoPriv
2  default_rw_group any  NoAuth, NoPriv

Number of entries: 2
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Security Network Psec Switch

Description:
Show Port Security status.

Syntax:
Security Network Psec Switch [<port_list>]

Parameters:
<port_list>: Port list or ‘all', default: All ports

Example:

Show port security status.

IFS NS53502-8P-2S User Manual

NS3502-8P-2S:/>security network psec switch
Users:

L = Limit Control

8 = 802.1X

D = DHCP Snooping

V = Voice VLAN

Port Users State MAC Cnt
1 -—-- No users 0

2 -—-- No users 0

3 ---- No users 0

4 -—-- No users 0

5 ---- No users 0

6 -—-- No users 0

7 ---- No users 0

8 ---- No users 0

9 ---- No users 0
10 -—-- No users 0

Security Network Psec Port

Description:
Show MAC Addresses learned by Port Security.

Syntax:

Security Network Psec Port [<port_list>]
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Parameters:

<port_list>: Port list or ‘all’, default: All ports

Example:

Show MAC address learned on port 1

NS3502-8P-2S:/>security network psec port 1

Port 1

MAC Address VID  State Added
Age/Hold Time

<none>

Security Network Limit Configuration

Description:
Show Limit Control configuration.

Syntax:
Security Network Limit Configuration [<port_list>]

Parameters:
<port_list>: Port list or 'all', default: All ports

Example:

Show Limit Control configuration.

NS3502-8P-2S:/>security network limit configuration

Port Security Limit Control Configuration:

Mode : Disabled
Aging : Disabled
Age Period: 3600
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Port Mode Limit Action
1 Disabled 4 None
2 Disabled 4 None
3 Disabled 4 None
4 Disabled 4 None
5 Disabled 4 None
6 Disabled 4 None
7 Disabled 4 None
8 Disabled 4 None
9 Disabled 4 None
10 Disabled 4 None

Security Network Limit Mode

Description:

Set or show global enable.

Syntax:
Security Network Limit Mode [enable|disable]

Parameters:
enable : Globally enable port security
disable : Globally disable port security
(default: Show current global enable of port security limit control)

Default Setting:
disable

Example:

Enable the limit mode

NS3502-8P-2S:/>security network limit mode enable

Security Network Limit Aging

Description:
Set or show aging enable.
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Syntax:
Security Network Limit Aging [enable|disable]

Parameters:
enable : Enable aging
disable : Disable aging

(default: Show current enable of aging)

Default Setting:
disable

Example:

Enable limit aging

IFS NS53502-8P-2S User Manual

NS3502-8P-2S:/>security network limit aging enable

Security Network Limit Agetime

Description:

Time in seconds between check for activity on learned MAC addresses.

Syntax:
Security Network Limit Agetime [<age_time>]

Parameters:

<age_time>: Time in seconds between checks for activity on a MAC address (10-10000000

seconds)

(default: Show current age time)

Default Setting:
3600

Example:

Set age time in 100sec.

NS3502-8P-2S:/>security network limit agetime 100

Security Network Limit Port

Description:

Set or show per-port enable.
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Syntax:
Security Network Limit Port [<port_list>] [enable|disable]

Parameters:
<port_list>: Port list or ‘all', default: All ports
enable : Enable port security on this port
disable : Disable port security on this port
(default: Show current port enable of port security limit control)

Default Setting:
disable

Example:

Enable port limit for port 1

NS3502-8P-2S:/>security network limit port 1 enable

Security Network Limit

Description:
Set or show the max. number of MAC addresses that can be learned on this set of ports.

Syntax:
Security Network Limit [<port_list>] [<limit>]

Parameters:
<port_list>: Port list or 'all', default: All ports
<limit> : Max. number of MAC addresses on this port

(default: Show current limit)

Default Setting:
4

Example:

Set limitin 5

NS3502-8P-2S:/>security network limit 1-10 5
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Security Network Limit Action

Description:

Set or show the action involved with exceeding the limit.

Syntax:

Security Network Limit Action [<port_list>] [none|trap|shut|trap_shut]

Parameters:
<port_list> : Port list or 'all', default: All ports
none |trap | shut|trap_shut: Action to be taken in case the number of MAC addresses exceeds the

limit
none : Don't do anything
trap : Send an SNMP trap
shut : Shutdown the port

trap_shut: Send an SNMP trap and shutdown the port
(default: Show current action)

Default Setting:

none

Example:

Set trap mode for limit action for port 1

NS3502-8P-2S:/>security network limit action 1 trap

Security Network Limit Reopen

Description:

Reopen one or more ports whose limit is exceeded and shut down.

Syntax:
Security Network Limit Reopen [<port_list>]

Parameters:

<port_list>: Port list or 'all’, default: All ports

Example:

Reopen port 1

NS3502-8P-2S:/>security network limit reopen 1
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Security Network NAS Configuration

Description:
Show 802.1X configuration.

Syntax:
Security Network NAS Configuration [<port_list>]

Parameters:

<port_list>: Port list or 'all’, default: All ports

Example:

Show 802.1X configuration of port 1

NS3502-8P-2S:/>security network nas configuration 1

802.1X Configuration:

Mode : Disabled
Reauth. : Disabled
Reauth. Period : 3600

EAPOL Timeout :30

Age Period : 300

Hold Time : 10

RADIUS QoS : Disabled
RADIUS VLAN : Disabled
Guest VLAN : Disabled
Guest VLAN ID :1

Max. Reauth Count: 2
Allow Guest VLAN if EAPOL Frame Seen: Disabled

Port Admin State Port State Last Source
Last ID
1 Force Authorized Globally Disabled -
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Security Network NAS Mode
Description:
Set or show the global NAS enable.
Syntax:
Security Network NAS Mode [enable|disable]

Parameters:
enable : Globally enable 802.1X
disable: Globally disable 802.1X
(default: Show current 802.1X global enabledness)

Default Setting:
disable

Example:

Enable IEEE802.1X function

IFS NS53502-8P-2S User Manual

NS3502-8P-2S:/>security network nas mode enable

Security Network NAS State

Description:
Set or show the port security state.

Syntax:

Security Network NAS State [<port_list>] [auto|authorized |unauthorized |single | multi| macbased]

Parameters:
<port_list>: Port list or ‘all', default: All ports
auto : Port-based 802.1X Authentication
authorized : Port access is allowed

unauthorized: Port access is not allowed

single : Single Host 802.1X Authentication
multi : Multiple Host 802.1X Authentication
macbased : Switch authenticates on behalf of the client

(default: Show 802.1X state)

Default Setting:
none
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Example:

Show the port 1 security state.

NS3502-8P-2S:/>security network nas state 1

Port Admin State Port State Last Source
Last ID
1 Force Authorized Globally Disabled -

Security Network NAS Reauthentication

Description:

Set or show Reauthentication enabledness.

Syntax:
Security Network NAS Reauthentication [enable|disable]

Parameters:
enable : Enable reauthentication
disable: Disable reauthentication
(default: Show current reauthentication mode)

Default Setting:
disable

Example:

Enable reauthentication function.

NS3502-8P-2S:/>security network nas reauthentication enable

Security Network NAS ReauthPeriod

Description:
Set or show either global enabledness (use the global keyword) or per-port enabledness of
RADIUS-assigned VLAN.

Syntax:
Security Network NAS RADIUS_VLAN [global|<port_list>] [enable|disable]
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Parameters:

global : Select the global RADIUS-assigned VLAN setting
<port_list>: Select the per-port RADIUS-assigned VLAN setting
(default: Show current per-port RADIUS-assigned VLAN enabledness)

IFS NS53502-8P-2S User Manual

enable : Enable RADIUS-assigned VLAN either globally or on one or more ports

disable: Disable RADIUS-assigned VLAN either globally or on one or more ports

(default: Show current RADIUS-assigned VLAN enabledness)

Default Setting:
disable

Example:

Enable RADIUS-assigned VLAN.

NS3502-8P-2S:/>security network nas radius_vlan enable

Security Network NAS EapolTimeout

Description:
Set or show the time between EAPOL retransmissions.

Syntax:
Security Network NAS EapolTimeout [<eapol_timeout>]

Parameters:

<eapol_timeout>: Time between EAPOL retransmissions (1-65535 seconds)

(default: Show current EAPOL retransmission timeout)

Default Setting:
30

Example:

Set the time between EAPOL retransmissions for 100sec.

NS3502-8P-2S:/>security network nas eapoltimeout 100

Security Network NAS Agetime

Description:
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Time in seconds between check for activity on successfully authenticated MAC addresses.

Syntax:
Security Network NAS Agetime [<age_time>]

Parameters:
<age_time>: Time between checks for activitiy on a MAC address that succeeded autentication
(default: Show current age time)

Default Setting:
300

Example:

Set NAS age time in 1000sec

NS3502-8P-2S:/>security network nas agetime 1000

Security Network NAS Holdtime
Description:
Time in seconds before a MAC-address that failed authentication gets a new authentication

chance.

Syntax:
Security Network NAS Holdtime [<hold_time>]

Parameters:
<hold_time>: Hold time before MAC addresses that failed authentication expire
(default: Show current hold time)

Default Setting:
10

Example:

Set NAS hold time in 100sec

NS3502-8P-2S:/>security network nas holdtime 100

Security Network NAS RADIUS_QoS

Description:
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Set or show either global enabledness (use the global keyword) or per-port enabledness of
RADIUS-assigned QoS.

Syntax:
Security Network NAS RADIUS_QoS [global|<port_list>] [enable|disable]

Parameters:
global : Select the global RADIUS-assigned QoS setting
<port_list>: Select the per-port RADIUS-assigned QoS setting
(default: Show current per-port RADIUS-assigned QoS enabledness)
enable : Enable RADIUS-assigned QoS either globally or on one or more ports
disable: Disable RADIUS-assigned QoS either globally or on one or more ports
(default: Show current RADIUS-assigned QoS enabledness)

Default Setting:
disable

Example:

Enable NAS RADIUS QoS

NS3502-8P-2S:/>security network nas radius_qgos enable

Security Network NAS RADIUS_VLAN

Description:
Set or show either global enabledness (use the global keyword) or per-port enabledness of
RADIUS-assigned VLAN.

Syntax:
Security Network NAS RADIUS_VLAN [global|<port_list>] [enable|disable]

Parameters:
global : Select the global RADIUS-assigned VLAN setting
<port_list>: Select the per-port RADIUS-assigned VLAN setting
(default: Show current per-port RADIUS-assigned VLAN enabledness)
enable : Enable RADIUS-assigned VLAN either globally or on one or more ports
disable: Disable RADIUS-assigned VLAN either globally or on one or more ports
(default: Show current RADIUS-assigned VLAN enabledness)

Default Setting:
disable
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Example:

Enable NAS RADIUS VLAN

NS3502-8P-2S:/>security network nas radius_vlan enable

Security Network NAS Guest_VLAN

Description:

Set or show either global enabledness and parameters (use the global keyword) or per-port
enabledness of Guest VLAN

Unless the 'global' keyword is used, the <reauth_max> and <allow_if_eapol_seen> parameters will
not be unused..

Syntax:
Security Network NAS Guest_VLAN [global |<port_list>] [enable|disable] [<vid>] [<reauth_max>]

[<allow_if_eapol_seen>]

Parameters:
global: Select the global Guest VLAN setting
<port_list>: Select the per-port Guest VLAN setting
(default: Show current per-port Guest VLAN enabledness)
enable|disable: enable : Enable Guest VLAN either globally or on one or more ports
disable: Disable Guest VLAN either globally or on one or more ports
(default: Show current Guest VLAN enabledness)
<vid>: Guest VLAN ID used when entering the Guest VLAN. Use the 'global' keyword to change it
(default: Show current Guest VLAN ID)
<reauth_max>: The value can only be set if you use the 'global' keyword in the beginning of the
command. The number of times a Request Identity EAPOL frame is sent without
response before considering entering the Guest VLAN
(default: Show current Maximum Reauth Count value)
<allow_if_eapol_seen>: The value can only be set if you use the 'global' keyword in the beginning
of the command.
disable:The Guest VLAN can only be entered if no EAPOL frames have been received on a port for
the lifetime of the port
enable :The Guest VLAN can be entered even if an EAPOL frame has been received during the
lifetime of the port

(default: Show current setting)

Default Setting:
disable

Example:
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Enable NAS guest VLAN
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NS3502-8P-2S:/>security network nas guest_vlan enable

Security Network NAS Authenticate

Description:

Refresh (restart) 802.1X authentication process.

Syntax:
Security Network NAS Authenticate [<port_list>] [now]

Parameters:
<port_list>: Port list or 'all’, default: All ports

now: Force reauthentication immediately

Example:

Start NAS authentication now for port 1.

NS3502-8P-2S:/>security network nas authenticate 1 now

Security Network NAS Statistics

Description:
Show or clear 802.1X statistics.

Syntax:
Security Network NAS Statistics [<port_list>] [clear]|eapol|radius]

Parameters:
<port_list>: Port list or ‘all', default: All ports
clear  :Clear statistics
eapol : Show EAPOL statistics
radius : Show Backend Server statistics
(default: Show all statistics)

Example:

Show 802.1X statistics in port 1

NS3502-8P-2S:/>security network nas statistics 1
Port 1 EAPOL Statistics:
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Port 1 Backend Server Statistics:

Rx Access Challenges: 0 Tx Responses:
0

Rx Other Requests: 0

Rx Auth. Successes: 0

Rx Auth. Failures: 0

Rx Total: 0 TxTotal:

0

Rx Response/Id: 0 TxRequest/Id:
0

Rx Response: 0 TxRequest:

0

Rx Start: 0

Rx Logoff: 0

Rx Invalid Type: 0

Rx Invalid Length: 0

Security Network ACL Configuration

Description:
Show ACL Configuration.

Syntax:
Security Network ACL Configuration [<port_list>]

Parameters:
<port_list>: Port list or 'all’, default: All ports

Security Network ACL Action

Description:
Set or show the ACL port default action.

Syntax:

Security Network ACL Action [<port_list>] [permit|deny] [<rate_limiter>] [<port_copy>]

[<logging>] [<shutdown>]
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Parameters:
<port_list> : Port list or 'all', default: All ports
permit : Permit forwarding (default)
deny : Deny forwarding
<rate_limiter>: Rate limiter number (1-15) or 'disable’
<port_copy> : Port number for copy of frames or 'disable’
<logging> : System logging of frames: log|log_disable
<shutdown> : Shut down ingress port: shut|shut_disable
Example:

Show ACL action in port 1

IFS NS53502-8P-2S User Manual

NS3502-8P-2S:/>security network acl action 1

Port Action RatelLimiter Port Copy Mirror Logging
Counter

1 Permit Disabled Disabled Disabled Disabled
0

Shutdown

Disabled

Security Network ACL Policy

Description:
Set or show the ACL port policy.

Syntax:
Security Network ACL Policy [<port_list>] [<policy>]

Parameters:
<port_list>: Port list or 'all’, default: All ports
<policy> :Policy number (1-8)

Default Setting:
1

Example:
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Set ACL policy 2 for port 1

NS3502-8P-2S:/>security network acl policy 1 2

Security Network ACL Rate

Description:
Set or show the ACL rate limiter.

Syntax:
Security Network ACL Rate [<rate_limiter_list>] [<rate_unit>] [<rate>]

Parameters:
<rate_limiter_list>: Rate limiter list (1-16), default: All rate limiters
<rate_unit> : IP flags: pps|kbps, default: pss
<rate> : Rate in pps (0-100) or kbps (0, 100, 2*100, 3*100, ..., 1000000)

Default Setting:
1

Example:

Set rate limit value in 100 for port 1

NS3502-8P-2S:/>security network acl rate 1 100

Security Network ACL Add

Description:
Add or modify Access Control Entry (ACE).

If the ACE ID parameter <ace_id> is specified and an entry with this ACE ID already exists, the
ACE will be modified. Otherwise, a new ACE will be added. If the ACE ID is not specified, the next

available ACE ID will be used.

If the next ACE ID parameter <ace_id_next> is specified, the ACE will be placed before this ACE in
the list. If the next ACE ID is not specified, the ACE will be placed last in the list.

If the Switch keyword is used, the rule applies to all ports.
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If the Port keyword is used, the rule applies to the specified port only. If the Policy keyword is
used, the rule applies to all ports configured with the specified policy. The default is that the rule
applies to all ports.

Syntax:
Security Network ACL Add [<ace_id>] [<ace_id_next>] [switch | (port <port_list>) | (policy
<policy>)] [<tagged>] [<vid>] [<tag_prio>] [<dmac_type>] [(etype [<etype>] [<smac>] [<dmac>])
| (arp [<sip>] [<dip>] [<smac>] [<arp_opcode>] [<arp_flags>]) | (ip [<sip>] [<dip>] [<protocol>]
[<ip_flags>]) | (icmp [<sip>] [<dip>] [<icmp_type>] [<icmp_code>] [<ip_flags>]) | (udp [<sip>]
[<dip>] [<sport>] [<dport>] [<ip_flags>]) | (tcp [<sip>] [<dip>] [<sport>] [<dport>] [<ip_flags>]
[<tcp_flags>])] [permit|deny] [<rate_limiter>] [<port_copy>] [<mirror>] [<logging>]

[<shutdown>]
Parameters:
<ace_id> : ACE ID (1-256), default: Next available ID
<ace_id_next> : Next ACE ID (1-256), default: Add ACE last
switch : Switch ACE keyword
port : Port ACE keyword
<port_list> :Port list or 'all', default: All ports
policy : Policy ACE keyword
<policy> : Policy number (1-8)
<tagged> : Tagged of frames: any|enable|disable
<vid> : VLAN ID (1-4095) or 'any'
<tag_prio> : VLAN tag priority (0-7) or 'any'
<dmac_type> :DMAC type: any|unicast|multicast|broadcast
Etype : Ethernet Type keyword
<Etype> : Ethernet Type: 0x600 - OXFFFF or 'any' but excluding,
0x800(IPv4) 0x806(ARP) and 0x86DD (IPv6)
<Smac> : Source MAC address (Xx-xx-Xx-xx-xx-xx) or 'any'
<Dmac> : Destination MAC address (Xx-xx-Xx-xx-xx-xx) or 'any'
Arp : ARP keyword
<Sip> : Source IP address (a.b.c.d/n) or 'any'
<Dip> : Destination IP address (a.b.c.d/n) or 'any'

<arp_opcode>: ARP operation code: any|arp|rarp|other

<arp_flags> : ARP flags: request|smac|tmac|len|ip|ether [0]|1]any]
ip : IP keyword

<protocol> : IP protocol number (0-255) or 'any'

<ip_flags> . IP flags: ttl| options|fragment [0|1|any]

icmp : ICMP keyword

<icmp_type>  : ICMP type number (0-255) or 'any'
<icmp_code>  :ICMP code number (0-255) or 'any'
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udp : UDP keyword

<sport> : Source UDP/TCP port range (0-65535) or 'any'
<dport> : Destination UDP/TCP port range (0-65535) or 'any'
tcp : TCP keyword

<tcp_flags>  : TCP flags: fin|syn|rst|psh|ack|urg [0]1]any]
permit : Permit forwarding (default)

deny : Deny forwarding

<rate_limiter>: Rate limiter number (1-15) or 'disable'
<port_copy> : Port list for copy of frames or 'disable'
<mirror> : Mirror of frames: enable|disable

<logging> : System logging of frames: log|log_disable
<shutdown> : Shut down ingress port: shut|shut_disable

Security Network ACL Delete

Description:
Delete ACE.

Syntax:
Security Network ACL Delete <ace_id>

Parameters:
<ace_id>: ACE ID (1-256)

Example:

Delete ACE 1

IFS NS53502-8P-2S User Manual

NS3502-8P-2S:/>security network acl delete 1

Security Network ACL Lookup

Description:
Show ACE, default: All ACEs.

Syntax:
Security Network ACL Lookup [<ace_id>]

Parameters:
<ace_id>: ACE ID (1-256)
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Example:

Lookup ACE 1
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NS3502-8P-2S:/>security network acl lookup 1

Security Network ACL Clear

Description:

Clear all ACL counters.

Syntax:
Security Network ACL Clear
Example:

Clear all ACL counters.

NS3502-8P-2S:/>security network acl clear

Security Network ACL Status

Description:
Show ACL status.

Syntax:
Security Network ACL Status

[combined|static|dhcp|upnp|arp_inspection|ipmc|ip_source_guard|conflicts]

Parameters:
combined : Shows the combined status
static : Shows the static user configured status
dhcp : Shows the status by DHCP
upnp : Shows the status by UPnP

arp_inspection : Shows the status by ARP Inspection
ip_source_guard : Shows the status by IP Source Guard

conflicts : Shows all conflict status

(default : Shows the combined status)
Example:

Show ACL status.

NS3502-8P-2S:/>security network acl status
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Security Network DHCP Relay Configuration

Description:
Show DHCP relay configuration.

Syntax:
Security Network DHCP Relay Configuration

Example:

Show DHCP relay configuration.

IFS NS53502-8P-2S User Manual

NS3502-8P-2S:/>security network dhcp relay configuration

DHCP Relay Configuration:

DHCP Relay Mode : Disabled
DHCP Relay Server : NULL
DHCP Relay Information Mode : Disabled
DHCP Relay Information Policy : replace

Security Network DHCP Relay Mode

Description:
Set or show the DHCP relay mode.

Syntax:
Security Network DHCP Relay Mode [enable | disable]

Parameters:
enable : Enable DHCP relaly mode.

When enable DHCP relay mode operation, the agent forward and to transfer DHCP

messages between the clients and the server when they are not on the same subnet

domain. And the DHCP broadcast message won't flood for security considered.

disable: Disable DHCP relaly mode
(default: Show flow DHCP relay mode)

Default Setting:
disable
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Example:

Enable DHCP relay mode
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NS3502-8P-2S:/>security network dhcp relay mode enable

Security Network DHCP Relay Server

Description:

Show or set DHCP relay server.

Syntax:
Security Network DHCP Relay Server [<ip_addr>]

Parameters:

<ip_addr>: IP address (a.b.c.d), default: Show IP address
Default Setting:

null

Example:

Set DHCP relay server in 192.168.0.20

NS3502-8P-2S:/>security network dhcp relay server 192.168.0.20

Security Network DHCP Relay Information Mode

Description:
Set or show DHCP relay agent information option mode.

When enable DHCP relay information mode operation, the agent insert specific information

(option 82) into a DHCP message when forwarding to DHCP server and remote it from a DHCP

message when transferring to DHCP client. It only works under DHCP relay operation mode

enabled.

Syntax:
Security Network DHCP Relay Information Mode [enable|disable]

Parameters:
enable : Enable DHCP relay agent information option mode
disable: Disable DHCP relay agent information option mode
(default: Show DHCP relay agent information option mode)
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Default Setting:
disable

Example:

Enable DHCP relay agent information option mode.

NS3502-8P-2S:/>security network dhcp relay information mode enable

Security Network DHCP Relay Information Policy
Description:
Set or show the DHCP relay mode.
When enable DHCP relay information mode operation, if agent receive a DHCP message that

already contains relay agent information. It will enforce the policy.

Syntax:
Security Network DHCP Relay Information Policy [replace | keep |drop]

Parameters:

replace : Replace the original relay information when receive a DHCP message that already

contains it

keep : Keep the original relay information when receive a DHCP message that already
contains it

drop : Drop the package when receive a DHCP message that already contains relay
information

(default: Show DHCP relay information policy)

Default Setting:

replace

Example:

Keep the original relay information when receive a DHCP message that already contains it

NS3502-8P-2S:/>security network dhcp relay information policy keep

Security Network DHCP Relay Statistics

Description:
Show or clear DHCP relay statistics.
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Syntax:
Security Network DHCP Relay Statistics [clear]

Parameters:
clear: Clear DHCP relay statistics

Example:

Show DHCP relay statistics.

IFS NS53502-8P-2S User Manual

NS3502-8P-2S:/>security network dhcp relay statistics

Security Network DHCP Snooping Configuration

Description:
Show DHCP snooping configuration.

Syntax:
Security Network DHCP Snooping Configuration

Security Network DHCP Snooping Mode

Description:
Set or show the DHCP snooping mode.

Syntax:
Security Network DHCP Snooping Mode [enable|disable]

Parameters:

enable : Enable DHCP snooping mode.

When enable DHCP snooping mode operation, the request DHCP messages will be

forwarded to trusted ports and only allowed reply packets from trusted ports.

disable: Disable DHCP snooping mode
(default: Show flow DHCP snooping mode)

Default Setting:
disable

Example:

Enable DHCP snooping mode
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NS3502-8P-2S:/>security network dhcp snooping mode enable

Security Network DHCP Snooping Port Mode

Description:
Set or show the DHCP snooping port mode.

Syntax:
Security Network DHCP Snooping Port Mode [<port_list>] [trusted |untrusted]

Parameters:
<port_list>: Port list or 'all’, default: All ports
trusted : Configures the port as trusted sources of the DHCP message
untrusted: Configures the port as untrusted sources of the DHCP message
(default: Show flow DHCP snooping port mode)

Default Setting:
trusted

Example:

Set untrusted DHCP snooping port mode in port 1

NS3502-8P-2S:/>security network dhcp snooping port mode 1 untrusted

Security Network DHCP Snooping Statistics

Description:

Show or clear DHCP snooping statistics.

Syntax:
Security Network DHCP Snooping Statistics [<port_list>] [clear]

Parameters:
<port_list>: Port list or 'all’, default: All ports
clear : Clear DHCP snooping statistics

Example:

Show DHCP snooping statistics of port 1.

NS3502-8P-2S:/>security network dhcp snooping statistics 1
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Port 1 Statistics:

Rx Discover: 0 Tx Discover:

0

Rx Offer: 0 Tx Offer:

0

Rx Request: 0 TxRequest:

0

Rx Decline: 0 TxDecline:

0

Rx ACK: 0 Tx ACK:

0

Rx NAK: 0 TxNAK:

0

Rx Release: 0 TxRelease:

0

Rx Inform: 0 TxInform:

0

Rx Lease Query: 0 Tx Lease Query:
0

Rx Lease Unassigned: 0 Tx Lease Unassigned:
0

Rx Lease Unknown: 0 TxLease Unknown:
0

Rx Lease Active: 0 TxLease Active:
0

Security Network IP Source Guard Configuration

Description:

Show IP source guard configuration.

Syntax:

Security Network IP Source Guard Configuration

Security Network IP Source Guard Mode

Description:

Set or show IP source guard mode.
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Syntax:

Security Network IP Source Guard Mode [enable|disable]

Parameters:
enable : Enable IP Source Guard
disable: Disable IP Source Guard

Default Setting:
disable

Example:

Enable IP source guard mode

NS3502-8P-2S:/>security network ip source guard mode enable

Security Network IP Source Guard Port Mode

Description:

Set or show the IP Source Guard port mode.

Syntax:

Security Network IP Source Guard Port Mode [<port_list>] [enable|disable]

Parameters:
<port_list>: Port list or 'all’, default: All ports
enable : Enable IP Source Guard port
disable : Disable IP Source Guard port
(default: Show IP Source Guard port mode)

Default Setting:
disable

Example:

Enable IP source guard port mode for port1~4

NS3502-8P-2S:/>security network ip source guard port mode 1-4 enable

439



IFS NS53502-8P-2S User Manual

Security Network IP Source Guard Limit

Description:
Set or show the IP Source Guard port limitation for dynamic entries.

Syntax:
Security Network IP Source Guard limit [<port_list>] [<dynamic_entry_limit>|unlimited]

Parameters:
<port_list> : Port list or 'all', default: All ports
<dynamic_entry_limit>| unlimited: dynamic entry limit (0-2) or unlimited

Default Setting:

unlimited

Example:

Set IP source guard limit

NS3502-8P-2S:/>security network ip source guard 1 1

Security Network IP Source Guard Entry

Description:
Add or delete IP source guard static entry.

Syntax:
Security Network IP Source Guard Entry [<port_list>] add | delete <vid> <allowed_ip>

<allowed_mac>

Parameters:
<port_list> : Port list or 'all', default: All ports
add : Add new port IP source guard static entry
delete : Delete existing port IP source guard static entry
<vid> : VLAN ID (1-4095)
<allowed_ip> : IP address (a.b.c.d), IP address allowed for doing IP source guard
<allowed_mac>: MAC address (xx-xx-xx-xx-xx-xx), MAC address allowed for doing IP source guard

Example:

Add IP source guard static entry.

NS3502-8P-2S:/>security network ip source guard entry 1 add 1 192.168.0.20
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Security Network IP Source Guard Status

Description:
Show IP source guard static and dynamic entries.

Syntax:

Security Network IP Source Guard Status [<port_list>]

Parameters:
<port_list>: Port list or 'all', default: All ports

Example:

Show IP source guard static and dynamic entries.

IFS NS53502-8P-2S User Manual

NS3502-8P-2S:/>security network ip source guard status

Security Network ARP Inspection Configuration

Description:
Show ARP inspection configuration.

Syntax:
Security Network ARP Inspection Configuration

Example:

Show ARP inspection configuration.

NS3502-8P-2S:/>security network arp inspection configuration

Security Network ARP Inspection Mode

Description:
Set or show ARP inspection mode.

Syntax:
Security Network ARP Inspection Mode [enable|disable]

Parameters:
enable : Enable ARP Inspection

disable: Disable ARP Inspection
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Default Setting:
disable

Example:

Enable ARP inspection mode

NS3502-8P-2S:/>security network arp inspection mode enable

Security Network ARP Inspection Port Mode

Description:

Set or show the ARP Inspection port mode.

Syntax:
Security Network ARP Inspection Port Mode [<port_list>] [enable|disable]

Parameters:
<port_list>: Port list or 'all’, default: All ports
enable : Enable ARP Inspection port
disable : Disable ARP Inspection port
(default: Show ARP Inspection port mode)

Default Setting:
Disable

Example:

Enable the ARP inspection mode of port 1

NS3502-8P-2S:/>security network arp inspection port mode 1

Security Network ARP Inspection Entry

Description:
Add or delete ARP inspection static entry.

Syntax:

Security Network ARP Inspection Entry [<port_list>] add|delete <vid> <allowed_mac>

<allowed_ip>
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Parameters:
<port_list> : Portlist or 'all', default: All ports
add : Add new port ARP inspection static entry
delete : Delete existing port ARP inspection static entry
<vid> : VLAN ID (1-4095)
<allowed_mac>: MAC address (xx-xx-xx-xx-xx-xx), MAC address allowed for doing ARP request
<allowed_ip> : IP address (a.b.c.d), IP address allowed for doing ARP request

Example:

Add ARP inspection static entry.

NS3502-8P-2S:/>security network arp inspection entry 1 add 1
00-30-4f-00-00-11 192.168.0.11

Security Network ARP Inspection Status

Description:
Show ARP inspection static and dynamic entries.

Syntax:
Security Network ARP Inspection Status [<port_list>]

Parameters:
<port_list>: Port list or ‘all', default: All ports

Example:

Show ARP inspection static and dynamic entries.

NS3502-8P-2S:/>security network arp inspection status

Security AAA Configuration

Description:
Show Auth configuration.

Syntax:
Security AAA Configuration

Example:

Show Auth configuration.
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NS3502-8P-2S:/>security aaa configuration

AAA Configuration:

Server Timeout : 15 seconds

Server Dead Time : 300 seconds

RADIUS Authentication Server Configuration:

Server Mode IP Address Secret
Port

1 Disabled
1812

2 Disabled
1812

3 Disabled
1812

4 Disabled
1812

5 Disabled
1812

RADIUS Accounting Server Configuration:

Server Mode IP Address Secret
Port

1 Disabled

1813

2 Disabled

1813

3 Disabled

1813

4 Disabled

1813
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5 Disabled

1813

TACACS+ Authentication Server Configuration:
Server Mode IP Address Secret
Port

1 Disabled

49

2 Disabled

49

3 Disabled

49

4 Disabled

49

5 Disabled

49

Security AAA Timeout

Description:

Set or show server timeout.

Syntax:

Security AAA Timeout [<timeout>]

Parameters:
<timeout>: Server response timeout (3-3600 seconds)

(default: Show server timeout configuration)

Default Setting:

15

Example:

Set 30sec for server timeout

NS3502-8P-2S:/>security aaa timeout 30
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Security AAA Deadtime

Description:
Set or show server dead time.

Syntax:
Security AAA Deadtime [<dead_time>]

Parameters:

<dead_time>: Time that a server is considered dead if it doesn't answer a request (0-3600
seconds)

(default: Show server dead time configuration)

Default Setting:
300

Example:

Set 1000sec for server dead time

NS3502-8P-2S:/>security aaa deadtime 1000

Security AAA RADIUS

Description:
Set or show RADIUS authentication server setup.

Syntax:
Security AAA RADIUS [<server_index>] [enable|disable] [<ip_addr_string>] [<secret>]

[<server_port>]

Parameters:

The server index (1-5)

(default: Show RADIUS authentication server configuration)

enable : Enable RADIUS authentication server

disable : Disable RADIUS authentication server

(default: Show RADIUS server mode)

<ip_addr_string>: IP host address (a.b.c.d) or a host name string

<secret> : Secret shared with external authentication server.
To set an empty secret, use two quotes ("").
To use spaces in secret, enquote the secret.
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Quotes in the secret are not allowed.
<server_port> :Server UDP port. Use 0 to use the default RADIUS port (1812)

Example:
Set RADIUS authentication server configuration.

NS3502-8P-2S:/>security aaa radius 1 enable 192.168.0.20 12345678 1812

Security AAA ACCT_RADIUS

Description:
Set or show RADIUS accounting server setup.

Syntax:
Security AAA ACCT_RADIUS [<server_index>] [enable|disable] [<ip_addr_string>] [<secret>]

[<server_port>]

Parameters:

The server index (1-5)

(default: Show RADIUS accounting server configuration)

enable : Enable RADIUS accounting server

disable : Disable RADIUS accounting server

(default: Show RADIUS server mode)

<ip_addr_string>: IP host address (a.b.c.d) or a host name string

<secret> : Secret shared with external accounting server.
To set an empty secret, use two quotes ("").
To use spaces in secret, enquote the secret.
Quotes in the secret are not allowed.

<server_port> :Server UDP port. Use 0 to use the default RADIUS port (1813)

Example:
Set RADIUS accounting server configuration.

NS3502-8P-2S:/>security acct_radius 1 enable 192.168.0.20 12345678 1813

Security AAA TACACS+

Description:
Set or show TACACS+ authentication server setup.
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Syntax:
Security AAA TACACS+ [<server_index>] [enable|disable] [<ip_addr_string>] [<secret>]
[<server_port>]

Parameters:

The server index (1-5)

(default: Show TACACS+ authentication server configuration)

enable : Enable TACACS+ authentication server

disable : Disable TACACS+ authentication server

(default: Show TACACS+ server mode)

<ip_addr_string>: IP host address (a.b.c.d) or a host name string

<secret> : Secret shared with external authentication server.
To set an empty secret, use two quotes ("").
To use spaces in secret, enquote the secret.
Quotes in the secret are not allowed.

<server_port> :Server TCP port. Use O to use the default TACACS+ port (49)

Example:

Set TACACS+ authentication server configuration.

NS3502-8P-2S:/>security aaa tacacs+ 1 enable 192.168.0.20 12345678 49

Security AAA Statistics

Description:
Show RADIUS statistics.

Syntax:

Security AAA Statistics [<server_index>]

Parameters:
The server index (1-5)
(default: Show statistics for all servers)

Example:

Show RADIUS statistics.

NS3502-8P-2S:/>security aaa statistics
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6.8 Spanning Tree Protocol Command

STP Configuration

Description:
Show STP configuration.

Syntax:
STP Configuration

Example:

Show STP configuration.
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NS3502-8P-2S:/>stp cofiguration

STP Configuration:

Protocol Version: MSTP

Max Age : 20
Forward Delay :15

Tx Hold Count :6

Max Hop Count : 20

BPDU Filtering : Disabled
BPDU Guard : Disabled
Error Recovery : Disabled

STP Version

Description:

Set or show the STP Bridge protocol version.

Syntax:

STP Version [<stp_version>]

Parameters:

<stp_version>: mstp|rstp|stp

Default Setting:
MSTP
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Example:

Set the STP Bridge protocol version.
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NS3502-8P-2S:/> stp version rstp

STP Tx Hold

Description:

Set or show the STP Bridge Transmit Hold Count parameter.

Syntax:
STP Txhold [<holdcount>]

Parameters:
<holdcount>: STP Transmit Hold Count (1-10)

Default Setting:
6

Example:

Set STP Tx hold in 10

NS3502-8P-2S:/>stp txhold 10

STP MaxHops

Description:
Set or show the MSTP Bridge Max Hop Count parameter.

Syntax:
STP MaxHops [<maxhops>]

Parameters:
<maxhops>: STP BPDU MaxHops (6-40))

Default Setting:
20
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Example:
Set STP maximum hops in 25

NS3502-8P-2S:/>stp maxhops 25

STP MaxAge

Description:
Set or show the bridge instance maximum age.

Syntax:
STP MaxAge [<max_age>]

Parameters:
<max_age>: STP maximum age time (6-40, and max_age <= (forward_delay-1)*2)

Default Setting:
20

Example:
Set STP maximum age time in 10

NS3502-8P-2S:/>stp maxage 10

STP FwdDelay

Description:
Set or show the CIST/MSTI bridge forward delay.

Syntax:
STP FwdDelay [<delay>]

Parameters:
<delay>: MSTP forward delay (4-30, and max_age <= (forward_delay-1)*2))

Default Setting:
15

Example:

Set STP forward delay value in 25
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NS3502-8P-2S:/>stp fwddelay 25

STP CName

Description:
Set or Show MSTP configuration name and revision.

Syntax:
STP CName [<config-name>] [<integer>]

Parameters:

<config-name>: MSTP Configuration name. A text string up to 32 characters long.

Use quotes (") to embed spaces in name.

<integer> : Integer value

Default Setting:
Configuration name: MAC address

Configuration rev.: 0

Example:

Set MSTP configuration name and revision.

NS3502-8P-2S:/>stp cname 9f_WGSD-10020 1

STP BPDU Filter

Description:

Set or show edge port BPDU Filtering.

Syntax:
STP bpduFilter [enable|disable]

Parameters:

enable|disable: enable or disable BPDU Filtering for Edge ports

Default Setting:
Disable

Example:

Set edge port BPDU filtering
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NS3502-8P-2S:/>stp bpdufilter enable

STP BPDU Guard

Description:
Set or show edge port BPDU Guard.

Syntax:
STP bpduGuard [enable|disable]

Parameters:

enable|disable: enable or disable BPDU Guard for Edge ports

Default Setting:
Disable

Example:

Set edge port BPDU guard

NS3502-8P-2S:/>stp bpduguard enable

STP Recovery

Description:

Set or show edge port error recovery timeout.

Syntax:

STP recovery [<timeout>]

Parameters:

<timeout>: Time before error-disabled ports are reenabled (30-86400 seconds, 0 disables)

(default: Show recovery timeout)

Default Setting:
Disable

Example:

Set STP recovery value in 30 sec.

NS3502-8P-2S:/>stp recovery 30
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STP Status

Description:

Show STP Bridge status.

Syntax:

STP Status [<msti>] [<port_list>]

Parameters:

<msti>

<port_list>: Port list or 'all’, default: All ports

Default Setting:

Disable

Example:

Show STP Bridge status.
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: STP bridge instance no (0-7, CIST=0, MSTI1=1, ...)

NS3502-8P-2S:/>stp status

CIST Bridge STP Status

Bridge ID : 80:00-00:30:4F:24:04:D1
Root ID : 80:00-00:30:4F:24:04:D1
Root Port -

Root PathCost: 0
Regional Root: 80:00-00:30:4F:24:04:D1
Int. PathCost: 0

Max Hops : 20

TC Flag : Steady

TC Count :0

TC Last :-

Port Port Role State Pri PathCost Edge P2P
Uptime

10 DesignatedPort Forwarding 128 20000 Yes Yes 0Od
00:10:32
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STP MSTI Priority

Description:
Set or show the bridge instance priority.

Syntax:
STP Msti Priority [<msti>] [<priority>]

Parameters:
<msti> : STP bridge instance no (0-7, CIST=0, MSTI1=1, ...)
<priority> :STP bridge priority (0/16/32/48/.../224/240)

Default:
128

Example:

Set MST1 priority value in 48.

NS3502-8P-2S:/>stp msti priority 1 48

STP MSTI Map

Description:
Show or clear MSTP MSTI VLAN mapping configuration.

Syntax:
STP Msti Map [<msti>] [clear]

Parameters:
<msti>: STP bridge instance no (0-7, CIST=0, MSTI1=1, ...)
Clear :Clear VID to MSTI mapping

Example:

Add MST1 priority value in 48.

NS3502-8P-2S:/>stp msti priority 1 48

STP MSTI Add

Description:
Add a VLAN to a MSTI.
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Syntax:
STP Msti Add <msti> <vid>

Parameters:
<msti>: STP bridge instance no (0-7, CIST=0, MSTI1=1, ...)
<vid> :VLAN ID (1-4095)

Example:
Add MST1 in vlani.
NS3502-8P-2S:/>stp mstiadd 1 1

STP Port Configuration

Description:
Show STP Port configuration.

Syntax:
STP Port Configuration [<port_list>]

Parameters:

<port_list>: Port list or 'all'. Port zero means aggregations.

Example:

Show STP status of Portl

NS3502-8P-2S:/>stp port configuration 1

Port Mode AdminEdge AutoEdge restrRole restrTcn Point2point

1 Disabled Disabled Enabled Disabled Disabled Auto

STP Port Mode

Description:
Set or show the STP enabling for a port.

Syntax:
STP Port Mode [<port_list>] [enable|disable]
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Parameters:

<port_list>: Port list or 'all'. Port zero means aggregations.

Enable : Enable MSTP protocol
Disable : Disable MSTP protocol
Default:
disable
Example:

Enable STP function on portl
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NS3502-8P-2S:/>stp port mode 1 enable

STP Port Edge

Description:

Set or show the STP adminEdge port parameter.

Syntax:
STP Port Edge [<port_list>] [enable | disable]

Parameters:
<port_list>: Port list or ‘all’, default: All ports
Enable : Configure MSTP adminEdge to Edge
Disable : Configure MSTP adminEdge to Non-edge

Default:
disable

Example:

Enable STP edge function on portl

NS3502-8P-2S:/>stp port edge 1 enable

STP Port AutoEdge

Description:
Set or show the STP autoEdge port parameter.
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Syntax:
STP Port AutoEdge [<port_list>] [enable|disable]

Parameters:
<port_list>: Port list or 'all', default: All ports
Enable : Enable MSTP autoEdge
Disable : Disable MSTP autoEdge

Default:
enable

Example:

Disable STP edge function on portl

IFS NS53502-8P-2S User Manual

NS3502-8P-2S:/>stp port autoedge 1 disable

STP Port P2P

Description:

Set or show the STP point2point port parameter.

Syntax:
STP Port P2P [<port_list>] [enable|disable|auto]

Parameters:

<port_list>: Port list or 'all', default: All ports

enable : Enable MSTP point2point
disable : Disable MSTP point2point
auto : Automatic MSTP point2point detection
Default:
auto
Example:

Disable STP P2P function on portl

NS3502-8P-2S:/>stp port p2p 1 disable
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STP Port RestrictedRole

Description:

Set or show the MSTP restrictedRole port parameter.

Syntax:
STP Port RestrictedRole [<port_list>] [enable|disable]

Parameters:
<port_list>: Port list or 'all', default: All ports

enable : Enable MSTP restricted role
disable : Disable MSTP restricted role
Default:
Disable
Example:

Enable STP restricted role on portl
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NS3502-8P-2S:/>stp port restrictedrole 1 enable

STP Port RestrictedTcn

Description:

Set or show the MSTP restrictedTcn port parameter.

Syntax:
STP Port RestrictedTcn [<port_list>] [enable|disable]

Parameters:
<port_list>: Port list or 'all', default: All ports

enable : Enable MSTP restricted TCN
disable : Disable MSTP restricted TCN
Default:
Disable
Example:

Eisable STP restricted TCN on portl

NS3502-8P-2S:/>stp port restrictedtcn 1 enable
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STP Port bpduGuard

Description:
Set or show the bpduGuard port parameter.

Syntax:
STP Port bpduGuard [<port_list>] [enable|disable]

Parameters:
<Port_list>: Port list or 'all’, default: All ports

Enable : Enable port BPDU Guard
Disable : Disable port BPDU Guard
Default:
Disable
Example:

Eisable BPDU guard on portl

NS3502-8P-2S:/>stp port bpduguard 1 enable

STP Port Statistic

Description:
Show STP port statistics.

Syntax:
STP Port Statistics [<port_list>] [clear]
Parameters:
<port_list>: Port list or ‘all’, default: All ports
Clear : Clear the selected port statistics

Example:

Show STP port statistics.

NS3502-8P-2S:/>stp port statistics
Port Rx MSTP Tx MSTP Rx RSTP Tx RSTP Rx STP Tx STP|
Rx TCN Tx TCN RxIll. RxInk.
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STP Port Check

Description:
Set the STP check (Migration Check) variable for ports.

Syntax:
STP Port Check [<port_list>]

Parameters:
<port_list>: Port list or 'all', default: All ports

Example:

Set the STP check (Migration Check) variable for port 1.
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NS3502-8P-2S:/>stp port check 1

STP MSTI Port Configuration

Description:

Show the STP port instance configuration.

Syntax:
STP Msti Port Configuration [<msti>] [<port_list>]

Parameters:
<Msti> : STP bridge instance no (0-7, CIST=0, MSTI1=1,)
<port_list>: Port list or 'all’, default: All ports

Default:
Auto

STP MSTI Port Cost

Description:

Set or show the STP port instance path cost.

Syntax:
STP Msti Port Cost [<msti>] [<port_list>] [<PathCost>]
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Parameters:
<Msti> : STP bridge instance no (0-7, CIST=0, MSTI1=1,)
<Port_list>: Port list or 'all'. Port zero means aggregations.
<PathCost>: STP port path cost (1-200000000) or 'auto’

Default:
Auto

Example:

Set MSTI7 in portl
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NS3502-8P-2S:/>stp msti port cost 7 1

MSTI Port Path Cost

MST7 1 Auto

STP MSTI Port Priority

Description:
Set or show the STP port instance priority.

Syntax:
STP Msti Port CPriority [<msti>] [<port_list>] [<cPriority>]

Parameters:
<Msti> : STP bridge instance no (0-7, CIST=0, MSTI1=1,)
<Port_list>: Port list or 'all'. Port zero means aggregations.
<Priority>: STP port priority (0/16/32/48/.../224/240)

Default:
128

6.9 Link Aggregation Command

Aggregation Configuration
Description:

Show link aggregation configuration.

Syntax:
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Aggr Configuration

Aggregation Add

Description:
Add or modify link aggregation.

Syntax:
Aggr Add <port_list> [<agri>]

Parameters:
<port_list>: Port list or ‘all’, default: All ports

<aggr_id> : Aggregation ID

Example:
Add port 1~4 in Groupl
NS3502-8P-2S:/>aggr add 1-4 1

Aggregation Delete

Description:

Delete link aggregation.

Syntax:
Aggr Delete <aggr_id>

Parameters:
<aggr_id>: Aggregation ID

Example:
Delete Group2
NS3502-8P-2S:/>aggr delete 2

Aggregation Lookup

Description:
Lookup link aggregation.

Syntax:
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Aggr Lookup [<aggr_id>]

Parameters:

<aggr_id>: Aggregation ID

Aggregation Mode

Description:

Set or show the link aggregation traffic distribution mode.

Syntax:
Aggr Mode [smac|dmac]|ip|port] [enable|disable]

Parameters:
smac : Source MAC address
dmac : Destination MAC address
ip : Source and destination IP address
port : Source and destination UDP/TCP port
enable : Enable field in traffic distribution
disable: Disable field in traffic distribution

Default Setting:
SMAC : Enabled
DMAC : Disabled

IP : Enabled
Port : Enabled
Example:

Disable SMAC mode
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NS3502-8P-2S:/>Aggr mode smac disable

6.10 Link Aggregation Control Protocol Command

LACP Configuration

Description:
Show LACP configuration.
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Syntax:
LACP Configuration [<port_list>]

Parameters:
<port_list>: Port list or 'all', default: All ports

Example:

Show LACP configuration
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NS3502-8P-2S:/>lacp configuration
Port Mode Key Role
1 Disabled Auto Active
2 Disabled Auto Active
3 Disabled Auto Active
4 Disabled Auto Active
5 Disabled Auto Active
6 Disabled Auto Active
7 Disabled Auto Active
8 Disabled Auto Active
9 Disabled Auto Active
10 Disabled Auto Active

LACP Mode

Description:

Set or show LACP mode.

Syntax:
LACP Mode [<port_list>] [enable|disable]

Parameters:
<port_list>: Port list or 'all’, default: All ports
enable : Enable LACP protocol
disable: Disable LACP protocol
(default: Show LACP mode)

Default Setting:

disable
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Example:

Enable LACP for port1~4

NS3502-8P-2S:/>lacp mode 1-4 enable

LACP Key

Description:
Set or show the LACP key.

Syntax:
LACP Key [<port_list>] [<key>]

Parameters:
<port_list>: Port list or 'all’, default: All ports
<key> : LACP key (1-65535) or 'auto’

Default Setting:

auto

Example:
Set key1 for port1~4
NS3502-8P-2S:/>lacp key 1-4 1

LACP Role

Description:
Set or show the LACP role.

Syntax:
LACP Role [<port_list>] [active | passive]

Parameters:
<port_list>: Port list or 'all', default: All ports
active : Initiate LACP negotiation
passive: Listen for LACP packets
(default: Show LACP role)
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Default Setting:
active

Example:

Set passive for portl~4
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NS3502-8P-2S:/>lacp role 1-4 passive

LACP Status

Description:
Show LACP Status.

Syntax:
LACP Status [<port_list>]

Parameters:
<port_list>: Port list or ‘all', default: All ports

Example:

Show LACP status of port1~4

NS3502-8P-2S:/>lacp status 1-4

Port Mode Key AggrID Partner System ID Partner Port

1 Disabled 1 - - -

2 Disabled 1 - - -

3 Disabled 1 - - -

4 Disabled 1 - - -
LACP Statistics
Description:

Show LACP Statistics.

Syntax:
LACP Statistics [<port_list>] [clear]

Parameters:
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<port_list>: Port list or 'all', default: All ports
clear : Clear LACP statistics

Example:

Show LACP statistics of port1~4
NS3502-8P-2S:/>lacp statistics 1-4

Port RxFrames TxFrames Rx Unknown Rx lllegal

H W N R
o O ©o o
o O ©o o
o O O O
o O O O
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6.11 LLDP Command

LLDP Configuration

Description:
Show LLDP configuration.

Syntax:
LLDP Configuration [<port_list>]

Parameters:
<port_list>: Port list or 'all’, default: All ports

Example:

Show LLDP configuration of port1~4

NS3502-8P-2S:/>lldp configuration 1-4

LLDP Configuration:

Interval :30

Hold :3

Tx Delay 12

Reinit Delay: 2

Port Mode Port Descr System Name System Descr System Capa Mgmt Addr

CDP awareness

1 Enabled Enabled Enabled Enabled Enabled Enabled
Disabled
2 Enabled Enabled Enabled Enabled Enabled Enabled
Disabled
3 Enabled Enabled Enabled Enabled Enabled Enabled
Disabled
4 Enabled Enabled Enabled Enabled Enabled Enabled
Disabled
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LLDP Mode

Description:
Set or show LLDP mode.

Syntax:
LLDP Mode [<port_list>] [enable|disable|rx|tx]
Parameters:
<port_list>: Port list or 'all’, default: All ports
enable : Enable LLDP reception and transmission
disable: Disable LLDP
rx : Enable LLDP reception only
tx : Enable LLDP transmission only
(default: Show LLDP mode)

Default Setting:
disable

Example:

Enable portl LLDP function.

NS3502-8P-2S:/>lldp mode 1 enable

LLDP Optional TLV

Description:
Show or Set LLDP Optional TLVs.

Syntax:
LLDP Optional_TLV [<port_list>] [port_descr|sys _name|sys_descr|sys_capa|mgmt_addr]

[enable|disable]

Parameters:
<port_list>: Port list or 'all’, default: All ports

port_descr : Description of the port
sysm_name : System name
sys_descr : Description of the system
sys_capa : System capabilities
mgmt_addr : Master's IP address

(default: Show optional TLV's configuration)
enable : Enables TLV
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disable : Disable TLV
(default: Show optional TLV's configuration)

Default Setting:
Description of the port: Enable
System name: Enable

Description of the system: Enable

System capabilities: Enable
Master's IP address: Enable
Example:

Disable description of the port for portl

IFS NS53502-8P-2S User Manual

NS3502-8P-2S:/>lldp optional_tlv 1 port_descr disable

LLDP Interval

Description:
Set or show LLDP Tx interval.

Syntax:
LLDP Interval [<interval>]

Parameters:

<interval>: LLDP transmission interval (5-32768)

Default Setting:
30

Example:

Set transmission interval in 10

NS3502-8P-2S:/>lldp interval 10

LLDP Hold

Description:
Set or show LLDP Tx hold value.

Syntax:

LLDP Hold [<hold>]
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Parameters:
<hold>: LLDP hold value (2-10)

Default Setting:
3
Example:

Set LLDP hold value in 10
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NS3502-8P-2S:/>lldp hold 10

LLDP Delay

Description:
Set or show LLDP Tx delay.

Syntax:
LLDP Delay [<delay>]

Parameters:

<delay>: LLDP transmission delay (1-8192)

Default Setting:
2

Example:

Set LLDP delay value in 1

NS3502-8P-2S:/>lldp delay 1

LLDP Reinit

Description:
Set or show LLDP reinit delay.

Syntax:
LLDP Reinit [<reinit>]

Parameters:
<reinit>: LLDP reinit delay (1-10)
Default Setting: 2
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Example:

Set LLDP reinit delay value in 3

NS3502-8P-2S:/>lldp reinit 3

LLDP Statistics

Description:
Show LLDP Statistics.

Syntax:
LLDP Statistics [<port_list>] [clear]

Parameters:
<port_list>: Port list or 'all’, default: All ports
clear : Clear LLDP statistics

Example:
Show LLDP Statistics of port 1
NS3502-8P-2S:/>lldp statistics 1

LLDP global counters

Neighbor entries was last changed at - (18819 sec. ago).
Total Neighbors Entries Added 0.

Total Neighbors Entries Deleted 0.

Total Neighbors Entries Dropped 0.

Total Neighbors Entries Aged Out 0.

LLDP local counters
Rx Tx Rx Rx Rx TLV Rx TLV Rx

TLV
Port Frames Frames Errors Discards Errors Unknown

Organz. Aged
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LLDP Info

Description:
Show LLDP neighbor device information.

Syntax:
LLDP Info [<port_list>]

Parameters:
<port_list>: Port list or 'all', default: All ports

6.12 LLDPMED Command

LLDPMED Configuration

Description:
Show LLDP-MED configuration.

Syntax:
LLDPMED Configuration [<port_list>]

Parameters:
<port_list>: Port list or 'all’, default: All ports

Example:

Show LLDP-MED configuration of port1~4
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NS3502-8P-2S:/>lldpmed configuration 1-4

LLDP-MED Configuration:

Fast Start Repeast Count : 4
Location Coordinates : Latitude

Altitude

Civic Address Location

Port Policies

Longitude

Map datum

- 0.0000 North
- 0.0000 East
- 0.0000 meter(s)
- WGS84
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1 none

2 none

3 none

4 none
LLDPMED Civic
Description:

Set or show LLDP-MED Civic Address Location.

Syntax:
LLDPMED Civic

[country|state|county|city|district|block|street|leading_street_direction|trailing_street_suffix

|str_suf|house_no|house_no_suffix|landmark|additional_info|name|zip_code|building | apart

ment|floor|room_number|place_type|postal_ com name|p_o_box|additional_code]

[<civic_value>]

Parameters:
country
state
county
city
district
block
street

: Country
: National subdivisions (state, caton, region, province, prefecture)
: County, parish,gun (JP), district(IN)
: City, townchip, shi (JP)
: City division,borough, city, district, ward,chou (JP)
: Neighborhood, block
: Street

leading_street_direction : Leading street direction

trailing_street_suffix
str_suf

house_no
house_no_suffix
landmark
additional_info
name

zip_code

building
apartment

floor
room_number
place_type
postal_com_name

: Trailing street suffix

: Street Suffix
: House Number
: House number suffix
: Landmark or vanity address
: Additional location information
: Bame(residence and office occupant)
: Postal/zip code
: Building (structure)
: Unit (apartment, suite)
: Floor
: Room number
: Placetype
: Postal community name
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p_o_box : Post office box (P.O. Box)
additional_code : Addtional code
(default: Show Civic Address Location configuration)

<civic_value>: lldpmed The value for the Civic Address Location entry.

LLDPMED ECS

Description:
Set or show LLDP-MED Emergency Call Service.

Syntax:
LLDPMED ecs [<ecs_value>]

Parameters:
<ecs_value>: lldpmed The value for the Emergency Call Service

LLDPMED Policy Delete

Description:
Delete the selected policy.

Syntax:
LLDPMED policy delete [<policy_list>]

Parameters:
<policy_list>: List of policies to delete

Example:

Delete the policy 1
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NS3502-8P-2S:/>lldpmed policy delete 1

LLDPMED Policy Add

Description:
Adds a policy to the list of polices.

Syntax:
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LLDPMED policy add
[voice|voice_signaling|guest_voice|guest_voice_signaling|softphone_voice|video_conferencin
g|streaming_video|video_signaling] [tagged|untagged] [<vlan_id>] [<I2_priority>] [<dscp>]

Parameters:

voice :Voice for use by dedicated IP Telephony handsets and other
similar appliances supporting interactive voice services. These devices are
typically deployed on a separate VLAN for ease of deployment and
enhanced security by isolation from data applications

voice_signaling : Voice Signaling (conditional) for use in network topologies that require
a different policy for the voice signaling than for the voice media.

guest_voice : Guest Voice to support a separate limited feature-set voice service

for guest users and visitors with their own IP Telephony handsets and
other similar appliances supporting interactive voice services.

guest_voice_signaling : Guest Voice Signaling (conditional) for use in network topologies that
require a different policy for the guest voice signaling than for the guest
voice media.

softphone_voice : Softphone Voice for use by softphone applications on typical data
centric devices, such as PCs or laptops. This class of endpoints frequently
does not support multiple VLANSs, if at all,and are typically configured to
use an untagged VLAN or a single tagged data specific VLAN.

video_conferencing : Video Conferencing for use by dedicated Video Conferencing
equipment and other similar appliances supporting real-time interactive
video/audio services.

streaming_video : Streaming Video for use by broadcast or multicast based video
content distribution and other similar applications supporting streaming
video services that require specific network policy treatment. Video
applications relying on TCP with buffering would not be an intended use of
this application type.

video_signaling : Video Signaling (conditional) for use in network topologies that require

a separate policy for the video signaling than for the video media.

tagged : The device is using tagged frames
untagged : The device is using untagged frames
<vlan_id> :VLAN id

<12_priority>: This field may specify one of eight priority levels (0 through 7), as defined by IEEE
802.1D-2004 [3].
<dscp> : This field shall contain the DSCP value to be used to provide Diffserv node
behavior for the specified application type as defined in IETF RFC 2474 [5]. This 6
bit field may contain one of 64 code point values (0 through 63). A value of 0
represents use of the default DSCP value as defined in RFC 2475.
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LLDPMED Port Policy

Description:
Set or show LLDP-MED port polcies.

Syntax:
LLDPMED port policies [<port_list>] [<policy_list>]

Parameters:
<port_list> : Port list or 'all', default: All ports
<policy_list>: List of policies to delete

LLDPMED Coordinates

Description:
Set or show LLDP-MED Location.

Syntax:
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LLDPMED Coordinates [latitude|longitude|altitude] [north|south|west|east| meters|floor]

[coordinate_value]

Parameters:
latitude : Latitude, 0 to 90 degress with max. 4 digits (Positive numbers are north of the
equator and negative numbers are south of the equator).
longitude : Longitude,0 to 180 degress with max. 4 digits (Positive values are East of the
prime meridian and negative numbers are West of the prime meridian.
altitude : Altitude, Meters or floors with max. 4 digits.

(default: Show coordinate location configuration)

north|south|west|east| meters|floor:

North : North (Valid for latitude)
South : South (Valid for latitude)
West : West (Valid for longitude)
East : East (Valid for longitude)
Meters : Meters (Valid for altitude)
Floor : Floor (Valid for altitude)

lldpmed Coordinate value

coordinate_value : lldpmed Coordinate value
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LLDPMED Datum

Description:
Set or show LLDP-MED Coordinates map datum.

Syntax:
LLDPMED Datum [wgs84|nad83 navd88|nad83_mllw]

Parameters:
wgs84|nad83_navd88|nad83_mllw:
wgs84 : WGS84

nad83_navd88 : NAD83_NAVDS88
nad83_mllw  : NAD83_MLLW
lldpmed Coordinate datum

LLDPMED Fast

Description:
Set or show LLDP-MED Fast Start Repeat Count.

Syntax:
LLDPMED Fast [<count>]

Parameters:
<count>: The number of times the fast start LLDPDU are being sent during the activation of the
fast start mechanism defined by LLDP-MED (1-10).

LLDPMED Info

Description:
Show LLDP-MED neighbor device information.

Syntax:
LLDPMED Info [<port_list>]

Parameters:
<port_list>: Port list or 'all’, default: All ports
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6.13 EEE Command

EEE Configuration

Description:
Show eee configuration.

Syntax:
EEE Configuration [<port_list>]

Parameters:
<port_list>: Port list or 'all', default: All ports

Example:

Show EEE configuration of port1~4

IFS NS53502-8P-2S User Manual

NS3502-8P-2S:/>eee configuration 1-4
EEE Configuration:

Port Mode Urgent queues

1 Disabled none

2 Disabled none

3 Disabled none

4 Disabled none

EEE Mode

Description:

Set or show the eee mode.

Syntax:
EEE Mode [<port_list>] [enable|disable]

Parameters:
<port_list>: Port list or 'all’, default: All ports
enable : Enable EEE
disable: Disable EEE
(default: Show eee mode)
480



IFS NS53502-8P-2S User Manual

Default Setting:
Disabled

Example:
Enable EEE mode for port1~4
NS3502-8P-2S:/>eee mode enable 1-4

EEE Urgent Queues

Description:

Set or show EEE Urgent queues.

Syntax:
EEE Urgent_queues [<port_list>] [<queue_list>]

Parameters:
<port_list> : Port list or ‘all’, default: All ports

<queue_list>: List of queues to configure as urgent queues (1-8 or none)

Default Setting:
none
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6.14 Power over Ethernet Command

PoE Configuration

Description:
Show PoE configuration.

Syntax:

PoE Configuration

Example:

Show PoE configuration.
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NS3502-8P-2S:/>poe configuration

PowerAlloc[W]

Port Mode AF/AT Mode Priority Max.Power[W]

1 Enabled 802.3at  High 30.8
2 Enabled 802.3at  High 30.8
3 Enabled 802.3at High 30.8
4 Enabled 802.3at  High 30.8
5 Enabled 802.3at High 30.8
6 Enabled 802.3at  High 30.8
7 Enabled 802.3at  High 30.8
8 Enabled 802.3at  High 30.8
9 Disabled 802.3at Low 0.0
10 Disabled 802.3at Low 0.0

Power management mode

Power management mode : consumption

30.8
30.8
30.8
30.8
30.8
30.8
30.8
30.8

0.0

0.0

PoE Mode

Description:
Set or show the PoE mode.

Syntax:
PoE Mode [<port_list>] [enable|disable]

Parameters:
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<port_list>: Port list or ‘all', default: All ports
enable : Enables PoE

disable : Disable PoE

(default: Show PoE's mode)

Default Setting:

enable

Example:
Disable PoE function of port1~4
NS3502-8P-2S:/>poe model-4 disable

AF/AT Mode

Description:

Allows user to set up 802.3af (typel) or 802.3at (type2) mode to per port.
Syntax:

PoE mode [<port_list>] [af]|at]

Parameters:
<port_list>: Port list or 'all', default: All ports
af :|EEE 802.3af mode
at :|EEE 802.3at mode

PoOE Priority

Description:
Show / Set PoE Priority.

Syntax:
PoE Priority [<port_list>] [low]high|critical]

Parameters:
<port_list>: Port list or 'all’, default: All ports
low : Set priority to low
high : Set priority to high
critical: Set priority to critical
(default: Show PoE priority)
Default Setting:
high

Example:

483



IFS NS53502-8P-2S User Manual

Set low priority for port1~4

NS3502-8P-2S:/>poe priority 1-4 low

PoE Management Mode

Description:
Show / Set PoE management mode.

Syntax:

PoE Mgmt_mode [mgt_class|mgt_alloc|mgt_consumption|mgt_priority]

PoE Maximum Power

Description:
Set or show PoE maximum power per port (0-30.8, with one digit).

Syntax:
PoE Maximum_Power [<port_list>] [<port_power>]

Parameters:
<port_list> : Port list or 'all', default: All ports
<port_power>: PoE maximum power for the port ( 0-30.8 )

Default Setting:
30.8

Example:

Set maximum power in 10 watts for port1~4.

NS3502-8P-2S:/>poe maximum_power 1-4 10

PoE Allocated Power

Description:
Set or show PoE maximum power allocated per port (0-30.8, with one digit).

Syntax:
PoE Alloc_Power [<port_list>] [<alloc_power>]
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Parameters:
<port_list> : Port list or 'all', default: All ports
<alloc_power>: PoE maiximum power allocated for the port ( 0-30.8)

Default Setting:
30.8

Example:

Set PoE maximum power allocated in 10 watts for port1~4.
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NS3502-8P-2S:/>poe alloc_power 1-4 10

PoE Power Supply

Description:
Set or show the value of the power supply.

Syntax:
PoE Power_Supply [<supply_power>]

Parameters:
<supply_power>: PoE power for a power supply

Example:

Set 100 watts of power supply.

NS3502-8P-2S:/>poe power_supply 100

PoE Status

Description:

Show PoE status.

Syntax:
PoE Status
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6.15 Thermal Command

Thermal Priority Temperature

Description:

Set or show the temperature at which the ports shall be shut down.

Syntax:

Thermal prio_temp [<prio_list>] [<shut_down_temp>]

Parameters:

<prio_list> : List of priorities (0-3)

IFS NS53502-8P-2S User Manual

<shut_down_temp>: Temperature at which ports shall be shut down (0-255 degree C)

Example:

Show thermal priority temperature.

NS3502-8P-2S:/> Thermal prio_temp

Priority Temp.
0 255 C
1 255 C
2 255 C
3 255 C

Thermal Port Priority

Description:
Set or show the ports priority.

Syntax:
Thermal port_prio [<port_list>] [<prio>]

Parameters:
<port_list>: Port list or ‘all', default: All ports
<prio> : Priority  (0-3)

Default Setting:
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Example:

Set thermal port priority in 2

NS3502-8P-2S:/> Thermal port_prio 2

Thermal Status

Description:

Shows the chip temperature.

Syntax:
Thermal status

Example:

Shows the chip temperature.

NS3502-8P-2S:/> Thermal status
Port Chip Temp.
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Thermal Configuration

Description:
Show thermal_protect configuration.

Syntax:
Thermal configuration
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6.16 LED Power Command

LED Power Timers

Description:
Set or show the time and intensity for the LEDs.

Syntax:

led_power timers [<hour>] [<intensity>]

Parameters:
<hour> : The hour (0-24) at which to change LEDs intensity
<intensity>: The LED intensity in % (0-100)

Example:

Show the time and intensity for the LEDs.

NS3502-8P-2S:/> led_power timer
Time Intensity

00:00 20%

LED Power Delete Timer

Description:

Deletes a timer.

Syntax:
led_power delete_timer [<hour>]

Parameters:
<hour>: The hour (0-24) at which to change LEDs intensity

LED Power Maintenance

Description:

Set or show the maintenance settings.

Syntax:
led_power maintenance [<maintenance_time>] [on_at_errors|leave_at_errors]
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Parameters:
<maintenance_time> : Time in seconds (0-65535) that the LEDs shall be turned on,
when any port changes link state
on_at_errors|leave_at_errors: on_at_error if LEDs shall be turned on if any errors has been
detected. leave_at_errors if no LED change shall happen when errors

have been detected

LED Power Configuration

Description:
Show Led Power Reduction configuration.

Syntax:
led_power configuration

6.17 Quality of Service Command

QoS Configuration

Description:

Show QoS Configuration.
489



Syntax:
QoS Configuration [<port_list>]

Parameters:
<port_list>: Port list or 'all', default: All ports

QoS Port Classification Class

Description:
Set or show the default QoS class.

Syntax:
QoS Port Classification Class [<port_list>] [<class>]

Parameters:
<port_list>: Port list or 'all’, default: All ports
<class> : QoS class (0-7)

Default Setting:
0

Example:

Set default QoS class in 1 for port 1
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NS3502-8P-2S:/>qos Port Classification Class 1 1

QoS Port Classification DPL

Description:

Set or show the default Drop Precedence Level.

Syntax:
QoS Port Classification DPL [<port_list>] [<dpl>]

Parameters:
<port_list>: Port list or 'all', default: All ports
<dpl> : Drop Precedence Level (0-1)

Default Setting:
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Example:

Set the default Drop Precedence Level in 1 for portl
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NS3502-8P-2S:/>qos Port Classification dpl 1 1

QoS Port Classification PCP

Description:

Set or show the default PCP for an untagged frame.

Syntax:
QoS Port Classification PCP [<port_list>] [<pcp>]

Parameters:
<port_list>: Port list or 'all’, default: All ports
<pcp> : Priority Code Point (0-7)

Default Setting:
0

Example:

Set the default PCP for an untagged frame in 1 for portl

NS3502-8P-2S:/>qos Port Classification pcp 1 1

QoS Port Classification DEI

Description:

Set or show the default DEI for an untagged frame.

Syntax:
QoS Port Classification DEI [<port_list>] [<dei>]

Parameters:
<port_list>: Port list or 'all’, default: All ports
<dei> : Drop Eligible Indicator (0-1)

Default Setting:
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Example:
Set the default DEI for an untagged frame in 1 for port1.
NS3502-8P-2S:/>qos Port Classification dei 1 1

QoS Port Classification Tag

Description:

Set or show if the classification is based on the PCP and DEI values in tagged frames.

Syntax:
QoS Port Classification Tag [<port_list>] [enable|disable]

Parameters:
<port_list>: Port list or 'all’, default: All ports
enable : Enable tag classification
disable : Disable tag classification

(default: Show tag classification mode)

Default Setting:
disable

Example:

Enable QoS port classification Tag.

NS3502-8P-2S:/>qos Port Classification tag 1-10 enable

QoS Port Classification Map
Description:
Set or show the port classification map.
This map is used when port classification tag is enabled,and the purpose is to translate the
Priority Code Point (PCP) and Drop Eligible Indicator (DEI) from a tagged frame to QoS class and
DP level.

Syntax:
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QoS Port Classification Map [<port_list>] [<pcp_list>] [<dei_list>] [<class>] [<dpl>]

Parameters:
<port_list>: Port list or 'all', default: All ports
<pcp_list> : PCP list or 'all', default: All PCPs (0-7)
<dei_list> : DEI list or 'all', default: All DEIs (0-1)
<class> : QoS class (0-7)
<dpl> : Drop Precedence Level (0-1)

QoS Port Classification DSCP

Description:

Set or show if the classification is based on DSCP value in IP frames.

Syntax:
QoS Port Classification DSCP [<port_list>] [enable|disable]

Parameters:
<port_list>: Port list or 'all’, default: All ports
enable : Enable DSCP based classification
disable : Disable DSCP based classification
(default: Show DSCP based classification mode)

Default Setting:
disable

Example:

Enable QoS port classification DSCP.

NS3502-8P-2S:/>qos Port Classification dscp 1-10 enable

QoS Port Policer Mode

Description:
Set or show the port policer mode

Syntax:
QoS Port Policer Mode [<port_list>] [enable|disable]

Parameters:
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<port_list>: Port list or ‘all', default: All ports
enable : Enable port policer
disable : Disable port policer
(default: Show port policer mode)

Default Setting:
disable

Example:

Enable QoS port policer
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NS3502-8P-2S:/>qos Port Policer Mode 1-10 enable

QoS Port Policer Rate

Description:
Set or show the port policer rate.

Syntax:

QoS Port Policer Rate [<port_list>] [<rate>]

Parameters:
<port_list>: Port list or 'all', default: All ports
<rate> : Rate in kbps or fps (100-15000000)

Default Setting:
500

Example:

Set the port policer rate in 1000

NS3502-8P-2S:/>qos Port Policer Rate 1-10 1000

QoS Port Policer Unit

Description:
Set or show the port policer unit.

Syntax:
QoS Port Policer Unit [<port_list>] [kbps|fps]
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Parameters:
<port_list>: Port list or ‘all', default: All ports
kbps : Unit is kilo bits per second
fps  :Unitis frames per second

(default: Show port policer unit)

Default Setting:
kbps

Example:

Set the port policer unit in fps
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NS3502-8P-2S:/>qos Port Policer unit 1-10 fps

QoS Port Scheduler Mode

Description:
Set or show the port scheduler mode.

Syntax:
QoS Port Scheduler Mode [<port_list>] [strict | weighted]

Parameters:
<port_list>: Port list or 'all', default: All ports
strict : Strict mode
weighted: Weighted mode
(default: Show port scheduler mode)

Default Setting:
strict

Example:

Set the port schedule mode in weighted mode

NS3502-8P-2S:/>qos Port Scheduler Mode 1-10 weighted

QoS Port Scheduler Weight

Description:
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Set or show the port scheduler weight.

Syntax:
QoS Port Scheduler Weight [<port_list>] [<queue_list>] [<weight>]

Parameters:
<port_list> : Port list or 'all', default: All ports
<queue_list>: Weighted queue list or 'all', default: All weighted queues (0-5)
<weight> : Scheduler weight (1-100)

QoS Port QueueShaper Mode

Description:
Set or show the port queue shaper mode.

Syntax:
QoS Port QueueShaper Mode [<port_list>] [<queue_list>] [enable|disable]

Parameters:
<port_list> : Port list or 'all', default: All ports
<queue_list>: Queue list or 'all', default: All queues (0-7)
enable : Enable port queue shaper
disable : Disable port queue shaper
(default: Show port queue shaper mode)

Default Setting:
disable

Example:

Enable port queue shaper for all port & queue

NS3502-8P-2S:/>qos Port QueueShaper Mode 1-10 0-7 enable

QoS Port QueueShaper Rate

Description:
Set or show the port queue shaper rate.

Syntax:
QoS Port QueueShaper Rate [<port_list>] [cqueue_list>] [<bit_rate>]
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Parameters:
<port_list> : Port list or 'all', default: All ports
<queue_list>: Queue list or 'all', default: All queues (0-7)
<bit_rate> : Rate in kilo bits per second (100-3300000)

Default Setting:
500kbps

Example:

Set the port queue shaper rate in 1000
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NS3502-8P-2S:/>qos Port QueueShaper rate 1-10 0-7 1000

QoS Port QueueShaper Excess

Description:

Set or show the port queue excess bandwidth mode.

Syntax:

QoS Port QueueShaper Excess [<port_list>] [<queue_list>] [enable|disable]

Parameters:
<port_list> : Port list or 'all', default: All ports
<queue_list>: Queue list or 'all', default: All queues (0-7)
enable : Enable use of excess bandwidth
disable : Disable use of excess bandwidth
(default: Show port queue excess bandwidth mode)

Default Setting:
disable

Example:

Enable the port queue excess bandwidth mode.

NS3502-8P-2S:/>qos Port QueueShaper Excess 1-10 0-7 enable

QoS Port Shaper Mode

Description:
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Set or show the port shaper mode.

Syntax:
QoS Port Shaper Mode [<port_list>] [enable|disable]

Parameters:
<port_list>: Port list or ‘all', default: All ports
enable : Enable port shaper
disable : Disable port shaper
(default: Show port shaper mode)

Default Setting:
Enable

Example:

Enable port shaper mode.
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NS3502-8P-2S:/>qos Port Shaper Mode 1-10 enable

QoS Port Shaper Rate

Description:
Set or show the port shaper rate.

Syntax:
QoS Port Shaper Rate [<port_list>] [<bit_rate>]

Parameters:
<port_list>: Port list or ‘all', default: All ports
<bit_rate> : Rate in kilo bits per second (100-3300000)

Default Setting:
500kbps

Example:

Set the port shaper rate in 1000.

NS3502-8P-2S:/>qos Port Shaper Rate 1-10 1000
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QoS Port TagRemarking Mode

Description:
Set or show the port tag remarking mode.

Syntax:
QoS Port TagRemarking Mode [<port_list>] [classified | default| mapped]

Parameters:
<port_list>: Port list or ‘all', default: All ports
classified: Use classified PCP/DEI values
default : Use default PCP/DEI values
mapped : Use mapped versions of QoS class and DP level
(default: Show port tag remarking mode)

Default Setting:

classified

Example:

Set the port tag remarking mode in mapped.

NS3502-8P-2S:/>qos Port TagRemarking Mode 1-10 mapped

QoS Port TagRemarking PCP

Description:

Set or show the default PCP. This value is used when port tag remarking mode is set to 'default’.

Syntax:
QoS Port TagRemarking PCP [<port_list>] [<pcp>]

Parameters:
<port_list>: Port list or 'all’, default: All ports
<pcp> : Priority Code Point (0-7)

Default Setting:
0

Example:

Set the default PCP in 1.

NS3502-8P-2S:/>qos Port TagRemarking PCP 1-10 1
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QoS Port TagRemarking DEI

Description:
Set or show the default DEI. This value is used when port tag remarking mode is set to 'default’'.

Syntax:
QoS Port TagRemarking DEI [<port_list>] [<dei>]

Parameters:
<port_list>: Port list or 'all’, default: All ports
<dei> : Drop Eligible Indicator (0-1)

Default Setting:
0

Example:

Set the default EDI in 1.
NS3502-8P-2S:/>qos Port TagRemarking EDI 1-10 1

QoS Port TagRemarking Map

Description:
Set or show the port tag remarking map. This map is used when port tag remarking mode is set
to 'mapped’, and the purpose is to translate the classified QoS class (0-7) and DP level (0-1) to
PCP and DEL.

Syntax:
QoS Port TagRemarking Map [<port_list>] [<class_list>] [<dpl_list>] [<pcp>] [<dei>]

Parameters:
<port_list> : Port list or 'all', default: All ports
<class_list>: QoS class list or 'all’, default: All QoS classes (0-7)
<dpl_list> :DP level list or 'all', default: All DP levels (0-1)
<pcp> : Priority Code Point (0-7)
<dei> : Drop Eligible Indicator (0-1)
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QoS Port DSCP Translation

Description:
Set or show DSCP ingress translation mode.
If translation is enabled for a port, incoming frame DSCP value is translated and translated value
is used for QoS classification.

Syntax:
QoS Port DSCP Translation [<port_list>] [enable|disable]

Parameters:
<port_list>: Port list or ‘all', default: All ports
enable : Enable DSCP ingress translation
disable : Disable DSCP ingress translation
(default: Show DSCP ingress translation mode)

Default Setting:
disable

Example:

Enable DSCP ingress translation on all port.

NS3502-8P-2S:/>qos Port DSCP Translation 1-10 enable

QoS Port DSCP Classification
Description:
Set or show DSCP classification based on QoS class and DP level.
This enables per port to map new DSCP value based on QoS class and DP level.

Syntax:
QoS Port DSCP Classification [<port_list>] [none|zero|selected |all]

Parameters:
<port_list>: Port list or 'all’, default: All ports

none : No DSCP ingress classification

zero : Classify DSCP if DSCP =0

selected : Classify DSCP for which class. mode is 'enable’
all : Classify all DSCP

(default: Show port DSCP ingress classification mode)

Default Setting:
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none

Example:
Set DSCP classification based on QoS class and DP level in zero

NS3502-8P-2S:/> QoS Port DSCP Classification 1-10 zero

QoS Port DSCP EgressRemark

Description:

Set or show the port DSCP remarking mode.

Syntax:
QoS Port DSCP EgressRemark [<port_list>]
[disable|enable|remap_dp_unaware|remap_dp_aware]

Parameters:

<port_list>: Port list or ‘all', default: All ports

disable : Disable DSCP egress rewrite

enable : Enable DSCP egress rewrite with the value received from analyzer

remap_dp_unaware : Rewrite DSCP in egress frame with remapped DSCP where remap is DP
unaware or DP =0

remap_dp_aware : Rewrite DSCP in egress frame with remapped DSCP where remap is DP
aware and DP =1

(default: Show port DSCP egress remarking mode)

Default Setting:
disable

Example:
Enable DSCP egress rewrite

NS3502-8P-2S:/> QoS Port DSCP EgressRemark 1-10 enable

QoS DSCP Map

Description:
Set or show DSCP mapping table.
This table is used to map QoS class and DP level based on DSCP value.
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DSCP value used to map QoS class and DPL is either translated DSCP value or incoming frame
DSCP value.

Syntax:
QoS DSCP Map [<dscp_list>] [<class>] [<dpl>]

Parameters:
<dscp_list>: DSCP (0-63, BE, CS1-CS7, EF or AF11-AF43) list or 'all'
(default: Show DSCP ingress map table i.e. DSCP->(class, DPL))
<class> : QoS class (0-7)

<dpl> : Drop Precedence Level (0-1)

QoS DSCP Translation

Description:
Set or show global ingress DSCP translation table.
If port DSCP translation is enabled, translation table is used to translate incoming frames DSCP

value and translated value is used to map QoS class and DP level.

Syntax:
QoS DSCP Translation [<dscp_list>] [<trans_dscp>]

Parameters:
<dscp_list> : DSCP (0-63, BE, CS1-CS7, EF or AF11-AF43) list or 'all'
(default: Show DSCP translation table)
<trans_dscp>: Translated DSCP: 0-63, BE, CS1-CS7, EF or AF11-AF43

QoS DSCP Trust

Description:
Set or show trusted DSCP value which is used for QoS classification.
The DSCP value to be checked for trust is either translated value ifDSCP translation is enabled for
the ingress port or incoming frame DSCPvalue if translation is disabled for the port. Trusted
DSCP value is onlyused for QoS classification.

Syntax:
QoS DSCP Trust [<dscp_list>] [enable|disable]

Parameters:
<dscp_list>: DSCP (0-63, BE, CS1-CS7, EF or AF11-AF43) list or 'all'
enable : Set DSCP as trusted DSCP
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disable : Set DSCP as un-trusted DSCP
(default: Show DSCP Trust status)

Default Setting:
disable

QoS DSCP Classification Mode

Description:
Set or show DSCP ingress classification mode.
If port DSCP classification is 'selected', DSCP will be classified based on QoS class and DP level
only for DSCP value with classification mode 'enabled'. DSCP may be translated DSCP if
translation is enabled for the port.

Syntax:
QoS DSCP Classification Mode [<dscp_list>] [enable|disable]

Parameters:
<dscp_list>: DSCP (0-63, BE, CS1-CS7, EF or AF11-AF43) list or 'all'
enable : Enable DSCP ingress classification
disable : Disable DSCP ingress classification

(default: Show DSCP classification mode)

Default Setting:
disable

QoS DSCP EgressRemap

Description:
Set or show DSCP egress remap table. This table is used if the port egress remarking mode is
‘remap' and the purpose is to map the DSCP and DP level to a new DSCP value.

Syntax:
QoS DSCP EgressRemap [<dscp_list>] [<dpl_list>] [<dscp>]

Parameters:
<dscp_list>: DSCP (0-63, BE, CS1-CS7, EF or AF11-AF43) list or 'all'
<dpl_list> : DP level list or 'all', default: All DP levels (0-1)
<dscp> : Egress remapped DSCP: 0-63, BE, CS1-CS7, EF or AF11-AF43
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QoS Storm Unicast

Description:
Set or show the unicast storm rate limiter.

Syntax:
QoS Storm Unicast [enable|disable] [<packet_rate>]

Parameters:
enable : Enable unicast storm control
disable : Disable unicast storm control

<packet_rate>: Rate in fps (1, 2, 4, ..., 512, 1k, 2k, 4k, ..., 32768k)

Default Setting:
disable

Example:

Enable unicast storm control in 2fps
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NS3502-8P-2S:/> QoS Storm Unicast enable 2

QoS Storm Multicast

Description:
Set or show the multicast storm rate limiter.

Syntax:
QoS Storm Multicast [enable|disable] [<packet_rate>]

Parameters:
enable : Enable multicast storm control
disable : Disable multicast storm control

<packet_rate>: Ratein fps (1, 2, 4, ..., 512, 1k, 2k, 4k, ..., 32768Kk)

Default Setting:
disable

Example:

Enable multicast storm control in 2fps
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NS3502-8P-2S:/> QoS Storm multicast enable 2

QoS QCL Add

Description:
Add or modify QoS Control Entry (QCE).
If the QCE ID parameter <qce_id> is specified and an entry with this QCE ID already exists, the
QCE will be modified. Otherwise, a new QCE will be added. If the QCE ID is not specified, the
next available QCE ID will be used. If the next QCE ID parameter <qce_id_next> is specified, the
QCE will be placed before this QCE in the list. If the next QCE ID is not specified and if it is a new
entry added, the QCE will be placed last in the list. Otherwise if the next QCE ID is not specified
and if existing QCE is modified, QCE will be in the same location in the list. To modify and move
the entry to last in the list, use the word 'last' for <qce_id_next>.

Syntax:
QoS QCL Add [<qce_id>] [<qgce_id_next>] [<port_list>] [<tag>] [<vid>] [<pcp>] [<dei>] [<smac>]
[<dmac_type>] [(etype [<etype>]) | (LLC [<DSAP>] [<SSAP>] [<control>]) | (SNAP [<PID>]) | (ipv4
[<protocol>] [<sip>] [<dscp>] [<fragment>] [<sport>] [<dport>]) | (ipv6 [<protocol>] [<sip_v6>]
[<dscp>] [<sport>] [<dport>])] [<class>] [<dp>] [<classified_dscp>]

Parameters:
<qce_id> : QCE ID (1-256), default: Next available ID

<gce_id_next> : Next QCE ID: "next_id (1-256) or 'last™

<port_list> : Port List: "port <port_list> or 'all'", default: All ports

<tag> : Frame tag: untag|tag|any

<vid> : VID: 1-4095 or 'any', either a specific VID or range of VIDs

<pcp> : Priority Code Point: specific(0, 1, 2, 3,4, 5, 6, 7) or
range(0-1, 2-3, 4-5, 6-7, 0-3, 4-7) or 'any'

<dei> : Drop Eligible Indicator: 0-1 or 'any'

<smac> : Source MAC address: (xx-xx-xx) or 'any', 24 MS bits (OUI)

<dmac_type>
etype
<etype>

0x86DD(IPv6)

: Destination MAC type: unicast | multicast|broadcast|any
: Ethernet Type keyword
: Ethernet Type: 0x600-0xFFFF or 'any' but excluding 0x800(IPv4) and

lic : LLC keyword

<dsap> : Destination Service Access Point: 0x00-OxFF or 'any'
<ssap> : Source Service Access Point: 0x00-OxFF or 'any'
<control> : LLC control: 0x00-0xFF or 'any'

snap : SNAP keyword

<pid> : Protocol ID (EtherType) or 'any'
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ipvd
<protocol>
<sip>
<dscp>
<fragment>
<sport>
<dport>
ipvé
<sip_v6>
<class>
<dp>
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: IPv4 keyowrd
: IP protocol number: (0-255, TCP or UDP) or 'any'
: Source IP address: (a.b.c.d/n) or 'any'
: DSCP:(0-63,BE,CS1-CS7,EF or AF11-AF43)or'any',specific/range
: IPv4 frame fragmented: yes|no|any
: Source TCP/UDP port:(0-65535) or 'any',specific or port range
: Dest. TCP/UDP port:(0-65535) or 'any', specific or port range
: IPv6 keyowrd
: IPv6 source address: (a.b.c.d/n) or 'any', 32 LS bits
: QoS Class: "class (0-7)", default: basic classification
: DP Level: "dp (0-1)", default: basic classification

<classified_dscp>: DSCP: "dscp (0-63, BE, CS1-CS7, EF or AF11-AF43)"

QoS QCL Delete

Description:

Delete QCE entry from QoS Control list.

Syntax:

QoS QCL Delete <qce_id>

Parameters:

<gce_id>: QCE ID (1-256), default: Next available ID

Default Setting:
disable

Example:

Enable multicast storm control in 2fps

NS3502-8P-2S:/> QoS Storm multicast enable 2

QoS QCL Lookup

Description:

Lookup QoS Control List.

Syntax:

QoS QCL Lookup [<qce_id>]
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Parameters:
<qgce_id>: QCE ID (1-256), default: Next available ID

Default Setting:
disable

Example:
Enable multicast storm control in 2fps

NS3502-8P-2S:/> QoS Storm multicast enable 2

QoS QCL Status

Description:
Show QCL status. This can be used to display if there is any conflict in QCE for different user
types.

Syntax:
QoS QCL status [combined |static|voice_vlan|conflicts]

Parameters:
combined | static| voice_vlan | conflicts: combined : Shows the combined status
static : Shows the static user configured status
voice_vlan : Shows the status by Voice VLAN
conflicts : Shows all conflict status
(default : Shows the combined status)
QoS QCL Refresh
Description:

Resolve QCE conflict status. Same H/W resource is shared by multiple applications and it may
not be available even before MAX QCE entry. So user can release the resource in use by other

applications and use this command to acquire the resource.

Syntax:
QoS QCL refresh
Parameters:
combined | static|voice_vlan|conflicts: combined : Shows the combined status
static : Shows the static user configured status
voice_vlan : Shows the status by Voice VLAN

508



conflicts : Shows all conflict status
(default : Shows the combined status)

Default Setting:
disable

Example:

Enable multicast storm control in 2fps
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NS3502-8P-2S:/> QoS Storm multicast enable 2

6.18 Mirror Command

Mirror Configuration

Description:

Show mirror configuration.

Syntax:

Mirror Configuration [<port_list>]

Parameters:
<port_list>: Port list or 'all’, default: All ports

Example:

Show mirror configuration.

NS3502-8P-2S:/>mirror configuration

Mirror Port

Description:
Set or show the mirror port.

Syntax:
Mirror Port [<port>|disable]

Parameters:

<port>|disable: Mirror port or 'disable’, default: Show port

Default Setting:
disable
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Example:

Set port 2 for the mirror port.

NS3502-8P-2S:/>mirror port 2

Mirror Mode

Description:

Set or show the mirror mode.

Syntax:

Mirror Mode [<port_list>] [enable|disable|rx|tx]

Parameters:
<port_list>: Port list or 'all', default: All ports
enable : Enable Rx and Tx mirroring
disable: Disable Mirroring
rx : Enable Rx mirroring
tx : Enable Tx mirroring

(default: Show mirror mode)

Default Setting:
disable

Example:
Enable the mirror mode for port 1-4.

NS3502-8P-2S:/>mirror mode 1-4 enable
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6.19 Configuration Command

Configuration Save

Description:
Save configuration to TFTP server.

Syntax:

Config Save <ip_server> <file_name>

Parameters:
<ip_server>: TFTP server IP address (a.b.c.d)

<file_name>: Configuration file name

Configuration Load

Description:
Load configuration from TFTP server.

Syntax:
Config Load <ip_server> <file_name> [check]

Parameters:
<ip_server>: TFTP server IP address (a.b.c.d)
<file_name>: Configuration file name
check : Check configuration file only, default: Check and apply file
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6.20 Firmware Command

Firmware Load

Description:

Load new firmware from TFTP server.

Syntax:

Firmware Load <ip_addr_string> <file_name>

Parameters:
<ip_addr_string>: IP host address (a.b.c.d) or a host name string

<file_name> : Firmware file name

Firmware IPv6 Load

Description:
Load new firmware from IPv6 TFTP server.

Syntax:
Firmware IPv6 Load <ipv6_server> <file_name>

Parameters:
<ipv6_server>: TFTP server IPv6 address
<file_name> : Firmware file name

Firmware Information

Description:

Display information about active and alternate firmware images.

Syntax:

Firmware Information

Firmware Swap

Description:

Activate the alternate firmware image..

Syntax:

Firmware Swap
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6.21 UPnP Command

UPnP Configuration

Description:
Show UPnP configuration.

Syntax:
UPnP Configuration

Example:

Show UPnP configuration.
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NS3502-8P-2S:/>upnp configuration

UPnP Configuration:

UPnP Mode : Disabled
UPnP TTL 14
UPnP Advertising Duration : 100

UPnP Mode

Description:
Set or show the UPnP mode.

Syntax:
UPnP Mode [enable|disable]

Parameters:
enable : Enable UPnP
disable: Disable UPnP
(default: Show UPnP mode)

Default Setting:
disable

Example:

Enable the UPnP mode.

NS3502-8P-2S:/>upnp mode enable
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UPnP TTL

Description:
Set or show the TTL value of the IP header in SSDP messages.

Syntax:
UPnP TTL [<ttl>]

Parameters:
<ttl>: ttl range (1..255), default: Show UPnP TTL

Default Setting:
4

Example:
Set the value 10 for TTL value of the IP header in SSDP messages.
NS3502-8P-2S:/>upnp ttl 10

UPnP Advertising Duration

Description:

Set or show UPnP Advertising Duration.

Syntax:
UPnP Advertising Duration [<duration>]

Parameters:
<duration>: duration range (100..86400), default: Show UPnP duration range

Default Setting:
100

Example:

Set value 1000 for UPnP Advertising Duration.

NS3502-8P-2S:/>upnp advertising duration 1000

6.22 MVR Command

MVR Configuration

Description:

Show the MVR configuration.
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Syntax:
MVR Configuration

Example:

Show the MVR configuration.
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MVR Configuration:

MVR Mode: Disabled
Muticast VLAN ID: 100

NS3502-8P-2S:/>mvr configuration

Port Port Mode Port Type Immediate Leave
1 Disabled Receive Disabled
2 Disabled Receive Disabled
3 Disabled Receive Disabled
4 Disabled Receive Disabled
5 Disabled Receive Disabled
6 Disabled Receive Disabled
7 Disabled Receive Disabled
8 Disabled Receive Disabled
9 Disabled Receive Disabled
10 Disabled Receive Disabled

MVR Group

Description:

Show the MVR group.

Syntax:
MVR Group

MVR Status

Description:

Show the MVR status.

Syntax:
MVR Status
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MVR Mode

Description:
Set or show the MVR mode.

Syntax:
MVR Mode [enable|disable]

Parameters:
enable : Enable MVR mode
disable : Disable MVR mode

(default: Show MVR mode)

Default Setting:
disable

Example:

Enable MVR mode.
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NS3502-8P-2S:/>mvr mode enable

MVR Port Mode

Description:
Set or show the MVR port mode.

Syntax:
MVR Port Mode [<port_list>] [enable|disable]

Parameters:
<port_list>: Port list or ‘all', default: All ports
enable : Enable MVR mode
disable : Disable MVR mode
(default: Show MVR mode)

Default Setting:
disable

Example:

Enable the MVR port mode for port 1-4.

NS3502-8P-2S:/>mvr port mode 1-4 enable

516



IFS NS53502-8P-2S User Manual

MVR Multicast VLAN

Description:
Set or show MVR multicast VLAN ID.

Syntax:
MVR Multicast VLAN [<vid>]

Parameters:
<vid>: VLAN ID (1-4095), default: Show current MVR multicast VLAN ID

Default Setting:
100

Example:

Set VLAN 1000 for MVR multicast VLAN ID.

NS3502-8P-2S:/>mvr multicast vilan 1000

MVR Port Type

Description:
Set or show MVR port type.

Syntax:
MVR Port Type [<port_list>] [source|receiver]

Parameters:
<port_list>: Port list or 'all’, default: All ports
source : Enable source mode
receiver : Disable receiver mode
(default: Show MVR port type)

Default Setting:

receive

Example:

Set source type for MVR port type of port 1.

NS3502-8P-2S:/>mvr port type 1 source
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MVR Immediate Leave

Description:
Set or show MVR port state about immediate leave.

Syntax:
MVR Immediate Leave [<port_list>] [enable|disable]

Parameters:
<port_list>: Port list or ‘all', default: All ports
enable : Enable Immediate-leave mode
disable : Disable Immediate-leave mode

(default: Show MVR Immediate-leave mode)

Default Setting:
disable

Example:

Enable MVR port state about immediate leave for port 1.
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NS3502-8P-2S:/>mvr immediate leave 1 enable

6.23 Voice VLAN Command

Voice VLAN Configuration

Description:
Show Voice VLAN configuration.

Syntax:
Voice VLAN Configuration

Example:

Show Voice VLAN configuration.

NS3502-8P-2S:/>voice vlan configuration

Voice VLAN Configuration:

Voice VLAN Mode : Disabled
Voice VLAN ID : 1000
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Voice VLAN Age Time(seconds) : 86400
Voice VLAN Traffic Class 17

Voice VLAN OUI Table:

Telephony OUI Description

00-03-6B Cisco phones

00-0F-E2 H3C phones

00-60-B9 Philips and NEC AG phones
00-DO-1E Pingtel phones

00-E0-75 Polycom phones

00-E0-BB 3Com phones

00-01-E3 Siemens AG phones

Voice VLAN Port Configuration:

Port Mode Security Discovery Protocol
1 Disabled Disabled oul
2 Disabled Disabled oul
3 Disabled Disabled Ooul
4 Disabled Disabled oul
5 Disabled Disabled Ooul
6 Disabled Disabled oul
7 Disabled Disabled oul
8 Disabled Disabled oul
9 Disabled Disabled oul

[y
o

Disabled Disabled Ooul

Voice VLAN Mode

Description:

Set or show the Voice VLAN mode.

We must disable MSTP feature before we enable Voice VLAN.

It can avoid the conflict of ingress filter.
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Syntax:
Voice VLAN Mode [enable|disable]

Parameters:
enable : Enable Voice VLAN mode.
disable: Disable Voice VLAN mode
(default: Show flow Voice VLAN mode)

Default Setting:
disable

Example:

Enable the Voice VLAN mode.
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NS3502-8P-2S:/>voice vlan mode enable

Voice VLAN ID

Description:
Set or show Voice VLAN ID.

Syntax:
Voice VLAN ID [<vid>]

Parameters:
<vid>: VLAN ID (1-4095)

Default Setting:
1000

Example:

Set ID 2 for Voice VLAN ID.

NS3502-8P-2S:/>voice vlan id 2

Voice VLAN Agetime

Description:
Set or show Voice VLAN age time.

520



IFS NS53502-8P-2S User Manual

Syntax:
Voice VLAN Agetime [<age_time>]

Parameters:
<age_time>: MAC address age time (10-10000000) default: Show age time

Default Setting:
86400sec

Example:
Set Voice VLAN age time in 100sec.
NS3502-8P-2S:/>voice valn agetime 100

Voice VLAN Traffic Class

Description:
Set or show Voice VLAN ID.

Syntax:
Voice VLAN Traffic Class [<class>]

Parameters:
<class>: Traffic class (0-7)

Default Setting:
7

Example:

Set 4 traffic class for voice VLAN

NS3502-8P-2S:/>voice vlan traffic class4

Voice VLAN OUI Add

Description:
Add Voice VLAN OUI entry.
Modify OUI table will restart auto detect OUI process. The maximum entry number is (16).

Syntax:
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Voice VLAN OUI Add <oui_addr> [<description>]

Parameters:
<oui_addr> : OUI address (xx-xx-xx). The null OUIl address isn't allowed

<description>: Entry description. Use 'clear' or "" to clear the string

No blank or space characters are permitted as part of a contact. (only in CLI)

Example:

Add Voice VLAN OUI entry.

NS3502-8P-2S:/>voice vlan oui add 00-11-22 test

Voice VLAN OUI Delete

Description:
Delete Voice VLAN OUI entry.
Modify OUI table will restart auto detect OUI process.

Syntax:
Voice VLAN OUI Delete <oui_addr>

Parameters:

<oui_addr>: OUI address (xx-xx-xx). The null OUI address isn't allowed

Example:

Delete Voice VLAN OUI entry.

NS3502-8P-2S:/>voice vlan oui delete 00-11-22

Voice VLAN OUI Clear

Description:
Clear Voice VLAN OUI entry.
Modify OUI table will restart auto detect OUIl process.

Syntax:
Voice VLAN OUI Clear

Example:

Clear Voice VLAN OUI entry.
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NS3502-8P-2S:/>voice vlan oui clear

Voice VLAN OUI Lookup

Description:
Clear Voice VLAN OUI entry. Modify OUI table will restart auto detect OUI process.

Syntax:
Voice VLAN OUI Clear

Example:

Lookup Voice VLAN OUI entry.

NS3502-8P-2S:/>voice vlan oui lookup

Voice VLAN Port Mode

Description:
Set or show the Voice VLAN port mode.
When the port mode isn't disabled, we must disable MSTP feature before we enable Voice

VLAN. It can avoid the conflict of ingress filter.

Syntax:
Voice VLAN Port Mode [<port_list>] [disable|auto|force]

Parameters:
<port_list>: Port list or 'all’, default: All ports
disable : Disjoin from Voice VLAN.
auto : Enable auto detect mode. It detects whether there is VolP phone attached on the
specific port and configure the Voice VLAN members automatically.
force : Forced join to Voice VLAN.
(default: Show Voice VLAN port mode)

Default Setting:
disable

Example:

Set auto mode for port 1-4 of Voice VLAN port mode.

NS3502-8P-2S:/>voice vlan port mode 1-4 auto
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Voice VLAN Security

Description:
Set or show the Voice VLAN port security mode. When the function is enabled, all non-telephone
MAC address in Voice VLAN will be blocked 10 seconds.

Syntax:
Voice VLAN Security [<port_list>] [enable|disable]
Parameters:
<port_list>: Port list or 'all’, default: All ports
enable : Enable Voice VLAN security mode.
disable: Disable Voice VLAN security mode
(default: Show flow Voice VLAN security mode)

Default Setting:
disable

Example:

Enable the Voice VLAN port security mode for port 1-4.

NS3502-8P-2S:/>voice vlan security 1-4 enable

6.24 IPMC Command

IPMC Configuration

Description:
Show IPMC snooping configuration.

Syntax:
IPMC Configuration [mld|igmp]

Parameters:
mid |igmp:
mid : IPMC for IPv6é MLD
igmp: IPMC for IPv4 IGMP
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IPMC Mode

Description:
Set or show the IPMC snooping mode.

Syntax:
IPMC Mode [mld|igmp] [enable|disable]

Parameters:
mid |igmp:
mld : IPMC for IPv6 MLD
igmp: IPMC for IPv4 IGMP
enable : Enable IPMC snooping
disable: Disable IPMC snooping
(default: Show global IPMC snooping mode)

Default Setting:
disable

Example:

Enable IGMP snooping

IFS NS53502-8P-2S User Manual

NS3502-8P-2S:/>ipmc mode igmp enable

IPMC Flooding

Description:

Set or show the IPMC unregistered addresses flooding operation.

Syntax:
IPMC Flooding [mld|igmp] [enable|disable]

Parameters:

mid |igmp:

mld : IPMC for IPv6 MLD

igmp: IPMC for IPv4 IGMP

enable : Enable IPMC flooding

disable: Disable IPMC flooding

(default: Show global IPMC flooding mode)
Default Setting:

enable
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Example:

Enable IGMP flooding
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NS3502-8P-2S:/>ipmc flooding igmp enable

IPMC Leave Proxy

Description:
Set or show the mode of IPMC Leave Proxy.

Syntax:
IPMC Leave Proxy [mld|igmp] [enable|disable]

Parameters:
mid|igmp:
mld : IPMC for IPv6 MLD
igmp: IPMC for IPv4 IGMP
enable : Enable IPMC Leave Proxy
disable: Disable IPMC Leave Proxy
(default: Show global IPMC Leave Proxy mode)

Default Setting:
disable

Example:

Enable IGMP Leave Proxy

NS3502-8P-2S:/>ipmc leave proxy igmp enable

IPMC Proxy

Description:
Set or show the mode of IPMC Proxy.

Syntax:
IPMC Proxy [mld|igmp] [enable|disable]

Parameters:
mid|igmp:
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mld : IPMC for IPv6 MLD

igmp: IPMC for IPv4 IGMP

enable : Enable IPMC Proxy

disable: Disable IPMC Proxy

(default: Show global IPMC Proxy mode)

Default Setting:
disable

Example:

Enable IGMP Proxy
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NS3502-8P-2S:/>ipmc proxy igmp enable

IPMC State

Description:
Set or show the IPMC snooping state for VLAN.

Syntax:
IPMC State [mld|igmp] [<vid>] [enable|disable]

Parameters:
mid |igmp:
mld : IPMC for IPv6 MLD
igmp: IPMC for IPv4 IGMP
<vid>  :VLAN ID (1-4095) or 'any', default: Show all VLANs
enable : Enable MLD snooping
disable: Disable MLD snooping

Default Setting:
disable

Example:

Enable IGMP snooping state for VLAN 1

NS3502-8P-2S:/>ipmc state igmp 1 enable

527



IPMC Querier

Description:
Set or show the IPMC snooping querier mode for VLAN.

Syntax:
IPMC Querier [mld|igmp] [<vid>] [enable|disable]

Parameters:
mid |igmp:
mid : IPMC for IPv6 MLD
igmp: IPMC for IPv4 IGMP
<vid>  :VLAN ID (1-4095) or 'any', default: Show all VLANs
enable : Enable MLD querier
disable: Disable MLD querier

Default Setting:
disable

Example:

Enable IGMP querier for VLAN 1

IFS NS53502-8P-2S User Manual

NS3502-8P-2S:/>ipmc querier igmp 1 enable

IPMC Fastleave

Description:
Set or show the IPMC snooping fast leave port mode.

Syntax:
IPMC Fastleave [mld|igmp] [<port_list>] [enable|disable]

Parameters:
mid|igmp:
mid : IPMC for IPv6 MLD
igmp: IPMC for IPv4 IGMP
<port_list>: Port list or 'all', default: All ports
enable : Enable MLD fast leave
disable: Disable MLD fast leave
(default: Show IPMC fast leave mode)

Default Setting:
disable
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Example:

Enable IGMP fast leave for all port
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NS3502-8P-2S:/>ipmc fastleave igmp 1-10 enable

IPMC Throttling

Description:
Set or show the IPMC port throttling status.

Syntax:
IPMC Throttling [mld |igmp] [<port_list>] [limit_group_number]

Parameters:
mid|igmp
mld : IPMC for IPv6 MLD
igmp: IPMC for IPv4 IGMP
<port_list>: Port list or 'all’, default: All ports
0 : No limit
1~10 : Group learn limit
(default: Show IPMC Port Throttling)

Default Setting:
Unlimited

Example:

Set the max. learn 10 groups for ICMP port throttling

NS3502-8P-2S:/>ipmc throttling igmp 1-10 10

IPMC Filtering

Description:
Set or show the IPMC port group filtering list.

Syntax:
IPMC Filtering [mld|igmp] [<port_list>] [add | del] [group_addr]

Parameters:
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mid|igmp

mld : IPMC for IPv6 MLD

igmp: IPMC for IPv4 IGMP

<port_list>: Port list or 'all’, default: All ports

add : Add new port group filtering entry

del : Del existing port group filtering entry

(default: Show IPMC port group filtering list)

group_addr : IPv4/IPv6 multicast group address, accordingly

IPMC Router

Description:
Set or show the IPMC snooping router port mode.

Syntax:
IPMC Router [mld|igmp] [<port_list>] [enable | disable]

Parameters:
mid|igmp
mld : IPMC for IPv6 MLD
igmp: IPMC for IPv4 IGMP
<port_list>: Port list or 'all', default: All ports
enable :Enable IPMC router port
disable : Disable IPMC router port
(default: Show IPMC router port mode)

Example:

Enable port 1 in IPMC router port
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NS3502-8P-2S:/>ipmc router igmp 1 enable

IPMC Status

Description:
Show IPMC operational status, accordingly.

Syntax:
IPMC Status [mld|igmp] [<vid>]

Parameters:
mid |igmp:
mld : IPMC for IPv6 MLD
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igmp: IPMC for IPv4 IGMP
<vid> :VLANID (1-4095) or 'any', default: Show all VLANs

Example:

Show VLAN 1 IPMC operational status
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NS3502-8P-2S:/>ipmc status igmp 1

IPMC Group

Description:
Show IPMC group addresses, accordingly.

Syntax:
IPMC Groups [mld|igmp] [<vid>]

Parameters:
mid|igmp:
mld : IPMC for IPv6 MLD
igmp: IPMC for IPv4 IGMP
<vid>  :VLAN ID (1-4095) or 'any', default: Show all VLANs

Example:

Show VLAN 1 IPMC group addresses, accordingly.

NS3502-8P-2S:/>ipmc groups igmp 1

IPMC Version

Description:
Show IPMC Versions.

Syntax:
IPMC Version [mld|igmp] [<vid>]

Parameters:
mid|igmp:
mld : IPMC for IPv6 MLD
igmp: IPMC for IPv4 IGMP
<vid> :VLAN ID (1-4095) or 'any', default: Show all VLANs
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Example:

Show VLAN 1 IPMC Versions.
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NS3502-8P-2S:/>ipmc version igmp 1

IPMC SSM

Description:
Show SSM related information for IPMC.

Syntax:
IPMC SSM [mld|igmp] [<vid>] [<port_list>]

Parameters:
mid|igmp
mld : IPMC for IPv6 MLD
igmp: IPMC for IPv4 IGMP
<vid> : VLAN ID (1-4095) or 'any', default: Show all VLANs
<port_list>: Port list or ‘all', default: All ports

Example:

Show VLAN 1 & port 1-10 SSM related information for IPMC.

NS3502-8P-2S:/>ipmcssm igmp 1 1-10

IPMC Parameter RV

Description:
Set or show the IPMC Robustness Variable.

Syntax:
IPMC Parameter RV [mld|igmp] [<vid>] [ipmc_param_rv]

Parameters:
mid|igmp
mld : IPMC for IPv6 MLD
igmp: IPMC for IPv4 IGMP

<vid> : VLAN ID (1-4095) or 'any', default: Show all VLANs
ipmc_param_rv:
-1 : Default Value (2)

1~255 :Robustness Variable
(default: Show IPMC Interface Robustness Variable
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IPMC Parameter Ql

Description:
Set or show the IPMC Query Interval.

Syntax:
IPMC Parameter QI [mld|igmp] [<vid>] [ipmc_param_qi]

Parameters:
mid|igmp
mid : IPMC for IPv6 MLD
igmp: IPMC for IPv4 IGMP

<vid> : VLAN ID (1-4095) or 'any', default: Show all VLANs
ipmc_param_qi:
-1 : Default Value (125)

1~31744 : Query Interval in seconds
(default: Show IPMC Interface Query Interval

IPMC Parameter QRI

Description:
Set or show the IPMC Query Response Interval.

Syntax:
IPMC Parameter QRI [mld|igmp] [<vid>] [ipmc_param_qgri]

Parameters:
mid|igmp
mld : IPMC for IPv6 MLD
igmp: IPMC for IPv4 IGMP

<vid> : VLAN ID (1-4095) or 'any', default: Show all VLANs
ipmc_param_gri:
-1 : Default Value (100)

0~31744 : Query Response Interval in tenths of seconds
(default: Show IPMC Interface Query Response Interval
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IPMC Parameter LLQI

Description:
Set or show the IPMC Last Listener Query Interval.

Syntax:
IPMC Parameter LLQI [mld|igmp] [<vid>] [ipmc_param_llqi]

Parameters:
mid|igmp
mid : IPMC for IPv6 MLD
igmp: IPMC for IPv4 IGMP

<vid> : VLAN ID (1-4095) or 'any', default: Show all VLANs
ipmc_param_liqi:

-1 : Default Value (10)

0~31744 : Last Listener Query Interval in tenths of seconds

(default: Show IPMC Interface Last Listener Query Interval

IPMC Parameter URI

Description:
Set or show the IPMC Unsolicited Report Interval.

Syntax:
IPMC Parameter URI [mld|igmp] [<vid>] [ipmc_param_uri]

Parameters:
mid|igmp
mid : IPMC for IPv6 MLD
igmp: IPMC for IPv4 IGMP
<vid> : VLAN ID (1-4095) or 'any', default: Show all VLANs
ipmc_param_uri:
-1 : Default Value (1)
0~31744 : Unsolicited Report Interval in seconds
(default: Show IPMC Interface Unsolicited Report Interval)
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6.25 VLAN Control List Command

VCL MAC-based VLAN Configuration

Description:
Show VCL MAC-based VLAN configuration.

Syntax:
VCL Macvlan Configuration

VCL MAC-based VLAN Add

Description:
Add or modify VCL MAC-based VLAN entry.

Syntax:
VCL Macvlan Add <mac_addr> <vid> [<port_list>]

Parameters:
<mac_addr> : MAC address (XX-XX-XX-XX-XX-XX)
<vid> : VLAN ID (1-4095)
<port_list>: Port list or 'all’, default: All ports

Example:

Add 00-11-22-33-44-55-66 in VLAN 20 for all port

IFS NS53502-8P-2S User Manual

NS3502-8P-2S:/>vcl macvlan add 00-11-22-33-44-55-66 20 1-10

VCL MAC-based VLAN Delete

Description:
Delete VCL MAC-based VLAN entry.

Syntax:
VCL Macvlan Del <mac_addr>

Parameters:

<mac_addr> : MAC address (XX-XX-XX-XX-XX-XX)
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Example:
Delete 00-11-22-33-44-55-66 in MAC-based VLAN list
NS3502-8P-2S:/> vcl macvlan del 00-11-22-33-44-55-66

VCL Status

Description:
Show VCL MAC-based VLAN users configuration.

Syntax:
VCL Status [combined |static|nas|all]

Parameters:
combined |static|nas|all: VCL User

VCL Protocol-based VLAN Add Ethernet Il

Description:
Add VCL protocol-based VLAN Ethernet-Il protocol to group mapping.

Syntax:
VCL ProtoVlan Protocol Add Eth2 <ether_type>|arp|ip|ipx|at <group_id>

Parameters:
<ether_type>|arp|ip|ipx]|at: Ether Type (0x0600 - OxFFFF)
<group_id> : Protocol group ID

VCL Protocol-based VLAN Add SNAP

Description:
Add VCL protocol-based VLAN SNAP protocol to group mapping.

Syntax:
VCL ProtoVlan Protocol Add Snap <oui>|rfc_1042|snap_8021h <pid> <group_id>

Parameters:
<oui>|rfc_1042|snap_8021h: OUI value (Hexadecimal 00-00-00 to FF-FF-FF).
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<pid> : PID value (0x0-OxFFFF). If OUI is 00-00-00, valid range of PID is
from 0x0600-0xFFFF.
<group_id> : Protocol group ID

VCL Protocol-based VLAN Add LLC

Description:
Add VCL protocol-based VLAN LLC protocol to group mapping.

Syntax:
VCL ProtoVlan Protocol Add Llc <dsap> <ssap> <group_id>

Parameters:
<dsap> : DSAP value (0x00-0xFF)
<ssap> : SSAP value (0x00-0xFF)

<group_id>: Protocol group ID

VCL Protocol-based VLAN Delete Ethernet Il

Description:

Delete VCL protocol-based VLAN Ethernet-Il protocol to group mapping.

Syntax:
VCL ProtoVlan Protocol Delete Eth2 <ether_type>|arp|ip|ipx]|at

Parameters:
<ether_type>|arp|ip|ipx]|at: Ether Type (0x0600 - OXFFFF)

VCL Protocol-based VLAN Delete SNAP

Description:
Delete VCL protocol-based VLAN SNAP protocol to group mapping.

Syntax:
VCL ProtoVlan Protocol Delete Snap <oui>|rfc_1042|snap_8021h <pid>

Parameters:

<oui>|rfc_1042|snap_8021h: OUI value (Hexadecimal 00-00-00 to FF-FF-FF).
<pid> : PID value (0x0-OxFFFF). If OUl is 00-00-00, valid range of PID is from 0x0600-0OxFFFF.
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VCL Protocol-based VLAN Delete LLC

Description:

Delete VCL protocol-based VLAN LLC protocol to group mapping.

Syntax:
VCL ProtoVlan Protocol Delete Llc <dsap> <ssap>

Parameters:
<dsap>: DSAP value (0x00-0xFF)
<ssap>: SSAP value (0x00-0OxFF)

VCL Protocol-based VLAN Add

Description:
Add VCL protocol-based VLAN group to VLAN mapping.

Syntax:
VCL ProtoVlan Vlan Add [<port_list>] <group_id> <vid>

Parameters:
<port_list>: Port list or 'all’, default: All ports
<group_id> : Protocol group ID
<vid> : VLAN ID (1-4095)

VCL Protocol-based VLAN Delete

Description:
Delete VCL protocol-based VLAN group to VLAN mapping.

Syntax:
VCL ProtoVlan Vlan Delete [<port_list>] <group_id>

Parameters:
<port_list>: Port list or 'all’, default: All ports
<group_id> : Protocol group ID

VCL Protocol-based VLAN Configuration

Description:
Show VCL protocol-based VLAN entries.

Syntax:
VCL ProtoVlan Conf
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7. SWITCH OPERATION

7.1 Address Table

The Switch is implemented with an address table. This address table composed of many entries. Each
entry is used to store the address information of some node in network, including MAC address, port
no, etc. This in-formation comes from the learning process of Ethernet Switch.

7.2 Learning

When one packet comes in from any port, the Switch will record the source address, port no. And the
other related information in address table. This information will be used to decide either forwarding or
filtering for future packets.

7.3 Forwarding & Filtering

When one packet comes from some port of the Ethernet Switching, it will also check the destination
address besides the source address learning. The Ethernet Switching will look up the address-table for
the destination address. If not found, this packet will be forwarded to all the other ports except the
port, which this packet comes in. And these ports will transmit this packet to the network it connected.
If found, and the destination address is located at different port from this packet comes in, the
Ethernet Switching will forward this packet to the port where this destination address is located
according to the information from address table. But, if the destination address is located at the same
port with this packet comes in, then this packet will be filtered. Thereby increasing the network
throughput and availability

7.4 Store-and-Forward

Store-and-Forward is one type of packet-forwarding techniques. A Store-and-Forward Ethernet
Switching stores the incoming frame in an internal buffer, do the complete error checking before
transmission. Therefore, no error packets occurrence, it is the best choice when a network needs
efficiency and stability.

The Ethernet Switch scans the destination address from the packet-header, searches the routing table
pro-vided for the incoming port and forwards the packet, only if required. The fast forwarding makes
the switch attractive for connecting servers directly to the network, thereby increasing throughput and
availability. How-ever, the switch is most commonly used to segment existence hubs, which nearly
always improves overall performance. An Ethernet Switching can be easily configured in any Ethernet
network environment to significantly boost bandwidth using conventional cabling and adapters.

Due to the learning function of the Ethernet switching, the source address and corresponding port
number of each incoming and outgoing packet are stored in a routing table. This information is
subsequently used to filter packets whose destination address is on the same segment as the source
address. This confines network traffic to its respective domain and reduce the overall load on the
network.

The Switch performs "Store and forward" therefore, no error packets occur. More reliably, it reduces

the re-transmission rate. No packet loss will occur.
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7.5 Auto-Negotiation

The STP ports on the Switch have built-in "Auto-negotiation". This technology automatically sets the
best possible bandwidth when a connection is established with another network device (usually at
Power On or Reset). This is done by detect the modes and speeds at the second of both device is
connected and capable of, both 10Base-T and 100Base-TX devices can connect with the port in either

Half- or Full-Duplex mode.

If attached device is: 100Base-TX port will set to:

10Mbps, no 10Mbps.
auto-negotiation

10Mbps, with 10/20Mbps (10Base-T/Full-Duplex)

auto-negotiation

100Mbps, no 100Mbps

auto-negotiation

100Mbps, with 100/200Mbps (100Base-TX/Full-Duplex)

auto-negotiation
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8. POWER OVER ETHERNET OVERVIEW

What is PoE?
Based on the global standard IEEE 802.3af, PoE is a technology for wired Ethernet, the most widely

installed local area network technology adopted today. PoE allows the electrical power necessary for
the operation of each end-device to be carried by data cables rather than by separate power cords.
New network applications, such as IP Cameras, VolP Phones, and Wireless Networking, can help
enterprises improve productivity. It minimizes wires that must be used to install the network for
offering lower cost, and less power failures.

IEEE802.3af also called Data Terminal equipment (DTE) power via Media dependent interface (MDI) is
an international standard to define the transmission for power over Ethernet. The 802.3af is delivering
48V power over RJ-45 wiring. Besides 802.3af also define two types of source equipment: Mid-Span
and End-Span.

B Mid-Span

Mid-Span device is placed between legacy switch and the powered device. Mid-Span is tap the
unused wire pairs 4/5 and 7/8 to carry power, the other four is for data transmit.
B End-Span

End-Span device is direct connecting with power device. End-Span could also tap the wire 1/2 and
3/6.

PoE System Architecture
The specification of PoE typically requires two devices: the Powered Source Equipment (PSE) and the

Powered Device (PD). The PSE is either an End-Span or a Mid-Span, while the PD is a PoE-enabled
terminal, such as IP Phones, Wireless LAN, etc. Power can be delivered over data pairs or spare pairs of
standard CAT-5 cabling.

How Power is Transferred Through the Cable
A standard CAT5 Ethernet cable has four twisted pairs, but only two of these are used for 10BASE-T and

100BASE-T. The specification allows two options for using these cables for power, shown in Figure 2
and Figure 3:

The spare pairs are used. Figure 2 shows the pair on pins 4 and 5 connected together and forming the
positive supply, and the pair on pins 7 and 8 connected and forming the negative supply. (In fact, a late

change to the spec allows either polarity to be used).
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POWER SOURCING POWERED DEVICE
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Figure 8-1 - Power Supplied over the Spare Pins

The data pairs are used. Since Ethernet pairs are transformer coupled at each end, it is possible to
apply DC power to the center tap of the isolation transformer without upsetting the data transfer. In
this mode of operation the pair on pins 3 and 6 and the pair on pins 1 and 2 can be of either polarity.
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Figure 8-2 - Power Supplied over the Data Pins

When to install PoE?

Consider the following scenarios:

e ¢ You're planning to install the latest VolP Phone system to minimize cabling building costs when
your company moves into new offices next month.

e ¢ The company staff has been clamoring for a wireless access point in the picnic area behind the
building so they can work on their laptops through lunch, but the cost of electrical power to the
outside is not affordable.

e ¢ Management asks for IP Surveillance Cameras and business access systems throughout the facility,
but they would rather avoid another electrician's payment.
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References:
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Microsemi /PowerDsine
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Linear Tech
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The PoE Provision Process

While adding PoE support to networked devices is relatively painless, it should be realized that power
cannot simply be transferred over existing CAT-5 cables. Without proper preparation, doing so may
result in damage to devices that are not designed to support provision of power over their network
interfaces.

The PSE is the manager of the PoE process. In the beginning, only small voltage level is induced on the
port's output, till a valid PD is detected during the Detection period. The PSE may choose to perform
classification, to estimate the amount of power to be consumed by this PD. After a time-controlled
start-up, the PSE begins supplying the 48 VDC level to the PD, till it is physically or electrically
disconnected. Upon disconnection, voltage and power shut down.

Since the PSE is responsible for the PoE process timing, it is the one generating the probing signals prior

to operating the PD and monitoring the various scenarios that may occur during operation.
All probing is done using voltage induction and current measurement in return.

Stages of powering up a PoE link

Volts Volts
Stage Action specified managed
per 802.3af by chipset

. Measure whether powered device has the
Detection ) ) 2.7-10.0 1.8-10.0
correct signature resistance of 15-33 kQ

Measure which power level class the resistor

Classification o 14.5-20.5 12.5-25.0
indicates
Startup Where the powered device will startup >42 >38
Normal )
. Supply power to device 36-57 25.0-60.0
operation
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Line Detection

Before power is applied, safety dictates that it must first be ensured that a valid PD is connected to the
PSE's output. This process is referred to as "line detection", and involves the PSE seeking a specific, 25
KQ signature resistor. Detection of this signature indicates that a valid PD is connected, and that
provision of power to the device may commence.

The signature resistor lies in the PD's PoE front-end, isolated from the rest of the PD's circuitries till
detection is certified.

Classification

Once a PD is detected, the PSE may optionally perform classification, to determine the maximal power
a PD is to consume. The PSE induces 15.5-20.5 VDC, limited to 100 mA, for a period of 10 to 75 ms
responded by a certain current consumption by the PD, indicating its power class.

The PD is assigned to one of 5 classes: 0 (default class) indicates that full 15.4 watts should be provided,
1-3 indicate various required power levels and 4 is reserved for future use. PDs that do not support
classification are assigned to class 0. Special care must be employed in the definition of class
thresholds, as classification may be affected by cable losses.

Classifying a PD according to its power consumption may assist a PoE system in optimizing its power
distribution. Such a system typically suffers from lack of power resources, so that efficient power

management based on classification results may reduce total system costs.

Start-up

Once line detection and optional classification stages are completed, the PSE must switch from low
voltage to its full voltage capacity (44-57 Volts) over a minimal amount of time (above 15
microseconds).

A gradual startup is required, as a sudden rise in voltage (reaching high frequencies) would introduce
noise on the data lines.

Once provision of power is initiated, it is common for inrush current to be experienced at the PSE port,
due to the PD’s input capacitance. A PD must be designed to cease inrush current consumption (of over
350 mA) within 50 ms of power provision startup.

Operation

During normal operation, the PSE provides 44-57 VDC, able to support a minimum of 15.4 watts power.

Power Overloads
The IEEE 802.3af standard defines handling of overload conditions. In the event of an overload (a PD

drawing a higher power level than the allowed 12.95 Watts), or an outright short circuit caused by a
failure in cabling or in the PD, the PSE must shut down power within 50 to 75 milliseconds, while
limiting current drain during this period to protect the cabling infrastructure. Immediate voltage drop is
avoided to prevent shutdown due to random fluctuations.
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Power Disconnection Scenarios

The IEEE 802.3af standard requires that devices powered over Ethernet be disconnected safely (i.e.
power needs be shut down within a short period of time following disconnection of a PD from an active
port).

When a PD is disconnected, there is a danger that it will be replaced by a non-PoE-ready device while
power is still on. Imagine disconnecting a powered IP phone utilizing 48 VDC, and then inadvertently
plugging the powered Ethernet cable into a non-PoE notebook computer. What’s sure to follow is not a
pretty picture.

The standard defines two means of disconnection, DC Disconnect and AC Disconnect, both of which
provide the same functionality - the PSE shutdowns power to a disconnected port within 300 to 400m:s.
The upper boundary is a physical human limit for disconnecting one PD and reconnecting another.

DC Disconnect
DC Disconnect detection involves measurement of current. Naturally, a disconnected PD stops

consuming current, which can be inspected by the PSE. The PSE must therefore disconnect power
within 300 to 400 ms from the current flow stop. The lower time boundary is important to prevent

shutdown due to random fluctuations.

AC Disconnect
This method is based on the fact that when a valid PD is connected to a port, the AC impedance

measured on its terminals is significantly lower than in the case of an open port (disconnected PD).

AC Disconnect detection involves the induction of low AC signal in addition to the 48 VDC operating
voltage. The returned AC signal amplitude is monitored by the PSE at the port terminals. During normal
operation, the PD's relatively low impedance lowers the returned AC signal while a sudden

disconnection of this PD will cause a surge to the full AC signal level and will indicate PD disconnection.
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9. TROUBLE SHOOTING

This chapter contains information to help you solve problems. If the Ethernet Switch is not functioning
properly, make sure the Ethernet Switch was set up according to instructions in this manual.

I The Link LED is not lit
Solution:

Check the cable connection and remove duplex mode of the Ethernet Switch

I Some stations cannot talk to other stations located on the other port
Solution:
Please check the VLAN settings, trunk settings, or port enabled / disabled status.

Il Performance is bad
Solution:
Check the full duplex status of the Ethernet Switch. If the Ethernet Switch is set to full duplex and
the partner is set to half duplex, then the performance will be poor. Please also check the in/out rate
of the port.

I Why the Switch doesn't connect to the network
Solution:
1. Check the LNK/ACT LED on the switch
2. Try another port on the Switch
3. Make sure the cable is installed properly
4. Make sure the cable is the right type

5. Turn off the power. After a while, turn on power again

I 100Base-TX port link LED is lit, but the traffic is irregular
Solution:
Check that the attached device is not set to dedicate full duplex. Some devices use a physical or
software switch to change duplex modes. Auto-negotiation may not recognize this type of

full-duplex setting.

I Switch does not power up
Solution:
1. AC power cord not inserted or faulty
2. Check that the AC power cord is inserted correctly
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3. Replace the power cord if the cord is inserted correctly; check that the AC power source is
working by connecting a different device in place of the switch.

4. If that device works, refer to the next step.

5. If that device does not work, check the AC power

B  While IP Address be changed or forgotten admin password —

To reset the IP address to the default IP Address “192.168.0.100” or reset the password to default
value. Press the hardware reset button at the front panel about 10 seconds. After the device is
rebooted, you can login the management WEB interface within the same subnet of 192.168.0.xx.

@ifs 8-port Gigabit Ethernet
0E+ Managed Switch

N53502.8p.25
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A.1 Switch's RJ-45 Pin Assignments
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BI_DB+
BI_DB-
BI_DA+
BI_DD+
BI_DD-
BI_DA-
BI_DC+
BI_DC-

Implicit implementation of the crossover function within a twisted-pair cable, or at a wiring panel,

while not expressly forbidden, is beyond the scope of this standard.

A.210/100Mbps, 10/100Base-TX
When connecting your 10/100Mbps Ethernet Switch to another switch, a bridge or a hub, a straight or

crossover cable is necessary. Each port of the Switch supports auto-MDI/MDI-X detection. That means

you can directly connect the Switch to any Ethernet devices without making a crossover cable. The

following table and diagram show the standard RJ-45 receptacle/ connector and their pin assignments:

RJ-45 Connector pin assighment
Contact MDI MDI-X
Media Dependant Media Dependant
Interface Interface-Cross
1 Tx + (transmit) Rx + (receive)
2 Tx - (transmit) Rx - (receive)
3 Rx + (receive) Tx + (transmit)
4,5 Not used
6 Rx - (receive) Tx - (transmit)
7,8 Not used

The standard cable, RJ-45 pin assignment

548



IFS NS53502-8P-2S User Manual

12345678

The standard RJ-45 receptacle/connector

There are 8 wires on a standard UTP/STP cable and each wire is color-coded. The following shows the

pin allocation and color of straight cable and crossover cable connection:

Straight Cable SIDE 1 SIDE2
1 2 3 4 5 6 7 8 SIDE 1 1 = White / 1 = White /
Orange Orange
2 = Orange 2 = Orange
3 = White / 3 = White /
Green Green
J EE I I A AN N R 4 = Blue 4 =Blue
2 3 4 5 6 7 8 5 = White / 5 = White /
Blue Blue
6 = Green 6 = Green
7 = White / 7 = White /
Brown Brown
SIDE 2 8 = Brown 8 = Brown
Crossover Cable SIDE 1 SIDE2
1 2 3 4 5 6 7 8 SIDE 1 1 = White / 1 = White /
/_ Orange Green
/ 2 = Orange 2 = Green
3 = White / 3 = White /
\ Green Orange
A __X i 4 = Blue 4 = Blue
12 8 4 5 6 7 8 5 = White / 5 = White /
Blue Blue
6 = Green 6 = Orange
7 = White / 7 = White /
Brown Brown
SIDE 2 8 = Brown 8 = Brown

Figure A-1: Straight-Through and Crossover Cable

Please make sure your connected cables are with same pin assignment and color as above picture

before deploying the cables into your network.
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APPENDEX B: GLOSSARY

A

ACE

ACL

ACE is an acronym for Access Control Entry. It describes access permission associated with a
particular ACE ID.

There are three ACE frame types (Ethernet Type, ARP, and IPv4) and two ACE actions (permit
and deny). The ACE also contains many detailed, different parameter options that are available

for individual application.

ACL is an acronym for Access Control List. It is the list table of ACEs, containing access control
entries that specify individual users or groups permitted or denied to specific traffic objects,
such as a process or a program.

Each accessible traffic object contains an identifier to its ACL. The privileges determine whether
there are specific traffic object access rights.

ACL implementations can be quite complex, for example, when the ACEs are prioritized for the
various situation. In networking, the ACL refers to a list of service ports or network services that
are available on a host or server, each with a list of hosts or servers permitted or denied to use
the service. ACL can generally be configured to control inbound traffic, and in this context, they

are similar to firewalls.

There are 3 web-pages associated with the manual ACL configuration:

ACL|Access Control List: The web page shows the ACEs in a prioritized way, highest (top) to
lowest (bottom). Default the table is empty. An ingress frame will only get a hit on one ACE
even though there are more matching ACEs. The first matching ACE will take action
(permit/deny) on that frame and a counter associated with that ACE is incremented. An ACE can
be associated with a Policy, 1 ingress port, or any ingress port (the whole switch). If an ACE
Policy is created then that Policy can be associated with a group of ports under the "Ports"
web-page. There are number of parameters that can be configured with an ACE. Read the Web
page help text to get further information for each of them. The maximum number of ACEs is 64.
ACL|Ports: The ACL Ports configuration is used to assign a Policy ID to an ingress port. This is
useful to group ports to obey the same traffic rules. Traffic Policy is created under the "Access

Control List" - page. You can you also set up specific traffic properties (Action / Rate Limiter /
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Port copy, etc.) for each ingress port. They will though only apply if the frame gets past the ACE
matching without getting matched. In that case a counter associated with that port is
incremented. See the Web page help text for each specific port property.

ACL|Rate Limiters: Under this page you can configure the rate limiters. There can be 15
different rate limiters, each ranging from 1-1024K packets per seconds. Under "Ports" and

"Access Control List" web-pages you can assign a Rate Limiter ID to the ACE(s) or ingress port(s).

AES
AES is an acronym for Advanced Encryption Standard. The encryption key protocol is applied in
802.1i standard to improve WLAN security. It is an encryption standard by the U.S. government,
which will replace DES and 3DES. AES has a fixed block size of 128 bits and a key size of 128,
192, or 256 bits.

APS
APS is an acronym for Automatic Protection Switching. This protocol is used to secure that
switching is done bidirectional in the two ends of a protection group, as defined in G.8031.

Aggregation
Using multiple ports in parallel to increase the link speed beyond the limits of a port and to
increase the redundancy for higher availability.
(Also Port Aggregation, Link Aggregation).

ARP

ARP is an acronym for Address Resolution Protocol. It is a protocol that used to convert an IP
address into a physical address, such as an Ethernet address. ARP allows a host to communicate
with other hosts when only the Internet address of its neighbors is known. Before using IP, the
host sends a broadcast ARP request containing the Internet address of the desired destination

system.

ARP Inspection

ARP Inspection is a secure feature. Several types of attacks can be launched against a host or
devices connected to Layer 2 networks by "poisoning"” the ARP caches. This feature is used to

block such attacks. Only valid ARP requests and responses can go through the switch device.

Auto-Negotiation

Auto-negotiation is the process where two different devices establish the mode of
operation and the speed settings that can be shared by those devices for a link.
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CCis an acronym for Continuity Check. It is a MEP functionality that is able to detect loss of
continuity in a network by transmitting CCM frames to a peer MEP.

CCM is an acronym for Continuity Check Message. It is an OAM frame transmitted from a MEP
to its peer MEP and used to implement CC functionality.

CDP is an acronym for Cisco Discovery Protocol.

DEl is an acronym for Drop Eligible Indicator. It is a 1-bit field in the VLAN tag.

DES is an acronym for Data Encryption Standard. It provides a complete description of a
mathematical algorithm for encrypting (enciphering) and decrypting (deciphering) binary coded

information.

Encrypting data converts it to an unintelligible form called cipher. Decrypting cipher
converts the data back to its original form called plaintext. The algorithm described in this
standard specifies both enciphering and deciphering operations which are based on a
binary number called a key.

DHCP is an acronym for Dynamic Host Configuration Protocol. It is a protocol used for assigning
dynamic IP addresses to devices on a network.

DHCP used by networked computers (clients) to obtain IP addresses and other parameters such
as the default gateway, subnet mask, and IP addresses of DNS servers from a DHCP server.

The DHCP server ensures that all IP addresses are unique, for example, no IP address is assigned
to a second client while the first client's assignment is valid (its lease has not expired).
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Therefore, IP address pool management is done by the server and not by a human network

administrator.

Dynamic addressing simplifies network administration because the software keeps track of IP
addresses rather than requiring an administrator to manage the task. This means that a new
computer can be added to a network without the hassle of manually assigning it a unique IP

address.

DHCP Relay

DHCP Relay is used to forward and to transfer DHCP messages between the clients and the

server when they are not on the same subnet domain.

The DHCP option 82 enables a DHCP relay agent to insert specific information into a DHCP
request packets when forwarding client DHCP packets to a DHCP server and remove the specific
information from a DHCP reply packets when forwarding server DHCP packets to a DHCP client.
The DHCP server can use this information to implement IP address or other assignment policies.
Specifically the option works by setting two sub-options: Circuit ID (option 1) and Remote ID
(option2). The Circuit ID sub-option is supposed to include information specific to which circuit
the request came in on. The Remote ID sub-option was designed to carry information relating to
the remote host end of the circuit.

The definition of Circuit ID in the switch is 4 bytes in length and the format is "vlan_id"
"module_id" "port_no". The parameter of "vlan_id" is the first two bytes represent the VLAN ID.
The parameter of "module_id" is the third byte for the module ID (in standalone switch it
always equal 0, in stackable switch it means switch ID). The parameter of "port_no" is the
fourth byte and it means the port number.

The Remote ID is 6 bytes in length, and the value is equal the DHCP relay agents MAC address.

DHCP Snooping

DNS

DoS

DHCP Snooping is used to block intruder on the untrusted ports of the switch device when it
tries to intervene by injecting a bogus DHCP reply packet to a legitimate conversation between
the DHCP client and server.

DNS is an acronym for Domain Name System. It stores and associates many types of
information with domain names. Most importantly, DNS translates human-friendly domain
names and computer hostnames into computer-friendly IP addresses. For example, the domain
name www.example.com might translate to 192.168.0.1.
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DoS is an acronym for Denial of Service. In a denial-of-service (DoS) attack, an attacker attempts
to prevent legitimate users from accessing information or services. By targeting at network sites
or network connection, an attacker may be able to prevent network users from accessing email,
web sites, online accounts (banking, etc.), or other services that rely on the affected computer.

Dotted Decimal Notation

DSCP

Dotted Decimal Notation refers to a method of writing IP addresses using decimal numbers and
dots as separators between octets.

An IPv4 dotted decimal address has the form x.y.z.w, where x, y, z, and w are decimal numbers
between 0 and 255.

DSCP is an acronym for Differentiated Services Code Point. It is a field in the header of IP

packets for packet classification purposes.

E

EEE
EEE is an abbreviation for Energy Efficient Ethernet defined in IEEE 802.3az.

EPS
EPS is an abbreviation for Ethernet Protection Switching defined in ITU/T G.8031.

Ethernet Type
Ethernet Type, or EtherType, is a field in the Ethernet MAC header, defined by the Ethernet
networking standard. It is used to indicate which protocol is being transported in an Ethernet
frame.

F

FTP
FTP is an acronym for File Transfer Protocol. It is a transfer protocol that uses the Transmission
Control Protocol (TCP) and provides file writing and reading. It also provides directory service
and security features.

Fast Leave
IGMP snooping Fast Leave processing allows the switch to remove an interface from the
forwarding-table entry without first sending out group specific queries to the interface. The
VLAN interface is pruned from the multicast tree for the multicast group specified in the original
leave message. Fast-leave processing ensures optimal bandwidth management for all hosts on a
switched network, even when multiple multicast groups are in use simultaneously.

H
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HTTP is an acronym for Hypertext Transfer Protocol. It is a protocol that used to transfer or
convey information on the World Wide Web (WWW).

HTTP defines how messages are formatted and transmitted, and what actions Web servers and
browsers should take in response to various commands. For example, when you enter a URL in
your browser, this actually sends an HTTP command to the Web server directing it to fetch and
transmit the requested Web page. The other main standard that controls how the World Wide
Web works is HTML, which covers how Web pages are formatted and displayed.

Any Web server machine contains, in addition to the Web page files it can serve, an HTTP
daemon, a program that is designed to wait for HTTP requests and handle them when they
arrive. The Web browser is an HTTP client, sending requests to server machines. An HTTP client
initiates a request by establishing a Transmission Control Protocol (TCP) connection to a
particular port on a remote host (port 80 by default). An HTTP server listening on that port waits

for the client to send a request message.

HTTPS is an acronym for Hypertext Transfer Protocol over Secure Socket Layer. It is used to

indicate a secure HTTP connection.

HTTPS provide authentication and encrypted communication and is widely used on the World
Wide Web for security-sensitive communication such as payment transactions and corporate

logons.

HTTPS is really just the use of Netscape's Secure Socket Layer (SSL) as a sublayer under its
regular HTTP application layering. (HTTPS uses port 443 instead of HTTP port 80 in its
interactions with the lower layer, TCP/IP.) SSL uses a 40-bit key size for the RC4 stream
encryption algorithm, which is considered an adequate degree of encryption for commercial

exchange.

ICMP is an acronym for Internet Control Message Protocol. It is a protocol that generated the
error response, diagnostic or routing purposes. ICMP messages generally contain information
about routing difficulties or simple exchanges such as time-stamp or echo transactions. For

example, the PING command uses ICMP to test an Internet connection.

IEEE 802.1X
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IEEE 802.1X is an IEEE standard for port-based Network Access Control. It provides
authentication to devices attached to a LAN port, establishing a point-to-point connection or
preventing access from that port if authentication fails. With 802.1X, access to all switch ports
can be centrally controlled from a server, which means that authorized users can use the same

credentials for authentication from any point within the network.

IGMP is an acronym for Internet Group Management Protocol. It is a communications protocol
used to manage the membership of Internet Protocol multicast groups. IGMP is used by IP hosts
and adjacent multicast routers to establish multicast group memberships. It is an integral part
of the IP multicast specification, like ICMP for unicast connections. IGMP can be used for online

video and gaming, and allows more efficient use of resources when supporting these uses.

IGMP Querier

IMAP

A router sends IGMP Query messages onto a particular link. This router is called the Querier.

IMAP is an acronym for Internet Message Access Protocol. It is a protocol for email clients to

retrieve email messages from a mail server.

IMAP is the protocol that IMAP clients use to communicate with the servers, and SMTP is the

protocol used to transport mail to an IMAP server.

The current version of the Internet Message Access Protocol is IMAPA. It is similar to Post Office
Protocol version 3 (POP3), but offers additional and more complex features. For example, the
IMAP4 protocol leaves your email messages on the server rather than downloading them to
your computer. If you wish to remove your messages from the server, you must use your mail
client to generate local folders, copy messages to your local hard drive, and then delete and

expunge the messages from the server.

IP is an acronym for Internet Protocol. It is a protocol used for communicating data across a

internet network.

IP is a "best effort” system, which means that no packet of information sent over it is assured to
reach its destination in the same condition it was sent. Each device connected to a Local Area
Network (LAN) or Wide Area Network (WAN) is given an Internet Protocol address, and this IP
address is used to identify the device uniquely among all other devices connected to the

extended network.

The current version of the Internet protocol is IPv4, which has 32-bits Internet Protocol
addresses allowing for in excess of four billion unique addresses. This number is reduced

drastically by the practice of webmasters taking addresses in large blocks, the bulk of which
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remain unused. There is a rather substantial movement to adopt a new version of the Internet
Protocol, IPv6, which would have 128-bits Internet Protocol addresses. This number can be
represented roughly by a three with thirty-nine zeroes after it. However, IPv4 is still the
protocol of choice for most of the Internet.

IPMC is an acronym for IP MultiCast.

IP Source Guard

LACP

LLDP

IP Source Guard is a secure feature used to restrict IP traffic on DHCP snooping untrusted ports
by filtering traffic based on the DHCP Snooping Table or manually configured IP Source Bindings.
It helps prevent IP spoofing attacks when a host tries to spoof and use the IP address of another
host.

LACP is an IEEE 802.3ad standard protocol. The Link Aggregation Control Protocol, allows

bundling several physical ports together to form a single logical port.

LLDP is an IEEE 802.1ab standard protocol.

The Link Layer Discovery Protocol (LLDP) specified in this standard allows stations attached to
an |EEE 802 LAN to advertise, to other stations attached to the same IEEE 802 LAN, the major
capabilities provided by the system incorporating that station, the management address or
addresses of the entity or entities that provide management of those capabilities, and the
identification of the stations point of attachment to the IEEE 802 LAN required by those
management entity or entities. The information distributed via this protocol is stored by its
recipients in a standard Management Information Base (MIB), making it possible for the
information to be accessed by a Network Management System (NMS) using a management
protocol such as the Simple Network Management Protocol (SNMP).

LLDP-MED

LOC

LLDP-MED is an extension of IEEE 802.1ab and is defined by the telecommunication industry
association (TIA-1057).

LOC is an acronym for Loss of Connectivity and is detected by a MEP and is indicating lost
connectivity in the network. Can be used as switch criteria by EPS

557



M

IFS NS53502-8P-2S User Manual

MAC Table

MEP

MD5

Switching of frames is based upon the DMAC address contained in the frame. The switch builds
up a table that maps MAC addresses to switch ports for knowing which ports the frames should
go to (based upon the DMAC address in the frame). This table contains both static and dynamic
entries. The static entries are configured by the network administrator if the administrator
wants to do a fixed mapping between the DMAC address and switch ports.

The frames also contain a MAC address (SMAC address), which shows the MAC address of the
equipment sending the frame. The SMAC address is used by the switch to automatically update
the MAC table with these dynamic MAC addresses. Dynamic entries are removed from the MAC
table if no frame with the corresponding SMAC address has been seen after a configurable age

time.

MEP is an acronym for Maintenance Entity Endpoint and is an endpoint in a Maintenance Entity
Group (ITU-TY.1731).

MD5 is an acronym for Message-Digest algorithm 5. MD5 is a message digest algorithm, used
cryptographic hash function with a 128-bit hash value. It was designed by Ron Rivest in 1991.
MD?5 is officially defined in RFC 1321 - The MD5 Message-Digest Algorithm.

Mirroring

MLD

MVR

For debugging network problems or monitoring network traffic, the switch system can be
configured to mirror frames from multiple ports to a mirror port. (In this context, mirroring a

frame is the same as copying the frame.)

Both incoming (source) and outgoing (destination) frames can be mirrored to the mirror port.

MLD is an acronym for Multicast Listener Discovery for IPv6. MLD is used by IPv6 routers to
discover multicast listeners on a directly attached link, much as IGMP is used in IPv4. The

protocol is embedded in ICMPv6 instead of using a separate protocol.

Multicast VLAN Registration (MVR) is a protocol for Layer 2 (IP)-networks that enables
multicast-traffic from a source VLAN to be shared with subscriber-VLANSs.
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The main reason for using MVR is to save bandwidth by preventing duplicate multicast streams
being sent in the core network, instead the stream(s) are received on the MVR-VLAN and
forwarded to the VLANs where hosts have requested it/them (Wikipedia).

NAS is an acronym for Network Access Server. The NAS is meant to act as a gateway to guard
access to a protected source. A client connects to the NAS, and the NAS connects to another
resource asking whether the client's supplied credentials are valid. Based on the answer, the
NAS then allows or disallows access to the protected resource. An example of a NAS
implementation is IEEE 802.1X.

NetBIOS

NFS

NTP

OAM

NetBIOS is an acronym for Network Basic Input/Qutput System. It is a program that allows
applications on separate computers to communicate within a Local Area Network (LAN), and it

is not supported on a Wide Area Network (WAN).

The NetBIOS giving each computer in the network both a NetBIOS name and an IP address
corresponding to a different host name, provides the session and transport services described

in the Open Systems Interconnection (OSI) model.

NFS is an acronym for Network File System. It allows hosts to mount partitions on a remote

system and use them as though they are local file systems.

NFS allows the system administrator to store resources in a central location on the network,
providing authorized users continuous access to them, which means NFS supports sharing of
files, printers, and other resources as persistent storage over a computer network.

NTP is an acronym for Network Time Protocol, a network protocol for synchronizing the clocks

of computer systems. NTP uses UDP (datagrams) as transport layer.

OAM is an acronym for Operation Administration and Maintenance.
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It is a protocol described in ITU-T Y.1731 used to implement carrier ethernet functionality. MEP
functionality like CC and RDlI is based on this.

Optional TLVs.

Ooul

PCP

PD

PHY

PING

PoE

A LLDP frame contains multiple TLVs

For some TLVs it is configurable if the switch shall include the TLV in the LLDP frame. These TLVs
are known as optional TLVs. If an optional TLVs is disabled the corresponding information is not
included in the LLDP frame.

OUl is the organizationally unique identifier. An OUI address is a globally unique identifier
assigned to a vendor by IEEE. You can determine which vendor a device belongs to according to
the OUl address which forms the first 24 bits of a MAC address.

PCP is an acronym for Priority Code Point. It is a 3-bit field storing the priority level for the
802.1Q frame. It is also known as User Priority.

PD is an acronym for Powered Device. In a POE> system the power is delivered from a PSE

(power sourcing equipment) to a remote device. The remote device is called a PD.

PHY is an abbreviation for Physical Interface Transceiver and is the device that implements the
Ethernet physical layer (IEEE-802.3).

Ping is a program that sends a series of packets over a network or the Internet to a specific
computer in order to generate a response from that computer. The other computer responds
with an acknowledgment that it received the packets. Ping was created to verify whether a
specific computer on a network or the Internet exists and is connected.

Ping uses Internet Control Message Protocol (ICMP) packets. The PING Request is the packet
from the origin computer, and the PING Reply is the packet response from the target.
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PoE is an acronym for Power over Ethernet.
Power over Ethernet is used to transmit electrical power, to remote devices over standard Ethernet cable. It could for
example be used for powering IP telephones, wireless LAN access points and other equipment, where it would be

difficult or expensive to connect the equipment to main power supply.

A policer can limit the bandwidth of received frames. It is located in front of the ingress queue.

POP3 is an acronym for Post Office Protocol version 3. It is a protocol for email clients to

retrieve email messages from a mail server.

POP3 is designed to delete mail on the server as soon as the user has downloaded it. However,
some implementations allow users or an administrator to specify that mail be saved for some

period of time. POP can be thought of as a "store-and-forward" service.

An alternative protocol is Internet Message Access Protocol (IMAP). IMAP provides the user
with more capabilities for retaining e-mail on the server and for organizing it in folders on the

server. IMAP can be thought of as a remote file server.

POP and IMAP deal with the receiving of e-mail and are not to be confused with the Simple Mail
Transfer Protocol (SMTP). You send e-mail with SMTP, and a mail handler receives it on your
recipient's behalf. Then the mail is read using POP or IMAP. IMAP4 and POP3 are the two most
prevalent Internet standard protocols for e-mail retrieval. Virtually all modern e-mail clients and

servers support both.

PPPoE is an acronym for Point-to-Point Protocol over Ethernet.
It is a network protocol for encapsulating Point-to-Point Protocol (PPP) frames inside Ethernet
frames. It is used mainly with ADSL services where individual users connect to the ADSL

transceiver (modem) over Ethernet and in plain Metro Ethernet networks (Wikipedia).

Private VLAN

PTP

QCE

In a private VLAN, communication between ports in that private VLAN is not permitted. A VLAN

can be configured as a private VLAN.

PTP is an acronym for Precision Time Protocol, a network protocol for synchronizing the clocks

of computer systems.
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QCE is an acronym for QoS Control Entry. It describes QoS class associated with a particular QCE
ID.

There are six QCE frame types: Ethernet Type, VLAN, UDP/TCP Port, DSCP, TOS, and Tag Priority.
Frames can be classified by one of 4 different QoS classes: "Low", "Normal", "Medium", and
"High" for individual application.

QCL is an acronym for QoS Control List. It is the list table of QCEs, containing QoS control entries

that classify to a specific QoS class on specific traffic objects.

Each accessible traffic object contains an identifier to its QCL. The privileges determine specific

traffic object to specific QoS class.

QL In SynckE this is the Quality Level of a given clock source. This is received on a port in a SSM
indicating the quality of the clock received in the port.

QoS is an acronym for Quality of Service. It is a method to guarantee a bandwidth relationship

between individual applications or protocols.

A communications network transports a multitude of applications and data, including
high-quality video and delay-sensitive data such as real-time voice. Networks must provide
secure, predictable, measurable, and sometimes guaranteed services.

Achieving the required QoS becomes the secret to a successful end-to-end business solution.
Therefore, QoS is the set of techniques to manage network resources.

RARP is an acronym for Reverse Address Resolution Protocol. It is a protocol that is used to
obtain an IP address for a given hardware address, such as an Ethernet address. RARP is the
complement of ARP.

RADIUS

RDI

RADIUS is an acronym for Remote_Authentication Dial In User Service. It is a networking
protocol that provides centralized access, authorization and accounting management for people

or computers to connect and use a network service.
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RDI is an acronym for Remote Defect Indication. It is a OAM functionallity that is used by a MEP
to indicate defect detected to the remote peer MEP

Router Port

A router port is a port on the Ethernet switch that leads switch towards the Layer 3 multicast

device.
RSTP

In 1998, the IEEE with document 802.1w introduced an evolution of STP: the Rapid Spanning
Tree Protocol, which provides for faster spanning tree convergence after a topology change.
Standard IEEE 802.1D-2004 now incorporates RSTP and obsoletes STP, while at the same time
being backwards-compatible with STP.

S

SAMBA

Samba is a program running under UNIX-like operating systems that provides seamless
integration between UNIX and Microsoft Windows machines. Samba acts as file and print
servers for Microsoft Windows, IBM 0S/2, and other SMB client machines. Samba uses the
Server Message Block (SMB) protocol and Common Internet File System (CIFS), which is the
underlying protocol used in Microsoft Windows networking.

Samba can be installed on a variety of operating system platforms, including Linux, most
common Unix platforms, OpenVMS, and IBM OS/2.

Samba can also register itself with the master browser on the network so that it would appear

in the listing of hosts in Microsoft Windows "Neighborhood Network".

SHA

SHA is an acronym for Secure Hash Algorithm. It designed by the National Security Agency (NSA)
and published by the NIST as a U.S. Federal Information Processing Standard. Hash algorithms
compute a fixed-length digital representation (known as a message digest) of an input data

sequence (the message) of any length.
Shaper

A shaper can limit the bandwidth of transmitted frames. It is located after the ingress queues.
SMTP

SMTP is an acronym for Simple Mail Transfer Protocol. It is a text-based protocol that uses the
Transmission Control Protocol (TCP) and provides a mail service modeled on the FTP file
transfer service. SMTP transfers mail messages between systems and notifications regarding
incoming mail.

SNAP
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The SubNetwork Access Protocol (SNAP) is a mechanism for multiplexing, on networks using
IEEE 802.2 LLC, more protocols than can be distinguished by the 8-bit 802.2 Service Access Point
(SAP) fields. SNAP supports identifying protocols by Ethernet type field values; it also supports
vendor-private protocol identifier.

SNMP is an acronym for Simple Network Management Protocol. It is part of the Transmission
Control Protocol/Internet Protocol (TCP/IP) protocol for network management. SNMP allow
diverse network objects to participate in a network management architecture. It enables
network management systems to learn network problems by receiving traps or change notices

from network devices implementing SNMP.

SNTP is an acronym for Simple Network Time Protocol, a network protocol for synchronizing the

clocks of computer systems. SNTP uses UDP (datagrams) as transport layer.

SPROUT

SSID

SSH

SSM

STP

Stack Protocol using ROUting Technology. An advanced protocol for almost instantaneous
discovery of topology changes within a stack as well as election of a master switch. SPROUT also
calculates parameters for setting up each switch to perform shortest path forwarding within the
stack.

Service Set Identifier is a name used to identify the particular 802.11 wireless LANs to which a
user wants to attach. A client device will receive broadcast messages from all access points
within range advertising their SSIDs, and can choose one to connect to based on
pre-configuration, or by displaying a list of SSIDs in range and asking the user to select one
(wikipedia).

SSH is an acronym for Secure SHell. It is a network protocol that allows data to be exchanged
using a secure channel between two networked devices. The encryption used by SSH provides
confidentiality and integrity of data over an insecure network. The goal of SSH was to replace
the earlier rlogin, TELNET and rsh protocols, which did not provide strong authentication or
guarantee confidentiality (Wikipedia).

SSM In SynckE this is an abbreviation for Synchronization Status Message and is containing a QL
indication.

Spanning Tree Protocol is an OSI layer-2 protocol which ensures a loop free topology for any
bridged LAN. The original STP protocol is now obsoleted by RSTP.
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Switch ID

Switch IDs (1-16) are used to uniquely identify the switches within a stack. The Switch ID of each
switch is shown on the display on the front of the switch and is used widely in the web pages as
well as in the CLI commands.

SyncE

SyncE Is an abbreviation for Synchronous Ethernet. This functionality is used to make a network
'clock frequency' synchronized. Not to be confused with real time clock synchronized (IEEE
1588).

T

TACACS+

TACACS+ is an acronym for Terminal Acess Controller Access Control System Plus. It is a
networking protocol which provides access control for routers, network access servers and
other networked computing devices via one or more centralized servers. TACACS+ provides
separate authentication, authorization and accounting services.

Tag Priority
Tag Priority is a 3-bit field storing the priority level for the 802.1Q frame.
TCP

TCP is an acronym for Transmission Control Protocol. It is a communications protocol that uses

the Internet Protocol (IP) to exchange the messages between computers.

The TCP protocol guarantees reliable and in-order delivery of data from sender to receiver and
distinguishes data for multiple connections by concurrent applications (for example, Web server
and e-mail server) running on the same host.

The applications on networked hosts can use TCP to create connections to one another. It is
known as a connection-oriented protocol, which means that a connection is established and
maintained until such time as the message or messages to be exchanged by the application
programs at each end have been exchanged. TCP is responsible for ensuring that a message is
divided into the packets that IP manages and for reassembling the packets back into the
complete message at the other end.

Common network applications that use TCP include the World Wide Web (WWW), e-mail, and
File Transfer Protocol (FTP).

TELNET

TELNET is an acronym for TELetype NETwork. It is a terminal emulation protocol that uses the
Transmission Control Protocol (TCP) and provides a virtual connection between TELNET server

and TELNET client.
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TELNET enables the client to control the server and communicate with other servers on the
network. To start a Telnet session, the client user must log in to a server by entering a valid
username and password. Then, the client user can enter commands through the Telnet
program just as if they were entering commands directly on the server console.

TFTP is an acronym for Trivial File Transfer Protocol. It is transfer protocol that uses the User
Datagram Protocol (UDP) and provides file writing and reading, but it does not provides
directory service and security features.

ToS is an acronym for Type of Service. It is implemented as the IPv4 ToS priority control. It is
fully decoded to determine the priority from the 6-bit ToS field in the IP header. The most
significant 6 bits of the ToS field are fully decoded into 64 possibilities, and the singular code
that results is compared against the corresponding bit in the IPv4 ToS priority control bit (0~63).

TLV is an acronym for Type Length Value. A LLDP frame can contain multiple pieces of
information. Each of these pieces of information is known as TLV.

TKIP is an acronym for Temporal Key Integrity Protocol. It used in WPA to replace WEP with a
new encryption algorithm. TKIP comprises the same encryption engine and RC4 algorithm
defined for WEP. The key used for encryption in TKIP is 128 bits and changes the key used for
each packet.

UDP is an acronym for User Datagram Protocol. It is a communications protocol that uses the

Internet Protocol (IP) to exchange the messages between computers.

UDP is an alternative to the Transmission Control Protocol (TCP) that uses the Internet Protocol
(IP). Unlike TCP, UDP does not provide the service of dividing a message into packet datagrams,
and UDP doesn't provide reassembling and sequencing of the packets. This means that the
application program that uses UDP must be able to make sure that the entire message has
arrived and is in the right order. Network applications that want to save processing time
because they have very small data units to exchange may prefer UDP to TCP.

UDP provides two services not provided by the IP layer. It provides port numbers to help
distinguish different user requests and, optionally, a checksum capability to verify that the data

arrived intact.
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Common network applications that use UDP include the Domain Name System (DNS), streaming
media applications such as IPTV, Voice over IP (VolP), and Trivial File Transfer Protocol (TFTP).

UPnP

UPnP is an acronym for Universal Plug and Play. The goals of UPnP are to allow devices to
connect seamlessly and to simplify the implementation of networks in the home (data sharing,
communications, and entertainment) and in corporate environments for simplified installation

of computer components
User Priority

User Priority is a 3-bit field storing the priority level for the 802.1Q frame.

VLAN

Virtual LAN. A method to restrict communication between switch ports. VLANs can be used for
the following applications:

VLAN unaware switching: This is the default configuration. All ports are VLAN unaware with
Port VLAN ID 1 and members of VLAN 1. This means that MAC addresses are learned in VLAN 1,
and the switch does not remove or insert VLAN tags.

VLAN aware switching: This is based on the IEEE 802.1Q standard. All ports are VLAN aware.
Ports connected to VLAN aware switches are members of multiple VLANs and transmit tagged
frames. Other ports are members of one VLAN, set up with this Port VLAN ID, and transmit
untagged frames.

Provider switching: This is also known as Q-in-Q switching. Ports connected to subscribers are
VLAN unaware, members of one VLAN, and set up with this unique Port VLAN ID. Ports
connected to the service provider are VLAN aware, members of multiple VLANs, and set up to
tag all frames. Untagged frames received on a subscriber port are forwarded to the provider
port with a single VLAN tag. Tagged frames received on a subscriber port are forwarded to the

provider port with a double VLAN tag.
VLAN ID
VLAN ID is a 12-bit field specifying the VLAN to which the frame belongs.

Voice VLAN

Voice VLAN is VLAN configured specially for voice traffic. By adding the ports with voice devices
attached to voice VLAN, we can perform QoS-related configuration for voice data, ensuring the
transmission priority of voice traffic and voice quality.
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WEP is an acronym for Wired Equivalent Privacy. WEP is a deprecated algorithm to secure IEEE
802.11 wireless networks. Wireless networks broadcast messages using radio, so are more
susceptible to eavesdropping than wired networks. When introduced in 1999, WEP was
intended to provide confidentiality comparable to that of a traditional wired network
(Wikipedia).

WiFi is an acronym for Wireless Fidelity. It is meant to be used generically when referring of any
type of 802.11 network, whether 802.11b, 802.11a, dual-band, etc. The term is promulgated by
the Wi-Fi Alliance.

WPA is an acronym for Wi-Fi Protected Access. It was created in response to several serious
weaknesses researchers had found in the previous system , Wired Equivalent Privacy (WEP).
WPA implements the majority of the IEEE 802.11i standard, and was intended as an
intermediate measure to take the place of WEP while 802.11i was prepared. WPA is specifically
designed to also work with pre-WPA wireless network interface cards (through firmware
upgrades), but not necessarily with first generation wireless access points. WPA2 implements

the full standard, but will not work with some older network cards (Wikipedia).

WPA-PSK

WPA-PSK is an acronym for Wi-Fi Protected_Access - Pre Shared Key. WPA was designed to
enhance the security of wireless networks. There are two flavors of WPA: enterprise and
personal. Enterprise is meant for use with an IEEE 802.1X authentication server, which
distributes different keys to each user. Personal WPA utilizes less scalable 'pre-shared key' (PSK)
mode, where every allowed computer is given the same passphrase. In PSK mode, security
depends on the strength and secrecy of the passphrase. The design of WPA is based on a Draft 3
of the IEEE 802.11i standard (Wikipedia)

WPA-Radius

WPS

WPA-Radius is an acronym for Wi-Fi Protected Access - Radius (802.1X authentication server).
WPA was designed to enhance the security of wireless networks. There are two flavors of WPA:
enterprise and personal. Enterprise is meant for use with an IEEE 802.1X authentication server,
which distributes different keys to each user. Personal WPA utilizes less scalable 'pre-shared
key' (PSK) mode, where every allowed computer is given the same passphrase. In PSK mode,
security depends on the strength and secrecy of the passphrase. The design of WPA is based on
a Draft 3 of the IEEE 802.11i standard (Wikipedia)
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WPS is an acronym for Wi-Fi Protected Setup. It is a standard for easy and secure establishment
of a wireless home network. The goal of the WPS protocol is to simplify the process of
connecting any home device to the wireless network (Wikipedia).

WTR is an acronym for Wait To Restore. This is the time a fail on a resource has to be 'not

active' before restoration back to this (previously failing) resource is done.

569



